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Chapter 1. Tigase Release Notes

Welcome to Tigase v7.1.4! This is a maintenance release for Tigase v7.1.3 with a number of fixes and
updates. Although this guide will forego changenotesfor v7.1.0, v7.1.1 and v7.1.2, we areincluding major
changes and new features list from that version since there are some customers who will be upgrading
from older versions directly to v7.1.4.

Tigasev7.1.4

New Minor Features & Behavior Changes

Fixes

#8061 [https://projects.tigase.org/issues/8061] allow manual storing persisting configuration items for
selected components, please refer to the section called “Persisting component’s items configuration”
for more details

I mportant

It's essential to persist items before upgrading to Tigase XM PP Server 8.0.0!

Improve service reliability (appliesto installations with enabled ACS clustering strategy, please see the
section called “Licensing” for more details)

#8086 [https:.//projects.tigase.org/issues/8086] Improve detecting incorrect payload while configuring
room affiliation/roles

Previous Releases

Tigase v7.1.3

New Minor Features & Behavior Changes

Option to allow external connections using SSL

Previously only plain socket and TLS connections were supported. This change allows using also SSL
sockets.

Fixes

#6363 [ https://projects.tigase.org/issues/6363] Fix missing namespaces in packets sent as responses for
adhoc commands.

#6408 [ https://projects.tigase.org/issues/6408] Fix issuewith multiple XML stanzas sent in single Web-
Socket frame.

#6521 [https://projects.tigase.org/issues/6521] Fix ordering of recents queries - always use timestamps
for comparison in Unified Archiving component.

#6657 [https.//projects.tigase.org/issues/6657] Fix missing index on tig_ma_ jids in Unified Archiving
component.
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Tigase v7.1.2

New Minor Features & Behavior Changes

Input Buffer algorithm changed

The algorithm charged with resizing the input buffer size has been reworked. The new agorithm now
takes less steps to shrink the input buffer to an appropriate size. This has improved memory usage under
operation, and leaves Tigase XM PP Server with asmaller footprint when idle.

TLS Buffer size reduced

Astheinput buffer has gotten smaller, so hasthe TL Sbuffer. We are now ableto utilized 2k per connection
instead of an allocated 16k (and 2k thereafter). This significantly reduces the amount of memory needed
to run Tigase, and will benefit both high and low activity servers.

Fixes
» #5750 [https://projects.tigase.org/issues/5750] Statisticsretrieved over XM PP now adhereto level rules.
» #5864 [https.//projects.tigase.org/issues/5864] Fixed NPE on pre-bind Bosh session script.

» #6000 [https://projects.tigase.org/issues/6000] Fixed issue with dynamic rosters not being recognised
while broadcasting presence.

Tigase v7.1.1
AMP plugin has had some updates

Offline message retrieval has been slightly changed to use different methods. If you are using the below
configuration:

sess-man/ pl ugi ns-conf/ http\://jabber. org/protocol/offlinel/anp-repo-class=ti gase. ar
sess-man/ pl ugi ns- conf/ anp/ anp-r epo- cl ass=ti gase. archi ve. uni fi ed. db. JDBCFI exi bl eX f

Replace it with these settings to use proper retrieval method.

sess-man/ pl ugi ns-conf/http\://jabber. org/protocol/offlinel/anp-repo-class=ti gase. ar
sess- man/ pl ugi ns- conf/ anp/ anp-r epo- cl ass=ti gase. archi ve. uni fi ed. db. JDBCFI exi bl e f

Tigase v7.1.0

Tigase v7.1.1 includes changes made for v7.1.0, so below is included major changes and highlights for
v7.1.0 of Tigase. The lists of specific fixeswill not be included in this documentation.

Major Changes

Tigase has undergone a few major changes to our code and structure. To continue to use Tigase, a few
changes may be needed to be made to your systems. Please see them below:

HTTP Component renamed

The HTTP component has been renamed, if you still have the old tigase.rest.RestM essageReciever in your
init.properties file, please update the component name to:
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Tigase Release Notes

tigase. http. H t pMessageRecei ver

New JDK v8 required
As Oracle has dropped support for version 7 of its Java runtime environment and devel oper kit, we have
moved to version 8 of the JDK. Furthermore, some new features and fixes for Tigase Server now require

the use of JDK v8 or later. Please upgrade your Java packages from this link [http://www.oracle.com/
technetwork/javaljavase/downl oads/jdk8-downl oads-2133151.html].

Changes to Database Schemas
Tigase has undergone a number or database schema changes, the current versions being main database
schemav7.1 and pubsub schemav3.2.0. If you are upgrading to v7.1.0 from aprevious version of Tigase,
it is recommended you visit this section in the documentation to prepare your new installation.
Presence Plugin Split
The plugin handling all presence processing has been split from one plugin (Presence.java) into separate
plugins: - PresenceAbstract.java handles most common presence-related methods, and is also used by the

following two plugins. - PresenceSubscription.java to handle subscription presence processing like for
roster updates. - PresenceState.javato handleinitial presences from new logins.

New Features & Components

New HTTP API
Tigase now features an HTTP API that not only allows web client chat, but administrators can change
settings, manage users, and even write and run scripts all from the comfort of a browser window. Fur-
thermore, commands can be passed through this interface using REST to create and run custom scripts

and commands. We plan on expanding on the look and feel of this interface as time goes on, but in the
meantime enjoy the real-time XM PP experience now with a user-friendly GUI.

New Admin HTTP interface

Tigase now comes with its own build-in web XMPP client! It can be accessed from http://
yourhost.com:8080/ui/. For more details, see the Admin Ul guide.

Added support for XEP-0334
XEP-0334 is now supported. See this section for details.
Kernel Bean Configurator has been Improved
Added aliases for bean propertiesto alow for a'high level' of configuration. Instead of using
conponent / bean- nane/ pr oper t y=val ue
The following easier to use method will work
conponent / property=val ue
Support for XEP-0352

Client State Indication is now enabled by default on Tigase XMPP Servers. Details here.
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One Certificate for multiple Vhosts
Tigase now allows for wildcards in setting server certificate per Vhosts. See more in this section.
Maximum users setting for MUC

Administrators can now set that maximum number of users allowed on specific MUCs. See MUC Room
Configuration.

HTTP Rest API Support

Tigase now supportsREST commandsviaHT TP, they can be sent from ad-hoc commands, aweb interface,
or other REST tools. See documentation for more.

Empty Nicknames
Tigase can now support users with empty nicknames. See this for details.
Offline Message Limits

Tigase now has support to enable and change Offline Message Limits as handled by AMP. Documentation
here.

Offline Message Sink

A new way to store offline messages has been implemented, it may not replace standard offline messages,
but can be used in other ways. Documentation here.

Adding Components to trusted list

Components can now be added to trusted list and will be shared with all clustered servers. #3244 [https://
projects.tigase.org/issues/3244]

Tigase Mailer Extension now Included

Tigase Mailer extension is now included in distributions of Tigase server. This extension enables the
monitor component to deliver E-mailsto and from specified e-mail addresses when monitor are triggered.
For more information see monitor mailer section.

EventBus implemented

Tigase now has a simple PubSub component called EventBus to report tasks and triggers. More details
are available Here.

XEP-0191 Blocking Command Support added

Blocking Command support has been added to Tigase, all functions of XEP-0191 [http://xmpp.org/exten-
snions/xep-0191/html] should be implemented. See Admin Guide for details.

Stream management now has new settings available for stream timeout

Maximum stream timeout and default stream timeout times can now be set in init.properties. Details of
these two settings can be found here.

JVM Default configuration updated

Default tigase.conf file has been updated with the following change in JVM options:
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PRODUCTI ON_HEAP_SETTI NGS=" - - Xms5G - - Xmx5G -" # heap menory settings nmust be adjus
JAVA _CPTI ONS="${ GC} ${EX} ${ENC} ${DRV} ${IMX REMOTE_ | P} --server ${PRODUCTI ON_HEA

As the comment says, we recommend adjusting the heap memory settings for your specific installations.
#3567 [https.//projects.tigase.org/issues/3567]

Java Garbage Collection Settings have been improved

After significant testing and investigation, we have improved the Java GC settings to keep memory usage
from becoming too high on systems. #3248 [ https.//projects.tigase.org/issues/3248]

For more information about VM defaults and changes to settings, see our Documentation [http:/
docs.tigase.org/tigase-server/snapshot/Administration_Guide/html/#vm_settings].

New Rest APl added to obtain a JID login time

Get User | nf o command has been expanded to obtain user login and logout timesin addition to standard
information. See this section for full details.

New init.properties properties

--ws-al | ow unmasked- f r anmes=f al se Allows for unmasked frames to be sent to Tigase server
VIA Websocket and not force-close the connection when set to true. RFC 6455 specifies that all clients
must mask frames that it sends to the server over Websocket connections. If unmasked frames are sent,
regardless of any encryption, the server must close the connection. Some clients however, may not support
masking frames, or you may wish to bypass this security measure for development purposes.

- -vhost - di sabl e- dns- check=t r ue Disables DNS checking for vhosts when changed or edited.
When new vhosts are created, Tigase will automatically check for SRV records and proper DNS settings
for the new vhosts to ensure connectivity for outside users, however if these validations fail, you will be
unable to save those changes. This setting allows you to bypass that checking.

Connection Watchdog

A watchdog property is now available to monitor stale connections and sever them before they become
aproblem. More details here.

Web Installer Setup Page now has restricted access

TheWeb Installer Setup Page, availabl e through http://yourserver.com/8080/setup/ now requires an admin
level JID or auser/password combo specified in init.properties. See the Web Installer section for default
settings. See Component Properties section for details on the new property.

Offline Message Receipts Storage now Configurable

Admins may now configure Offline Message Receipts Storage to specify filters and controls as to what
they want stored in offline messages. See more details here.

Account Registration Limits

In order to protect Tigase serversfrom DOS attacks, alimit on number of account registrations per second
has been implemented. See thislink for configuration settings.

Enable Silent Ignore on Packets Delivered to Unavailable Resources

You can now have Tigase ignore packets delivered to unavailable resources to avoid having a packet
bounce around and create unnecessary traffic. Learn how here.
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Cluster Connections Improved
Cluster commands now operate at CLUSTER priority, giving the packets higher status than HIGH which
otherwise has caused issues during massive disconnects. New Configuration options come with this
change. The first being able to change the number of connections for CLUSTER packets using the fol-
lowing init.property setting:
cl -comp/ cl ust er-sys-connecti ons- per-node[ 1] =2

Also a new class which implements the new connection selection interface, but uses the old mechanism
where any connection can send any command.

cl - conp/ connecti on-sel ector=ti gase. cl uster. Cl ust er Connecti onSel ectord d

Cluster Connections Testing Implemented
Watchdog has now been added to test cluster connections by default. Watchdog sends an XM PP ping to
all cluster connections every 30 seconds and checksto seeif a ping response has been received in the last

3 minutes. If not, the cluster connection will be dropped automatically. Global watchdog settings will not
impact cluster testing feature.

Cluster Map implemented
Tigase can now generate cluster maps through a new API. See the development guide [http://

docs.tigase.org/tigase-server/snapshot/Devel opment_Guide/html/#clusterM aplnterface] for a description
of the API.

New Licensing Procedures

With the release of Tigase XMPP server v7.1.0, our licensing procedures have changed. For more infor-
mation about how to obtain, retain, and install your license, please see this section.

Message Archive expanded to include non-body elements

Message Archive can now be configured to store messages that may not have body element, this option
isexplained in this section.

New Ability to Purge Data from Unified Archive

Data from Unified Archive or Message Archive can be automatically or manually purged depending on
age or expired status. Information on configuring this is available here.

Server Statistics Expanded

Server Statistics for Tigase XM PP Server have been expanded, and now will print at the close of a server
session, or may be obtained in the normal way. Note that some statistics have changed since previous
versions, and may have different formatting. See the Statistics Description section of the Administration
guide for all current server statistics.

Force Redirection
It's possible now to redirect connections on one port to be forced to connect to another

port using the f or ce-r edi r ect -t o setting. Details here [http://docs.tigase.org/tigase-server/snap-
shot/Administration_Guide/html/# _enforcing_redirection].
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Dual IP installtions

Tigase now has a Dua 1P setup which can now use a separate internal and externa |P and use a DNS
resolver for the connection redirection. Setup instructions are Located here [http://docs.tigase.org/tigase-
server/snapshot/Administration_Guide/html/#_configuring_hostnames).

Error counting

It isnow possible to conduct error counting and collect it from statistics. Thisfeatureis explained in more
detail here.

New Database Disconnections Counter

3 new statisticswere added to basi ¢- conf to help monitor database connection stability, and how often
the XM PP Server needs to reconnect to the database. Thelist of new statistics are listed here.

New Known Cluster Statistic

A new statistic has been added to cl-comp displaying the number of connected Cluster Nodes if there are
more than one. Displayed as an INFO level statistic.

New Documentation Structure

There has been alot of changes and fixesto our documentation over the last few months. If you have links
to any of our documentation, please update them as the filenames may have changed.

Full XML of last available presence may be saved to repository

A more detailed last available presence can now be made from some configuration changes, along with a
timestamp before the entire presence stanzais saved to the repository. More information is avail able here.

Setting available to enable automatic subscriptions

Tigase supports enabling automati ¢ presence subscriptions and roster authorizations. For moreinformation
on these settings, check the Automatic Subscriptions section.

Stacktrace on Shutdown

Tigase will now dump the stacktrace upon shutdown by default. For more information, check this descrip-
tion.

New logic handling re-delivery of packets

Previoudly, Tigase would retry delivering command packets that failed to send after a brief delay of 60
seconds. This new method can provide relief in situations where command packet queues can get full. The
new logic works like this: The delay for retries, after the first delay of 60 seconds will increase by afactor
of 1.5, so the 2nd retry will then be 90 seconds, and then 135 and so on, until the retry limit has been
reached (default is 15). Included in thisis a new setting for setting the retry count, available here.
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Chapter 2. About Tigase XMPP Server

Tigase XM PP Server isan Open Source and Free (AGPL v3) Java based server. The goals behind its
design and implementation of the server are:

1. Make the server robust and reliable.

2. Make the server a secure communication platform.

3. Make aflexible server which can be applied to different use cases.

4. Make an extensible server which takes full advantage of XMPP protocol extensibility.

5. Make the server easy to setup and maintain.

Robust and reliable

This means that the server can handle many concurrent requests/connections and can run for along time
reliably. The server is designed and implemented to handle millions of simultaneous connections.

It is not enough however to design and implement a high load server and hope it will run well. The main
focus of the project is put in into testing. Tests are taken so seriously that a dedicated testing framework
has been implemented. All server functions are considered asimplemented only when they pass arigorous
testing cycle. The testing cycle consists of 3 fundamental tests:

1. Functional tests - Checking whether the function works at al.
2. Performancetests - Checking whether the function performs well enough.

3. Stability tests - Checking whether the function behaveswell in long term run. It must handle hundreds
of requests a second in aseveral hour server run.

Security

Thereareafew elementsof the security related to XM PP servers: secure datatransmissionswhichismet by
theimplementation of SSL or TL Sprotocol, secure user authorization which is met by theimplementation
of DIGEST or SASL user authorization and secure deployment which is met by component architecture.

Secur e deployment Tigase software installation does not impact network security. Companies usually
havetheir networks divided into 2 parts: DM Z which is partially open to the outside world and the Private
networ k which is closed to the outside world.

If the XM PP server isto provide an effective way of communication between company employees regard-
lessif they are in a secure company office or outside (perhaps at a customer site), it needs to accept both
internal and external connections. So the natural location for the server deployment is the DM Z. How-
ever, this solution has some considerations. each company has normally established network users base
and integrated authorization mechanisms. However, that information should be stored outside the DMZ
to protect internal security, so how to maintain ease of installation and system security?

Tigase server offers a solution for such a case. With it's component structure, Tigase can be easily de-
ployed on any number machines and from the user’ s point of view it is seen asaonelogical XMPP server.
In this case we can install a Session Manager module in the private network, and a Client Connection
Manager with Server Connection Manager inthe DM Z.
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Session Manager connects to DM Z and receives all packets from external users. Thus is can securely
realize users authorization based on company authorization mechanisms.

Flexibility
There are many different XM PP server implementations. The most prevolant are:

* Used as a business communication platform in small and medium companies where the server is not
under a heavy load. For such deployments security is akey feature.

 For huge community websites or internet portal serversis, on the other hand, usually under very heavy
load and has to support thousands or millions of simultaneous connections. For such a deployment we
need adifferent level of security as most of the serviceis open to the public.

 For very small community deployments or for small home networks the key factor is ease to deploy
and maintain.

Architecture based on components provides the ability to run selected modules on separate machines so
the server can be easily applied in any scenario.

For simple installation the server generates a config file which can be used straight away with very few
modificationsor noneat al. For complex deploymentsthough, you can tweak configurationsto your needs
and setup XMPP server on as many physical machines as you need.

Extensibility

Theworld changesall thetime as doesuser’ sneeds. The XM PP protocol has been designed to be extensible
to make it easy to add new features and apply it to those different user’'s needs. As aresult, XMPPisa
very effective platform not only for sending messages to other users, it can also be extended for sending
instant notifications about events, a useful platform for on-line customer service, voice communication,
and other cases where sending information instantly to other people is needed.

Tigase server has been designed to be extensible using a modular architecture. You can easily replace
components which do not fulfill your requirements with others better fitting your needs. But that is not
all, another factor of extensibility is how easy isto replace or add new extensions. A great deal of focus
has been put into the server design API to make it easy for other software devel opers to create extensions
and implement new features.

Ease of Use

Complex computer networks consisting of many servers with different services are hard to maintain. This
requires employing professional staff to operate and maintain the network.

Not all networks are so complex however, most small companies have just afew servers for their needs
with serviceslike e-mail and aHTTP server. They might want to add an XM PP server to the collection of
their services and don’'t want to dedicate resources on setup and maintenance. For such users our default
configuration is exactly what they need. If the operating system on the server is well configured, then
Tigase should automatically pickup the correct hostname and be ready to operate immediately.

Tigase server is designed and implemented to alow dynamic reconfiguration during runtime so there is
no need to restart the server each time you want to change configuration settings.

There are aso interfaces and handlers available to make it easy to implement a web user interface for
server monitoring and configuring.




Chapter 3. Quick Start Guide

Minimum Requirements

Before you begin installing Tigase server onto your system, please make sure the minimum requirements
are installed first: - Java Development Kit v8 or later - We recommend Oracle JDK. OpenJDK may
work, but some features might cause errors.

« Administrator access - We recommend that you install Tigase Server from a user login with admin-
istrator access.

Contents

Thisis aset of documents allowing you to quickly start with our software. Every document provides an
introduction to asingle topic alowing you to start using/devel oping or just working on the subject. Please
have alook at the documents list below to find atopic you are looking for. If you don’t find a document
for the topic you need please |et us know [http://www.tigase.net/contact].

* Instalation using GUI installer

* Installation Using Web Installer

* Instaling using console installer

* Manua installation in console mode
* Installing Tigase on Windows

» Network settings for Tigase

» Usinginit.d scripts

Installation Using GUI Installer

If you don’t want to install Tigase using amanual method, you can usethe GUI installer. It not only copies
server files to preferred place, but also assists with configuration of the most important parameters and
database setup. Therefore we recommend this as the way to install Tigase.

Prerequisites

Before you can start the GUI installer you will need to have working Java environment. Although installer
only requires JRE (Java Runtime Environment), server needs the JDK (Java Development Kit). Please
do note that currently minimal JDK version Tigase is capable to run on is 1.6. If you don't have
JDK instaled it is the right moment to do it. Visit the Java downloads site [http://java.sun.com/javase/
downloads/index.jsp] From the list of available packages select newest JDK version (if you don’'t have a
specific need to use J2EE then choose a package without it). After configuring JDK you can download the
Tigase GUI installer and start the server installation process. It is also important to set the JAVA_HOME
environment correctly.

Download the Installer

You can aways find the newest Tigase packages in the download section [https://projects.tigase.org/
projects/tigase-server/files|. When you enter the page, you will be presented alist of filesto choose from.
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You may be confused at the beginning as there are lot of choices, but all Tigase binary packages have
conventional names, which help to differentiate them easily. They are of form tigase-server-x.y.z-bv.ext
where X', 'y', 'z' and 'v' are version numbers and they change from arelease to release. Ext is the file ex-
tension which in the case of our GUI installation program is .jar. We recommend you to download the
latest version (highest version number) of the server asit contains latest functions and improvements

Run the jar File

On most systems installing JRE or JDK creates a default association which allows to run the .jar file by
just double clicking on it. However if nothing happens when you do it there is a way to do it manually.
Perform the steps in the following order:

1. If you are on Windows system you can use the command prompt to run the installer directly using
the java command.

a. Click on the Start menu and choose Run... (You can also use the Win+R shortcut).

b. You will be presented with a dialog box where you can enter a command. Type "cmd" (or "com-
mand" in the case of windows version older then 2000) and submit the window. If you are on a
Linux system, you can use a terminal. It should be easily discoverable asit is a standard tool on
this platform. Find and run it.

2. Command prompt / terminal will appear. Y ou will be able to check a whether your Java environment
isworking. To do it type the

java --version

command and press Enter. If the message says that the command is not recognized then your Java
installation may be corrupt or not configured properly. For correctly setting up JRE/JDK including
setting the JAVA_HOME environmental variable please check documentation provided on the JDK
download site. Also when the command succeeds please check if the printed version number fulfills
Tigase requirements. When many versions of JDK/JRE are installed on one machine java command
will need to be invoked with the full path it is placed on.

3. When you have no doubt that you can run the correct Java launcher, you may start the installer i.e.
for thefiletigase-server-4.1.0-b1315.jar downloaded to the c:\download directory type the following
command:

java --jar c:\downl oad\ti gase-server-4.1.0-b1315.jar

This command should start the installer or print an error message explaining what is the cause of prob-
lem.

Starting the Installation

Please note that this tutorial covers only the basic installation mode. Some screens have been omitted
because they contain advanced options which are not shown in simple installation mode. Others such
as progress of copying files and summary info on the other hand are self explanatory and will also not
described.
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JDK Selection

sufficient,
Select the 1DK path:

The installed application needs a JDK. A java runtime environment (IRED will

IC:'I,F'rn:ngram Files)Javaljdkl .6.0_10

You need at least 1.6 wersion of Jawa JDE

If you don't have JDE mstalled on your system please go to ade
hitp./fava. sun. comijavase’downloads and select JDE. Downloa
and mnstall and proceed with the Tigase serwer installation.

(Made with |zF ack - hitp:.izpack.argh

|. Step 2 of 21 @ Prewvious | @7 Mexk | @

This screen is only shown when JDK has not been selected automatically. When your JAVA_HOME path
is properly set, it will be auto-detected saving you some configuration time. If you are reading this step
and still don’t have JDK installed, then go back to the prerequisites section where you can find some info
on how to prepare your system for Tigase installation. Sometimes your system will be configured in away
that prevents detection of JDK path. This often happens when you install JRE after installing JDK. You
will have to find JDK directory yourself. It is by default installed in the Program Files\Java directory
of your system drive.
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Installation Type Selection

* IzPack - Installation of Tigase XMPP (Jabber) Server

(Made with 1zPack - http:izpac

Select what you want to do n

20 this panel wou can specify whether wou wank ko install only or
configure already installed server or ko do both, IF wou are just
installing a server an your machine it is a good idea ko do both
skeps,

The wizards you want to execute

[v Installation of the Tigase Server

v Configuration of the Tigase Server

Please noke!

While the Tigase server is guite stable and well kested application
the installer ikself is a new addition. Take precautions especially if
woll upgrade the server from earlier version. Backup old server Files
and the database,

If wou notice any problems please report them to address:
arkur . hefczyo@tigase. org

k.orgi)

|- Step 3 of 21 <3 Prewious |

Recommended practice is to choose both

installation and configuration of the server as manual configu-

ration is more complicated, time consuming and error-prone.
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Introduction To the Server

* IzPack - Installation of Tigase XMPP (Jabber) Server

Please read the Following information:

About

Copyright @ 2004 Tigaze org <http/waewr tigase org'>

Tigase Jabber/XMMPP Server i1z Open Source and Free {GPL
Jawva based server. The goals hehind the design and implementa
of the server are:

1. Ilake the setwver robust and reliable.

4. Mlake the server secure cotmtmunication platfortmn.

3. IWlake flezmble server which can be apphied to different
CASES.

4. Wilake exttensible server which talees full advantage of
PP protocal extensibility.

5. Mlake the server easy to setup and maintain.

Installtion, configuration and compilation

(Made with 1zFack - http:izpack. arg

I

Step 4 of 21 @ Previous |

This screen shows some information about Tigase which may help you understand what it is and how it
can help to take advantage of the XM PP protocol. It isimportant that you read all information’ s appearing
on the installer screens, as they contain valuable hints and most recent information.
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Choice of Base Directory

* IzPack - Installation of Tigase XMPP (Jabber) Server

Select the installation path:

In::'l,Tigase

(Made with 1zFPack - http:izpack. arg

|- Step 6 of 21 @ Prewious | @ Mexk I

©

This is the point where you choose where do you want you server to be installed. Recommended path
should not contain spaces, as it may be reason of some strange path problems. In the case of installation
on Windowsit should be installed on a short path because thereisalimit of path lengths. Also note that on
Windows Vista there may be some problems with making the server work while installed in the Program
Filesdirectory, related to the working of UAC mechanism, so better don’tinstall it there. If you don’'t want
are unsure about where to place the server, you can aways leave the default selection.
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Packages selection

* IzPack - Installation of Tigase XMPP (Jabber) Server

Select the packs wou wank to inskall:
Moke: Grayved packs are required.

[¥  Windows Files 3
[¥ Docs
[¥ Extras
¥ Derby Database
v y atabase
[¥  MyS0L Datab £
[v¥  PostgresOL Database 4
¥  S0L Server Database z
[T Sources

Descripkion

The base Files

Tokal space Required:

A ailable space:

(Made with |zF ack - hitp.izpack.argh

|_5|:E_,p . I:ll: 21 @ Previols | ............ Next ...... I @

Next important step is package selection. Note that some choices are grayed out and you cannot change
them as they are essential. Packages consist of documentation, database drivers, sources of the server and
some extras. When you select an item, you will be presented with a short description of it's content.

We recommend that you install documentation. It contains valuable resources which may be very helpful
in administration and general use of the server.

If you have a working database platform that you want to use for storing al important user information
in, just select appropriate db drivers. If you don’t have a database engine, you can use the included derby
database along with also included drivers.
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If you are a developer and you want to be able to check how the server isworking or if you want to help

with the development, you can install also the included source codes.

Basic Server Configuration

Tigase server,

woll like,

Zonfiguration kype

Your ®MPP {Jabber) domains
Server administrators

admin password

Select database

Basic Tigase server configura

ion this panel you can specify basic configuration settings for the

Based on vour selection here more configuration options might be
presented later on, After the configuration is complete
init.properties file will be created,

Default installation - |

adriinE

tigase

Derbey {built-in database) = |

[T advanced configuration options

(Made with |zF ack - htp:izpack.argl

Skep 13 of X

On this screen you will find most important basic configuration options. As this guide covers only non-

advanced set up - disable the advanced configuration checkbox.

From here you can select which components will beinstalled. For most installations the default selection
will be most appropriate. Y ou can expand the list to check if any of the other options will better suit your

needs.

It isvery important that you enter your domain name correctly here.
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e OnLinux like system you can use the hostname command and extract the domain part from the outpui.
If you use the -f parameter then you will get the fully qualified domain name.

¢ OnWindowsusethe standard System control panel applet. Y ouwill find your domain (computer name)
in the Computer name tab.

On the other hand if you want to use Tigase virtual domain support and you have your DNS system con-
figured properly, then you can put your virtual domains list here. Just separate them by comma charac-
ters. For example if your server is seen from the outside as veloci.tigase.org, mammoth.tigase.org and
tigase.or g then you can use Tigase instance as if it were three separate instances. In reality it will be one
server, however admin@veloci.tigase.org will be a different user then admin@tigase.org. This feature
allows to use one server to separate user groups, for example ones from different organizations.

When you have your domain name just enter it in the domain text box. Next parameter will be the JID of
server administrator. Standard practice is to use admin, however you may choose any name you like. For
example for domain tigase.or g the full admin name would be admin@tigase.org. Just stick your chosen
name and domain together using the @ character as separator.

Using thisinformation your XM PP admin will be automatically added to the database, so after installation
you can just login into the server without registering admin first manually.

Y ou should also select a database which will be used for storing user info. Default is the Der by database,
if you don’t need anything special just leave it as it is. Just select a new password as the default one is
easy for ahacker to guess.

Important notice: Tigase installer does not contain the actual databases, only drivers allowing db
access. The only exception is Derby database, which isincluded in JDK. It is automatically config-
ured by installer, in case of other databases you will need to configure them by your self.
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Verification of Database Connection and Performing DB
Tasks

* IzPack - Installation of Tigase XMPP {Jabber) Server

Checking database connection and the database schema.

Ackion Result
iZhecking connection to the database iZonneckion Ok
iZhecking if the database exists Exisks O
|Checkjng the database schema Mew schema loaded OF
\Checking whether the database needs ... |Conversion not needed
Adding ¥MPP adrin accounts Added admins Ok

(Made with 1zFPack - http:Nizpack. arg

Step 20 of 21

When you switch to this screen an automatic test of database configuration will be started. It consists of
few steps which will be executed in order. After testing connection and configuring schema, admin users
will be added.

What to do if any of the testswill fail?

* If you decided to use your own database, check if you entered correct password and whether your
database is running.
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« If you use the embedded Derby database then probably your problem is more complicated. An error
may indicate abug in the installer. Y ou may report it to one of Tigase developers.

If you cannot go beyond this step after trying to resolve database problems you may try manual installation
mode.

Finishing Installation

When you perform all those steps altogether with choosing Start Menu location and other basic actions
you will beinformed that installation processis complete. Y ou can now use your Tigase server. There are
some post installation actions you may want to perform. They are briefly presented below.

Running the Server

Part of the installation process is the selection of Tigase base directory. This is where you can find all
important server files. The installer will create some configurable shortcuts in the Start Menu. You can
navigate to the menu and use it to start the server. To run the server manually:

e On aLinux system you may start the server using the tigase file found in the scripts sub-directory
of Tigase server base directory. You will need to select the type of linux you have, debian, gentoo,
mandirva, or redhat, and use the script located in the init.d folder. In the root server directory type the
following command:

.Iscripts/{CS}/init.d/tigase start etc/tigase.conf
Of course if you have a custom config file then change last command appropriately.
» On aWindows platform you can use a bat file to run the server. Thereisarun.bat file in the Tigase

root directory. Just doubleclick itin Explorer or runit from command lineto start the server. A window
with server log output will pop-up.
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[h.| C:h\ Windowsh system32' crd.exe

2009-03-06 08:19
service for:
2009-03-06 08:19
service for:
2009-03-06 08:19
n completed.

2009-03-06 08:19
n completed.

2009-03-06 08:19
service for:
2009-03-06 08:19
n completed.

2009-03-06 08:19
n completed.

2009-03-06 08:19

n completed.

2009-03-06 B8:19:
service Tor component:
:13 ConnectionManager$1.run()
service for component:
:13 ConnectionManager$l.run()
service for component:
:13 ConnectionManager$l.run()
service for component:

2009-03-06 08:19
2009-03-06 08:19
2009-03-06 08:19

11 ConnectionManager .reconnect?
c2s,

scheduling next try i1n Zsecs

11 ConnectionManager .reconnect?
c2s,

scheduling next try i1n Zsecs

11 MessageRouter.setProperties|
11 MessageRouter.setProperties|

11 ConnectionManager .reconnect?
25,

scheduling next try i1n Zsecs

11 MessageRouter.setProperties|
11 MessageRouter.setProperties|

11 MessageRouter.setProperties|

13 ConnectionManager$l.run()

bosh, to remote host: loce

c?2s, to remote host: loca

c?2s, to remote host: loca

525, to remote host: loca

Installation as a Service

On Windows you can install Tigase as a service. To do it use the InstallTigaseService.bat batch file

found also in server root directory.

In this mode service will be running in background and will be controllable from the Services manage-
ment snapshot. To launch the tool right click on the Computer icon on the desktop. Choose the M anage
action. It will run the Computer management graphical configuration program. On the left side choose
the Services item. You will be shown with a list of services. Here you can find Tigase service when it

will be installed.

To uninstall Tigase service use the Uninstall TigaseSer vice.bat file from Tigase server root directory.
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How to Check if the Server is Running

Checking if the server is running is quite easy. Just try to connect to it by using one of the many available
XMPP clients.

Installation Using Web Installer

When Tigase XMPP Server starts up, it looks for the default configuration file: etc/init.properties. If
this file has not been modified you can run the web installer. Which will step you through the process
of configuring Tigase. If you are installing Tigase in a Windows environment, please see the Windows
Installation section.

Download and Extract
First download Tigase XMPP Server and extract it. You can download the official binaries
[https://projects.tigase.org/projects/tigase-server/files], or the latest and greatest nightly builds [http:/
build.tigase.org/nightlies/dists/].
$ wget http://build.tigase.org/nightlies/dists/latest/tigase-server-dist-max.tar.g
$ tar --xf tigase-server-dist-max.tar.gz
$ cd tigase-server-<version>

Please do not run as root.

Start the Server

scripts/tigase.sh start

Verify Tigase is Running

Y ou should see alist of listening ports.

$ Isof --i --P

COVIVAND PI D USER FD TYPE DEVI CE Sl ZE/ OFF NODE NAME

j ava 18387 tigase 141u |Pv6 22185825 0t0 TCP *:8080 (LISTEN)
j ava 18387 tigase 148u |Pv6 22185834 0t0 TCP *:5222 (LISTEN)
j ava 18387 tigase 149u |Pv6 22185835 0t0 TCP *:5223 (LI STEN)
j ava 18387 tigase 150u |Pv6 22185836 0t0 TCP *:5290 (LISTEN)
j ava 18387 tigase 151u |Pv6 22185837 0t0 TCP *:5280 (LISTEN)
j ava 18387 tigase 152u |Pv6 22185838 0t0 TCP *:5269 (LISTEN)

Connect to the Web Installer

Some points before you can connect:

This setup page is restricted access, however for first setup there is a default account set to setup Tigase:
Username: admin Password: tigase

This combination will only be valid once as it will be removed from init.properties file on compleation of
setup process. After this point the setup page will only be accessable using the following:
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1. JD accountslisted as administratorsin --adminsline in init.properties

2. Username and password combinations added to init.properties file manually, or at the last pagein this

process.

Point your browser to http://localhost: 8080/setup/ unless you are working remotely. Then you can use
the domain name, or IP address. | used http://tpub.xmpp-test.net:8080/setup/ for this guide.

Enter the username and password above to gain access.

Step Through the Installation Process

Y ou will be greeted by the following "About software" page.

@ Setup: About software

About sofiware

Licemce matice

Baser comfiguration

Advanced configuration
Configure featwres

Database configwration
Database schema installation
HTTF REST AP configuration
Sebup wounity

Finizh

Read it and then click "Next"

While the Tigase server is gquite stable and well tested application the installer itsell s o we
precautions especially i yon wpgrade the ser ver Trom eardier version. Backop old server [

If vou notice any problems please veport them o address: arturhefczve o tigase, g

e
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: Advanced Clustering Strategy information

About sofrware

Licemce natice

Baser comfiguraison

Advanced configuration
Configure featmres

Fatabase configwration
Databace schenua insdallation
HTTPF REST AP configuration
Bebup weonriy

Finish

This installation package conlains a free (rial version of the Tigase Advanced Clostering 5
soflware, which vou oy a licensee may nse for the term of your agreement with Tigase.

ACS i not open source software, it is Tigase's proprictary software and constitates the val
properiy of Tigase,

The free trial gramted heremnder docs nof grant you the vight to sublicense ACS to thivd p.
for thivd party wse, oF i use ACS in connection with preduction systems or for commereis
provided free of charge for non commercial testing and development purposes only, Any o
ihan for mon commercial testing and development purposes vequives the purchase of a Bee

I vou activate the ACS software under this free Drial, voo shioald aoderstand that it will se
statistical informeation 1o Tigase s servers om a regular basis, IT ACS cannol aocess our ser
siatistical information, it will stop working. I this occours, please contact vour Tigase repoe
the issue and discuss upgrading (o o full version of Thee ACS software. [T ACS is installed b
statistical informention will be sent to Tignse s servers.

I vou emjoy vour free trial version of ACH, please confact your Tigase representative to ol
Beemse for ihe fall version of ihe ACS seftware. The Tull commercial version of ACS does ¢
information to Tigase's servers,

By activating this free trial version of ACS yoo agree and aocepd thal cerinin statistical inT
isuch as XS donaain names, hosl mames, oumber of online wsers, number of claster noddes
be considered confidential and proprictary, will be sent (o Tigase. You accepl amd confirm
information, which may be considersd confidential or proprictary, may be transferred to
Yo herely consent fo such transler snd waive any rights o (his information. Yoo sl her
will mot pursue sy remedy af lnw as s resoli of the information transfer

S0 OO Jl:‘-l'\-l' SDET WOUE [AME Of COmpasty Ealme ezl

e

Hereis someinformation about our commercial productsand licensing. Please read though the agreement,
type your name or company and click "Next".
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Setup: Basic Tigase server configuration

eyt T in this panel vou can specily basic confliguration settings for the Tigase server
Licemce notice Based an your selection here more configuration options might be presemicd Bater om, Adie
R . complete imitproperties file will be created,
Advanced configuration Youi cam opticnally pestart the server at the emd of the prooess if vou like,
Configure featmres
Diadabase fDH.rI.[Iﬁ'iIJI Cosfizurstion ype Forl it ired i L
Fadabase wchema insiallation Your XMPP ¢ Tabber) doanasms test net
HTTPF REST AP configuration . .

ST s atin s el el el
Bebup weonriy

. AAlML Pk swie | -+

Finish

Salern darabases | Dhertwy fhash an caiabare)

Advasced confipuahos oplions

Hax
Fowered by Tigme YAIFP Server 7.1 0-SNAPSHOT- 2151 | Sdoodsa (304-06- 107312 58

This page will look over your default configuration settings, these include the type, Domains you wish to
use, and gives you a chance to specify an administrator for the domain. Also, you will be selecting what
type of database Tigase server will be using.
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: Advanced configuration options

eyt T Ihis panel affer advanced configuration oplions. Please do nod chamge them unbess von ko
dlatng.

Licemce natice

o Sepamaie autbenhcatym database

Advanced configuraiion

Select optionsl components (o mn;

Configure featmres
Dhatabase configwration MILIC
Diadakase schema inviallaiion PotSub =
HTTPF REST AP configuration STUN Comgoment
Bebup weonriy

bl AN
Finizh

HTTPF AP1 Comgoment

Messags Aachirnng Component

Cliater configiration

Do wom want vour server i mun @ the cluster mode?
Tipsee Advanced Clustermp Somtegy (ACE) Component
PubtSub ATE

MUC ACS

Debug conliguration

Base wrrver debag

Plugns dekasg

Databaier delug

The Advanced configuration page. Select what components and configurations you need.
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@ Setup: Plugins selection
-

Please selected ' deselect plugins io be lomded by the server
About wftware MR -

Licemcs matice Mon-5A5L Authrebialeos 2
Baser comfiguration

Advapced configuration
Fesoures Busd 20
Configure featwres

Senneon buond B0

Database configwration

Datakiase schena installation Llser pegmitralon B

HTTPF REST AFI configuration Booanes masigecat B
e Prcwrscr manapement [dehivery) 2
Finizh

Prewrmce manapemsent [subscnghon) 58
Baue Glicg &

Damnann Glier &

Prvvacy hils 5

Saltame vernusn B

Server slalinken &0

TLS &

D mewange sloeuge (ald)
wlad &

Ad-bee ormmmmansdy
Prvvale data sicenge ¥

Pmg =

Plugins which will be loaded by the server, most plugins are enabled by default.
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: Database configuration for Derby

Yo have selecied Decly database. This database needs sdditional configuration paramele
About sofrware - - ® i
recpuired] information.
Licemes madice

SR ERET SOOI IR NOok

Baser comfiguration

Advapced configuration Haapet ket ACconEd paiiwend e
Configure featwres
Diatabase configaration Drertiy database details, It will be created antomatically il it docs not exisi,
Database schema installation Databakr accounl g
HTTF REST AP configuration
Aocount passwodd Bgaseld
Bebup weounity
Finixh Diatabaer pame  Isgansdt

Diasabace boas cr [P bow alfast

Addhizomal database purasseten

e

Foweied by Tigne XRIPP Servoer 7.1 0-SNAPSHOT- 521510 Sdeeda ( D014-06- 707312 53

This is where the database schema is installed. BE SURE TO SPECIFY SUPER USER ACCOUNT
AND PASSWORD
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: Database connectivity check

Aot sffwars You have selected Derby database with URI = jdbezderby:tigasedboereate - irue

Licemce notice Chscking oommeciis b daiabase HED
Basic configurabon Checking of daisbase exises O

Checking daiatase schsma L0
L ahidadasy "'“\-!.:'l' aSdmi §Coouns O
Configure features Loading socks 5 component wchema
Database configuration Vilidatrng DBCoozetirn, URL b desty tipuerdb conate=trae

Dot esagier o mlable davend [Jerg specke dailsy (e AaloleadedDnva@ LAl 95, TDE 1.3 ], commryugl pdt=: Daver {9

Datakace wchenia installation arg poutres | Dovoerfiel 2ol 24

nrectzre OF
HTTF REAT AFl configuration alidiatin ¢ whsther DE Exists, URE e deib Hgaiodt croale=tros
Exists O

Setup wourity ilidates

hipaend ralr e
Tacrp e et
Finizh TR UEL ke detley hpme teale=l1es
T
Ak e di - A—
C - pasrdly corate=tmae | (dula-repo-g e I
i rin pdde
Loading PobSub coanponent schema Lo
Post maiallasion acions L0

e

Foweied by Tigne XRIPP Servoer 7.1 0-SNAPSHOT- 521510 Sdeeda ( D014-06- 707312 53

Y ou should see a page like this after a successful database setup. This page will reveal any issues with
your database setup such asinvalid URIs, passwords, and schemas.
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Setup: HTTP API - REST security configuration

About wftware
Licemes madice

Basic configuration Confignration of secarity features of HTTP REST AFL

Advapced configuration
Select secwrvty model of REST AP

Cenfigure feature # Access forbadden (REST AP disabled)
. Aicoess pepesres on of AP kevs
Databace configmration Access requares on of AP] key
i i Chpesn Wo0egs
Diadakiase schema installation
izl
HTTPF REST AP configuration
Bebup weounity
Finizh
Powered by Tigme XIFP Server 7.1 0-SNAPTHOT- B350 Sdeedta (2018062077125

Next a page asking if you'd like to provide an APl Access Key to access HTTP REST commands. It is
highly recommended that you either specify an API key or block access. Open API keys alow any REST
command to be interpreted by the server.
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: Setup security

About software

Licemce matice

Baser comfiguration

Advapced configuration
Configure featwres

Database configwration
Datakace wchenia installation
HTTF REST AP configuration
Rebup weourity

Finish

Securily of selup.

By defauli Tigase XAPE server is confignred to allow aoocis (o (his sciap page only user a
password listed as admins,

Howeser im vare conditions it nray e impossible to aeoess database for anthentication, In i
separate adnun credentialy stored in I'ri'-'lihlrl-r-Jh"L:'Jhl'n"Tllf'l file,

Please enter wsername and password vouw wish to nse in this situation. 1T vou leave il blank
imaccessible witleoul connection to database.

re
ATl

Paswward v

Foweied by Tigne XRIPP Servoer 7.1 0-SNAPSHOT- 521510 Sdeeda ( D014-06- 707312 53

The Setup Access Page will be locked from the admin/tigase user as specified above. Thisisyour chance
to have the setup pages add a specific user in addition to admin accounts to re-access this setup process
later. If left blank, only JIDs listed in admin will be allowed to access.
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@ Setup: Fimshed

About sefrware Installation of Tigase XMPP Server is finished.,

lcrmce natice Ceoefiguration cresred during installaien

- flp-type fig-det
Basis cenfiguralzon

Asdvanced cembhiguralion

i ok [ it 281 A
Cenfigure leatmre
et
[hatabase configmration
[adabave schema installatos ' ! e :
HTTF REST AF configuration
Selup wourly . E _I - . - . { :;. - _1 - -
Finrh . ' s 18 b |_... , -_.\,I | 1 f
+{abit T 5 i I
a1 =n aed
TET F il o 1 1 1 uy
K. ipe i BESLEEE 0 iRl T
i 1 i ] 1
'] shinuk
= v iga -

Do vom wish lo save this config o sfefmilproperiies file?

The installation is complete and this is what the init.properties file will look like. If you have a custom
setup, or would like to put your own settingsin, you may copy and past the contents here to edit the current
init.propertiesfile. Click "Save" to write the file to disk.
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@ Setup: Finished

About sofiware

Licemcs matice

Baser comfiguration
e T Tostallation of Tigase XAPP Server is finished.

Configure featwres

etcAnif properties configaration file is npdated with new configuration. Flease restant serve

Database configwration
configuration,

Diadakiase schema installation
HTTF REST AP configuration
Bebup wonnity

Fowrred by Tipine XAPF Seomr 7.1 0-SNAPSHOT-B2251] Sdood®a (D018 E 12:54

Y ou have now finished the installation, proceed to the next step to restart the server.

Restart the Server

It is recommended at this point to stop the server manually and restart it using the proper script for your
OS. From the Tigase base directory enter

./scripts/tigase.sh stop

.Iscripts/{CS}/init.d/tigase start etc/tigase.conf

where { OS} isyour type of Linux, gentoo, debian, mandriva, or redhat

To further fine tune the server you should edit etc/tigase.conf. Ensure JAVA_HOME pathis correct, and

increase memory if needed using JAVA_OPTIONS -Xmx (max), and -Xms (initial). Y ou will need to
direct Tigase to read settings from thisfile on startup as follows.
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Everything should be running smooth at this point. Check the logfilesin logs if you experience any prob-
lems.

Windows Instructions for using Web Installer

There are afew steps involved with setting up Tigase with the web installer in a Windows environment.
Please follow this guide.

First step is to extract the dist-max archive in it’s entirety to the intended running directory. Once there,
run the Setup.bat file inside the win-stuff folder. This will move the necessary files to the correct folders
before Tigase begins operation.

From here, you have afew options how to run Tigase; run.bat will operate Tigase using ajava command,
or run.bat which will start Tigase using the wrapper. Y ou may aso install Tigase and run it as aservice.

One this setup is finished, web installer will continue the same from here.

Installing Using Console Installer

Installation Using the text-mode Installer

Whenyouinstall Tigase server on adesktop machine or aserver having agraphical user interface - you can
use the GUI Installer. However servers are often administered using SSH text-mode connection because
of low bandwidth requirements or user preferences. Dueto popular demand, the Tigase development team
has decided to implement a console installer for the server.

Note! The consoleinstaller isonly availablefor Tigase server version 4.1.5 and later.

Requirements and Important Notice

Before trying the installer please keep in mind:

e Thisisfirst - alpharate version of the text-mode installation - meant to install the server and do some
basic configuration. We will be very happy to see bug reports and overall feedback about this feature.
Please send your remarksto Artur Hefczyc [ mailto:artur.hefczyc@tigase.net] or Mateusz Fiolka.

* Youwill till need to perform some additional steps before running the installer. The main requirement
is to download and install Java JDK v1.6 or newer. This guide is aimed at advanced users - thus
downloading and configuring JDK is |eft to the reader. Y ou can find more info at the Java downloads
site [http://java.sun.com/javase/downl oads/index.jsp].

Download the Installer

You can aways find the newest Tigase packages in the download section [https://projects.tigase.org/
projects/tigase-server/files/]. When you enter the page, you will be presented alist of filesto choose from.
All Tigase binary packages have conventional names, which help to differentiate them easily. They are
of form tigase-server-x.y.z-bv.ext where 'x', 'y', 'z' and 'v' are version numbers and they change from a
release to release. Ext is the file extension which in the case of our console installation program is .jar.
We recommend you download the latest version (highest version number) of the server asit contains latest
functions and improvements.

Run the jar File

Interminal (SSH or Windows cmd prompt if you use on) type:
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java --jar nameCf TheDownl oadedJarFil e.jar --console

Installation Steps

Now you are ready to to install the server.
Some tips for working with the console installer:

 Pleaseremember to write down your JDK |ocation because you will need to typeit during theinstallation
process.

* Instaler consistsof number of screenswhich relate to different configuration aspects. M ost of the panels
end with a question whether you want to redisplay the panel or quit installer. When you make a mistake
you will be probably asked later if you want re-enter the data again.

» To quit the installer use standard termination key specific to your platform. For example on a Linux
system it isthe Ctrl+C key combination. Keep in mind that if you quit the installer after it copied some
files - it may leave them in the place and you might have to remove them manually.

 Incurrent version theinstaller is of beta quality and using advanced configuration is not recommended.
It might work, however it is not much tested and will be improved later.

Initial Screen

On this screen you will find server version info which will be useful if you would to suggest something
to Tigase devel opers.

Wel conme to the installation of Tigase XMPP (Jabber) Server X Y.Z!

The honepage is at: http://ww.tigase.org/
press 1 to continue, 2 to quit, 3 to redisplay

JDK Selection

Y our system may contain more then one JDK installation, thus you will have to make an explicit decision
which oneto use. Currently console modeinstaller doesn’t contain any auto-detection code nor validation.
Y ou will have to enter the path correctly or you may have problems with running the server. For example
on Ubuntu Linux you can find the JDK in the /lib/jvm/java-6-sun directory. For the current Tigase server
JDK of version at least 1.6 isrequired.

The installed application needs a JDK. A java run-tinme
environnent (JRE) will be not sufficient.

Enter path: -/lib/jvnljava-6-sun

Actions Selection
Choose whether you want to configure the server in addition to install it.
*** Sel ect what you want to do next:

On this panel you can specify whether you want to install
only or configure already installed server or to do both. If
you are just installing a server on your machine it is a
good idea to do both steps.
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The wi zards you want to execute
Installati on of the Tigase Server

[on, off]
on
Configuration of the Tigase Server
[on, off]
on
Installer Info

Introduction to the installer.

Pl ease not e!

VWi le the Tigase server is quite stable and well tested
application the installer itself is a new addition. Take
precautions especially if you upgrade the server from
earlier version. Backup old server files and the database.

If you notice any problens please report themto address:
Artur Hefczyc

press 1 to continue, 2 to quit, 3 to redisplay

Server Info

If you don’t know what exactly Tigase server is, you can find some basic introduction on this screen.

Ti gase XMPP (Jabber) server ver 4.1.5-bDEV

About
Copyright (C) 2004 Tigase.org. <http://ww.tigase.org/>

Ti gase Jabber/ XMPP Server is

Open Source and Free (AGPLv3)

Java based server. The goals behind the design and
i npl enent ati on of the server are

Make the server robust and reliable.

Make t he server secure comunication platform

Make flexi bl e server which can be applied to different use
cases.

Make extensible server which takes full advantage of XWPP
protocol extensibility.

--- Press ENTER to continue ----

Make the server easy to setup and maintain.

36



Quick Start Guide

Installation, configuration and conpil ation

The npbst recent documentation on all these topics is always
available in the project website: ww.tigase.org. Please
refer to the website for all the details and always up to
dat e gui des.

You woul d probably want to start with Quick Start:
http://wwv. tigase. org/content/qui ck-start docunentation

The website al so contains lots of other useful information
like load tests results, user discussions and on-line support
and hel p al ways avail able to you.

This is 4.1.5-bDEV rel ease of the server. Please include the
exact version nunmber in all correspondence regarding the
server.

press 1 to continue, 2 to quit, 3 to redisplay

Server License

Thisisalicensethat you haveto agreeto use Tigase server. Pleaseread it carefully. Take note, that in this
manual only part is shown in order to decrease guide length.

Pl ease read the following |icense agreenent carefully:

GNU General Public License -- GNU Project -- Free Software
Foundati on (FSF)

GNU GENERAL PUBLI C LI CENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc.
Everyone is permtted to copy and distribute verbati m copies
of this |license docunent, but changing it is not allowed.

Preambl e

Fragment cut out

You shoul d al so get your enployer (if you work as a
programer) or school, if any, to sign a -"copyright
di sclainer™ for the program if necessary. For nore
information on this, and how to apply and follow the
AGPL, see ---- Press ENTER to continue ----
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<http://ww.gnu.org/licenses/agpl-3.0.en.htm >.

The GNU CGeneral Public License does not permit incorporating
your programinto proprietary programs. |f your programis
a subroutine library, you may consider it nore useful to
permt linking proprietary applications with the library.

If this is what you want to do, use the GNU Lesser Cenera
Public License instead of this License. But first, please
read

<htt p: // ww. gnu. or g/ phi | osophy/ why-not -1 gpl . htm >.

1. | accept the terms of this license agreenent.

2. | do not accept the terms of this |license agreenent.
Choose nunber (1-2):

1

press 1 to continue, 2 to quit, 3 to redisplay

Server Location Selection

Enter where you want the server to be installed. If you have administrator rights you can place it in a
standard location where all your applications reside. If you don’'t have write permissions for this place,
you can aways install the server in your home directory.

Sel ect target path
[/ home/user/tigase] -/home/user/tigase-server

press 1 to continue, 2 to quit, 3 to redisplay 1

Selection of Packs to be Installed

Some packs are optional and you can disable/enable them. In the following screen they have an [x] option
before them. To switch their state enter item number and ENTER. When done pressd and ENTER.

Sel ect the packs you want to install:

=> Base, The base files

=> Unix Files, Files needed to run the server on Unix |ike systens
=> [x] Docs, The docunentation

=> [x] Extras, Extras libraries, MJC, PubSub...

=> [x] Derby Database, Derby database and JDBC dri ver

=> [x] MySQ. Dat abase, MySQ. JDBC driver (MySQL has to be
install ed separately)

7 => [x] PostgreSQ. Database, PostgreSQ. JDBC driver
(PostgreSQL has to be installed separately)

8 => [x] SQ Server Database, SQ. Server JDBC driver (SQL
Server has to be installed separately)

9 => [ -] Sources, The server source files, tools and
libraries sources are not included

r => Redi splay nenu

d => Done

OO, WNBE

Choose action: d
press 1 to continue, 2 to quit, 3 to redisplay
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Installation
During extracting and copying server filesto their target you will be presented with the process progress.

Starting to unpack -]

Processi ng package: Base (1/9) -]

Processi ng package: Unix Files (2/9) -]

Processi ng package: Wndows Files (3/9) -]
Processi ng package: Docs (4/9) -]

Processi ng package: Extras (5/9) -]

Processi ng package: Derby Database (6/9) -]
Processi ng package: MySQ. Dat abase (7/9) -]
Processi ng package: PostgreSQ. Database (8/9) -]
Processi ng package: SQ Server Database (9/9) -]
Unpacki ng finished -]

—_— e e e e ——

Basic Configuration

This panel contains most important configuration options for the Tigase server. You can choose which
components should be configured to be used when running server, add XMPP admin users and enter
their password (many admins, comma separated, initially having the same password). Choose different
password from the default one. Then select preferred database. If you don't have a standalone DB which
you would like to use, you can choose the included Derby DB.

Important notice: Tigase installer doesn’t contain the actual databases, only drivers allowing db
access. One exception is Derby database, which isincluded in JDK. It is automatically configured
by installer, in case of other databases you will need to configure them by your self.

*** Basic Tigase server configuration
On this panel you can specify basic configuration settings
for the Tigase server.

Based on your selection here nore configuration options
m ght be presented |ater on. After the configuration is
conplete init.properties file will be created.

You can optionally restart the server at the end of the
process if you liKke.

0O [x] Default installation
1 [ -] Default plus extra components
2 [ -] Session Manager only
3 [ -] Network connectivity only
i nput sel ection:

0

Your XWMPP (Jabber) domains [nmny-I|aptop]
Server adm nistrators [adm n@ry-| apt op]
Admi n password [tigase]

0O [x] Derby (built-in database)
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[ -] MsQ

[ -] PostgreSQ
[ -] SQServer
[
u

A WNPE

-] Oher...
nput sel ecti on:

= =

Advanced Configuration

Please note: in this version advanced configuration is not supported. Although it may work it has
not been tested and thusis not recommended. Please enter off to not useit.

Advanced configuration options

[on, off]

of f

press 1 to continue, 2 to quit, 3 to redisplay

Database Configuration

Depending on which database you selected, you will be presented with related options to configure its
connectivity options. Asyou will see, the parameters have default values.

*** Dat abase configuration:
You have sel ected MySQL dat abase. This dat abase needs

addi ti onal configuration paraneters. Please enter all
required information.

MySQ. super user account will be used only to create and
configure database for the Tigase server. It will not be
used by the Tigase server later on.

Super user account name: [root]

WARNI NG password will be visible while entering

Super user password: mysecret password

WARNI NG password will be visible while entering
Ret ype password: mnysecret password

MySQ. dat abase details. It will be created automatically if
it does not exist.

Dat abase account: [tigase]
Account password: [tigasel?]

Dat abase name: [tigasedb]

Dat abase host or |IP: [l ocal host]

Addi ti onal database paraneters: []
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press 1 to continue, 2 to quit, 3 to redisplay

Database Checking and Preparation

After entering al database information an automatic test of connection and database setup is performed.
If everything is ok the installer will try to convert database schemato required version and finally adds
XMPP administratorsto it.

Perform ng DB tasks

Checki ng connection to the database
Connection OK

Checking if the database exists

Exi sts OK

Checki ng the dat abase schemm

New schenma | oaded OK

Checki ng whet her the dat abase needs conversion
Conver si on not needed

Addi ng XMPP admi n accounts

Added admi ns OK

Installation Complete
Now you can run the server and use it!

Install was successful
application installed on -/hone/user/tigase-server
[ Console installation done -]

Running the Sever

You can start the server using the tigase file found in the scripts sub-directory of Tigase server base di-
rectory. There, select the type of linux you have, debian, gentoo, mendriva or redhat. In the root server
directory type the following command:

.Iscripts/{CS}/init.d/tigase start etc/tigase.conf
Where {OS} isyour *nix operating system.

Of courseif you have a custom config file then change last command appropriately. On a Windows plat-
form you can use abat fileto run the server. Thereisarun.bat filein the Tigase root directory. Just double
click it in Explorer or run it from command line to start the server. A window with server log output will

pop-up.
How to Check if the Server is Running

Checking to see if the server is running is quite easy. Just connect to it by using one of mnay available
XMPP clients.

Manual Installation in Console Mode

Our preferred way to install the Tigase server is using GUI installer and configuration program which
comes with one of the binary packages. Please pick up the latest version of the JAR file in our download
section [http://www.tigase.org/filebrowser/tigase-server].
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In many cases however thisis not always possible to use the GUI installer. In many cases you have just
an ssh access or even adirect access in console mode only. We are going to provide a text-only installer
in one of the next releases but for the time being you can use our binary packages to install the server
manually. Please continue reading to learn how to install and setup the server in afew easy steps...

If you have an old version of the Tigase server running and working and you intend to upgrade it please
always backup the old version first.

Get the Binary Package

Havealook at our download area[http://www.tigase.org/filebrowser/tigase-server]. Alwayspick thelatest
version of the package available. For manual installation either zip or tar.gz file is available. Pick one of

fileswith filename looking like: tigase-ser ver-x.y.z-bv.tar.gz or tigase-ser ver -x.y.z-bv.zip where'x', 'y,
'Z' and 'v' are version numbers and they change from arelease to release.

Unpack the Package

Unpack the file using command for the tar.gz file:

$ tar --xzvf tigase-server-x.y.z-bv.tar.gz
or for the zip file:

$ unzip tigase-server-x.y.z-bv.zip
A new directory will be created: tigase-ser ver-x.y.z-bv/.

Sometimes after unpacking package on unix system startup script doesn’t have execution permissions. To
fix the problem you have to run following command:

$ chnod u+x -./scripts/tigase.sh

Prepare Configuration

If you look inside the new directory, it should like this output:

$1s --1

total 316K
“TWTF--T--
“TWTF--T--
“TWTF--T--

1 265K 2008-12-15 22: 24 Changelog
1 37K 2008-12-15 22: 24 License. htn
1 1.1K 2008-12-15 22: 24 READVME
drwxr-xr-x 6 204 2009-02-03 13:25 certs/
drwxr-xr-x 22 748 2009-02-03 13: 25 dat abase/
drwxr-xr-x 3 102 2008-12-15 22: 24 docs/
drwxr-xr-x 4 136 2009-02-03 13:25 etc/
drwxr-xr-x 3 102 2009-02-03 13:25 jars/
drwxr-xr-x 12 408 2009-02-03 13:25 li bs/
drwxr-xr-x 2 68 2008-12-15 22: 24 | ogs/
-rwr--r-- 1 1.5K 2008-12-15 22: 24 package. ht n
drwxr-xr-x 7 238 2009-02-03 13:25 scripts/

At the moment the most important is the etc/ directory with 2 files:

$1s --1 etc/
total 8.0K
-rwr--r-- 1 97 2008-12-15 22:24 init.properties
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-rwr--r-- 1 333 2008-12-15 22: 24 tigase. conf

A Small changein thetigase.conf file is needed. Find the line setting for JAVA_HOME:
JAVA HOVE="${ JDKPat h} "

and replace ${JDK Path} with a path to Javainstallation on your system.

Y ou need also to edit theinit.propertiesfile. It containsinitial parameters normally set by the configuration
program. Asthisisamanual installation, you will have to edit this document yourself. It contains already
afew lines:

$ cat etc/init.properties
config-type=--gen-confi g-def
- -adm ns=adm n@HOST_ NAVE
--virt-hosts = $HOST_NAME
- - debug=server

Y ou haveto replace BHOST_NAM E with adomain name used for your XM PP installation. Let’s say this
is\jabber.your-great.net'. Y our init.properties should look like this then:

$ cat etc/init.properties
confi g-type=--gen-confi g-def
--adm ns=adm n@ abber . your - gr eat . net
--virt-hosts = jabber.your-great. net
- - debug=server

Y ou can aso use multiple virtual domains if you want. Please have alook at the detailed description for
--virt-hosts property in the init.properties guide and also more detailed information in the Virtual Hosts
section of the Tigase Server guide.

You will also need to configure connection to the database. First you have to decide what database you
want to use: Derby, MySQL or PostgreSQL . Then there are to more properties you have to add to the
init.properties: --user-db and --user-db-uri. The first property specifies the database type you use and
the second the database connection string. For simplicity | et’ sassume you want to use Der by database with
fileslocated in directory /var/lib/tigase/der by. 2 more lines need to be added to the init.propertiesfile:

$ cat etc/init.properties

confi g-type=--gen-confi g-def

- -adm ns=adm n@ abber . your - gr eat . net
--virt-hosts = jabber.your-great. net

- - debug=server

- - user - db=der by
--user-db-uri=jdbc:derby:/var/lib/tigasel/derby

Thisis enough basic configuration to have your Tigase server installation running.

Prepare Database

Normally the database is prepared for you during the installation process. Now you are on
your own. As in section above we prepare your first installation to run with the Der-
by database. Creating and preparing the Derby database is actually quite easy if you use a
helper script: ./scripts/db-create-derby.sh [https://projects.tigase.org/projects/tigase-server/repository/re-
visions/master/entry/scripts/db-create-derby.sh]. The file might not be in your scripts directory if you
have an earlier version of the package. Simply download it from the link provided if it is missing and put
it in the scripts/ directory and execute it with the database location as the parameter:

43


https://projects.tigase.org/projects/tigase-server/repository/revisions/master/entry/scripts/db-create-derby.sh
https://projects.tigase.org/projects/tigase-server/repository/revisions/master/entry/scripts/db-create-derby.sh
https://projects.tigase.org/projects/tigase-server/repository/revisions/master/entry/scripts/db-create-derby.sh

Quick Start Guide

$ -./scripts/db-create-derby.sh -/var/lib/tigasel/derby

There will be lots of output but if there is no error at the end of the output it means your database has
been created and it is ready to use.

NOTE: There might be filesystem access restrictions for the directory: /var/lib/ and you might want/need
to select a different location.

Start the Server

You can start the server using the tigase file found in the scripts sub-directory of Tigase server base di-
rectory. There, select the type of linux you have, debian, gentoo, mendriva or redhat. In the root server
directory type the following command:

.Iscripts/{CS}/init.d/tigase start etc/tigase.conf
Where {OS} isyour *nix operating system.
and you should get the output like this:

Starting Tigase:
nohup: redirecting stderr to stdout
Ti gase running pi d=18103

Check if it is Working

The server is started already but how do you know if it isreally working and there were no problems. Have
alook in the logs/ directory. There should be afew filesin there:

$1s --1 logs/

total 40K

-rwr--r-- 1 20K 2009-02-03 21:48 tigase-console.log
-rwr--r-- 1 16K 2009-02-03 21:48 tigase.log.0
Srwer--r-- 1 0 2009-02-03 21:48 tigase.log.0.lck
Srwer--r-- 1 6 2009-02-03 21:48 tigase.pid

Thefirst 2 files are the most interesting for us: tigase-console.log and tigase.log.0. The first one contains
very limited information and only the most important entries. Have alook inside and check if there are
any WARNING or SEVERE entries. If not everything should be fine.

Now you can connect with an XMPP client of your choice. The first thing to do would be register-
ing the first account - the admin account from your init.properties file: admin@jabber.your-great.net
[mailto:admin@jabber.your-great.net]. Refer to your client documentation how to register a new account.

Windows Installation

Tigase server installation should be started with downloading the Tigase installer server from our down-
load area[https://projects.tigase.org/attachments/downl oad/273/tigase-server-3.3.2-b889.exe]. Thisguide
describes installation procedure for the branch 3.x of the server so please pick up the latest version of the
Tigase 3.x.

The Windows binary package is an executable file containing an installer. Run the file and the server will
be installed and icons will be added to your Windows start menu. L ocate the Tigase group in your menu
and execute: "Install Tigase service" which will install the Tigase server as the system service and it will
be automatically started whenever your system starts.
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If you are going to use the Tigase server with MySQL database have alook now in the directory wherethe
Tigase server isinstalled. Thereis a directory etc/. Have alook inside and find file called init.properties.
Open the file with atext editor and make sure you added there 2 following lines:

- -user - db=nysql
--user-db-uri=jdbc: nmysql://1ocal host/tigasedb?user=ti gase_user &asswor d=nypass

The content of the file should look like the example screenshot below:

config-type=——-gen-config—def
——admins=admin@localhost
=—wirt-hosts = localhost

——debug—=scrver
——uzer—db=my=sgl
——user-db-uri=jdbcimysgl://localhost/tigase?user=sieniekapassword=sicniek3s

MySQL Database Installation

The section describes installation and configuration of the MySQL database to work with Tigase server.

Download the binary package from MySQL download area at mysgl.com [http://dev.mysgl.com/down-
loads/mysgl/5.0.html#win32]. Make sure you select executable proper for your operating system.

Run the installation program and follow default installation steps. When the installation is complete find
the MySQL elementsin the Windows Start menu and run the MySQL Configuration Wizard. Follow the
wizard and make sure to check settings against the screenshots in the guide below.

In Welcome window just press 'Next'.(pic.1)

MySOL Server Instance Configuration Wizard

Welcome to the MySQL Server Instance
Configuration Wizard 1.0.12.0

The Configuration Wizard will allow you to configure the
MySQL Server 5.0 server instance, To Continue, dlick
Mext.

Cance
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In the next window select option: 'Detailed Configuration' and press 'Next' (pic. 2)

MyS0OL Server Instance Configuration Wizard

MySQL Server Instance Configuration
Configure the MySQL Server 5.0 server instance,

Please select a configuration type,

i+ Detailed Configuration
" Es Choose this configuration type to create the optimal server setup for

this machine.

i Standard Configuration

=T lUse this only on machines that do not already have a MySOL server
> installation. This will use a general purpose configuration for the
server that can be tuned manually,

< Back I Mext = | Cancel

On the next screen select option: 'Server Machine' and press '‘Next' (pic. 3)

MyS50L Server Instance Configuration Wizard

MysQL Server Instance Configuration .".'
Configure the MySQL Server 5.0 server instance,

Please select a server type, This will influence memary, disk and CPU usage,

" Developer Machine
. - This is a development maching, and many other applications will be
i run on it. MySOL Server should only use a minimal amount of
memaory.

e

this option for web/application servers, MySQL will have medium

: Several server applications will be running on this machine. Choose
Memory Lsage.,

" Dedicated MySQL Server Machine

This machine is dedicated to run the My50L Database Server. Mo
other servers, such as a web or mail server, will be run, MySCL will
utilize up to all available memaory.

< Back ] Mext = 1 Cancel
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On the forth windows leave the default" 'Multifunctional Database' and press 'Next' (pic. 4)

MyS0OL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.0 server instance,

Pleasze select the database usage.

i+ Multifunctional Database
[} General purpose databases. This will optimize the server for the use
. j

of the fast transactional InnoDE storage engine and the high speed
MyISAM storage engine.

{" Transactional Database Only

— | Optimized for application servers and transactional web applications.
This will make InnoDE the main storage engine, Mote that the
MyISAM engine can =till be used,

{" Mon-Transactional Database Only

- Suited for simple web applications, monitoring or logging applications
H‘,-/ as well as analvsis programs, Cnly the non-fransactional MyISAM
storage engine will be activated.

< Back I Mext = | Cancel

On the step number five just press 'Next' using defaults. (pic. 5)

MySOL Server Instance Configuration Wizard

MysQL Server Instance Configuration .-"."

Configure the My3QL Server 5.0 server instance,

Press the [Modify] button to change the InnoDE datafile settings.

InnoDB Tablespace Settings

| Eiy e

Drive Info-

Modify < Back ] Cancel
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Again, on window 6 select the default - 'Decision Support (DSS)/OLAP and press 'Next' (pic.6)

My50L Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.0 server instance.

Pleasze =et the approximate number of concurrent connections to the server.

i+ Decision Support (D55)/0LAP:
ﬁt% Select this option for database applications that will not require a

high number of concurrent connections. A number of 20 connections
will be assumed,

i Online Transaction Processing (OLTP)

Choose this aption for highly concurrent applications that may have
at any one time up to 500 active connections such as heavily loaded
web servers,

i Manual Setting
n@ Please enter the approximate number of concurrent connections.
=

Concurrent connections: 15 -

= Back ] | Mext = | Cancel

Make sure you switch OFF the 'Strict mode' and and press 'Next' (pic. 7)

My50L Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MyS0L Server 5.0 server instance,

Pleaze =et the networking options,

v Enable TCP/IP Networking

Enzble this to allow TCP/IP connections. \When disabled, only local
connections through named pipes are allowed,

Port Mumber: {3306 +| [ Addfirewal exception for this port

Pleaze set the server 5L mode.

[ Enable Strict Mode!

This option forces the server to behave more like a traditional
database server, Itis recommended to enable this option.

= Back I Mext = | Cancel

48



Quick Start Guide

On the character encoding page select: '"Manual Selected Default Character set/ Collation' and 'utf8', press
'Next' (pic.8)

MySOL Server Instance Configuration Wizard

MysQL Server Instance Configuration i e

Configure the MySQL Server 5.0 server instance,

Flease select the default character set,

i Standard Character Set

Makes Latini the default charset, This character setis suited for
English and other West European languages,

i Best Support For Multilingualism

< Make UTF3 the default character set. This is the recommended
character set for storing text in many different languages.,

i+ Manual Selected Default Character Set [ Collation

Pleasze specify the character set to use,

Character Set: fﬁ Li
< Back | | Mext = | Cancel I

On next window select 'Include Bin Directory in Windows PATH' and press 'Next' (pic.9)

MySOL Server Instance Configuration Wizard

MysQL Server Instance Configuration

Configure the MySQL Server 5.0 server instance. 2

Flease set the Windows options.

[¥ Install &s Windows Service
This is the recommended way to run the MySOL server
on Windows.
Service MName: l SEL _j

¥ Include Bin Directory in Windows PATH:

Check this option to indude the directory containing the
server [ dient executables in the Windows PATH variable
so they can be called from the command fine,

= Back | | Mext = | Cancel
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On thiswindow just enter the database super user password and make sure you remember it. When ready
press ‘Next' (pic. 10)

MyS0OL Server Instance Configuration Wizard

MysQL Server Instance Configuration
Configure the MySQL Server 5.0 server instance.

Flease set the security options,

¥ Modify Security Settings

Currentroot password;  |Feees=== Enter the current password.
Mew root password; L S Enter the root password.
Confirm; e s Retype the password,

[~ Enable root access from remate machines

oot

[T Create An Anonymous Account

This option will create an anonymous account on this server, Please
note that thiz can lead to an insecure system,

< Back | | Mext > | Cancel I

Thisisthe last screen. Press 'Execute’ to save the configuration parameters. (pic. 11)

MySOL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySOL Server 5.0 server instance.

Ready to execute ...

i) Prepare configuration
() Write configuration file
() Start service

() Apply security settings

Please press [Execute] to start the configuration.

= Back Cancel
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When the configuration is saved you can repeat all the steps and change settings at any time by running:
START [ Programs 7 MYSQL#MYSQL serwer machine# MySQL Server Instance Config Wiz-
ard

Now we have to setup Tigase database. From the Start menu run the MySQL console and enter all com-
mands below finishing them with <ENTER>:;

1. Create the database:
nysql >creat e dat abase ti gasedb;

2. Add database user:

nmysqgl > GRANT ALL ON tigasedb.* TO tigase user@% |DENTIFIED BY -'tigase_passwd’
nmysqgl > GRANT ALL ON tigasedb.* TO tigase_user @l ocal host' |DENTIFIED BY -'tigase
nmysqgl > GRANT ALL ON tigasedb.* TO tigase_user |DENTIFIED BY -'tigase_passwd';

nysqgl > FLUSH PRI VI LEGES;
3. Load Tigase database schema:

nysqgl > use tigasedb;
nysqgl > source c:/Program Fil es/ Ti gase/ dat abase/ nysql - schena. sql ;

Thereisasmall configuration bug in the installation of Tigase version 3.x. If you look in the run.bat file
in the Tigase directory you have to replace string inital.proper eties with init.properties.

Y ou can now restart your machine and all services including the MySQL database and the Tigase server
should be running. Alternatively if you don’t want to restart your computer you can start both services
manually if you know how to do it.

When the system is up and running you can connect with any XMPP client (Psi for example) to your
server to seeif it isworking.

Now, you can tweak the server configuration further. Use the guide describing init.propertiesfile for con-
figuration details.

Tigase Server Network Instructions

One you have installed Tigase XM PP Server on a machine, you're going to want to useit. If you are just
using for local communications on a network behind a router, you're al set. Enjoy and use!

However, if you want to have people from other computers outside your network connect to your server,
you'’ re going to have to go through a few more steps to show your server out to the public.

Note

Thisguideis merely arecommendation of how to get alocal server to be open to incoming com-
munications. Any time you open ports, or take other security measures you risk compromising
your network security. These are only recommendations, and may not be appropriate for al in-
stallations. Please consult your IT Security expert for securing your own installation.

XMPP, being a decentralized communication method, relies on proper DNS records to figure out where
and how an XMPP server is setup. Operating an XMPP Server will require you to properly setup DNS
routing so not only can clients connect to you, but if you decide to run afederated server and enable server
to server communication, you will need to do the same. If you already have a DNS server already, you
should have little issue adding these records. If you do not have a DNS setup pointing to your server, you
may use a free dynamic name service such as dynu.com.

51



Quick Start Guide

A Records

You will not be able to use an IP Address or a CNAME record to setup an XMPP Server. While it's not
required, an A record can provide some other benefits such serving as a backup in case the SRV record
is not configured right.

SRV Records

You will need to set SRV records both for client-to-server (c2s) communication and, if you plan to useit,
server to server (s2s) communication. We recommend both records are entered for every server as some
resources or clients will check for both records. For this example we will use tigase.org is our domain,
and xmpp as the xmpp server subdomain.

SRV records have the following form:

_service._protocol.name. TTL class SRV Priority weight port target.

Thekey isasfollows:

* service: isthe symbolic name of the desired service, in thiscaseit would be xmpp-client or xmpp-server.
 protocoal: isthe transport protocoal, either TCP or UDP, XM PP traffic will take place over TCP.

* name: the domain name where the server resides, in this case tigase.org.

e TTL:anumeric value for DNStimeto live in milliseconds, by default use 86400.

» class: DNSclassfield, thisis always IN.

 priority: thepriority of thetarget host with lower numbersbeing higher priority. Sinceweare not setting
up multiple SRV records, we can use 0.

» weight: the relative weight for records with the same priority. We can use 5.

 port: the specific TCP or UDP port where the service can be found. In this caseit will be 5222 or 5269.
* target: the hostname of the machine providing the service, here we will use xmpp.tigase.org.

For our example server, the SRV records will then look like this:

_xmpp-client._ TCP.tigase.org 86400 IN SRV 05 5222 xmpp.tigase.org

_xXmpp-server. TCP.tigase.org 86400 IN SRV 05 5269 xmpp.tigase.org
Tigase and Vhosts
If you are running multiple vhosts or subdomains that you wish to separate, you will need another record.

In this case an A record will be all you need if you are using default ports. If you are using custom ports,
you will need to have anew SRV record for each subdomain.

Checking setup

If you have a cell phone on a separate network with an XMPP client, you can now try to login to test the
server. If that is not handy, you can use an online tool to check proper DNS records such as kingant's:
https://kingant.net/check_xmpp_dns/ and it will tell you if anything is missing.
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Ports description

Once your server is setup, you may need to open at least two ports. By default XMPP communication
happens on ports 5222/5269, to which point SRV records. Other ports used by the server are:

* 3478 (TURN or STUN, plain socket, TCP and UDP)

* 5349 (TURN or STUN, over TLS, TCP and UDP)

e 5222 (default XMPP socket port)

e 5223 (legacy XMPP socket port)

» 5269 (default s2s port, i.e.: federation support)

e 5277 (component protocol port, e.g.: for external components)

» 5280 (default BOSH port)

» 5290 (default WebSocket port)

» 8080 (HTTP API component port)

* 9050 (IMX Monitoring)

If for any reason you can’t use default ports and have to change them it’s possible to point SRV records
those ports. Please keep in mind, that you have to open those ports for incoming connections in your
firewall. In caseyou areusingi pt abl es you can use following command to include those portsin your

rules:

i ptabl es
i ptabl es
i ptabl es
i ptabl es
i ptabl es
i ptabl es
i ptabl es
i ptabl es

I NPUT
I NPUT
I NPUT
I NPUT
I NPUT
I NPUT
I NPUT
I NPUT

--p tcp --mtecp
--p tcp --mtecp
--p tcp --mtecp
--p tcp --mtecp
--p tcp --mtecp
--p tcp --mtecp
--p tcp --mtecp
--p tcp --mtecp

---dport
---dport
---dport
---dport
---dport
---dport
---dport
---dport

5222
5223
5269
5277
5280
5290
8080
9050

)
R
R
R
R
R
R
-

ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT

Both ports should be setup to use TCP only. If for any reason you want to make service available for
different ports you can:

1. change portsin Tigase configuration and update DNS SRV records;

2. forward those ports to default Tigase ports (this is especialy useful under *nix operating system if
you want to utilize ports lower than 1024 while running, as recommended, Tigase service from user
account - thereisalimitation and user accounts can bind to ports lower than 1024), for example using
i pt abl es rules(infollowing example we are making available Tigase SSL websocket port available
under port 443, which is usually opened in corporate firewalls):

i ptables --t nat

--A PREROUTING --p tcp ---dport 443 --]j

Tigase Script Selection

As mentioned in each of the quick start sections, each distribution of Tigase XMPP server comes with a
number of scripts that are customized for different versions of Linux.

REDI RECT ---to-ports 52
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Table3.1. init.d chart

Operating system init.d file path Types of Operating Systems
Debian ti gase-server/scripts/ |Knoppix, Ubuntu (before
debi an/tigase.init.d v15.04), Raspbian or Duvian
Gentoo ti gase-server/scripts/ |CoreOS (beforev94.0.0), Tin Hat
gentoo/init.d/tigase Linux or other *too based sys-
tems
Mandriva ti gase-server/scripts/ |Specificinit.dfilefor Mandriva
mandriva/init.d/tigase |Linux
Redhat ti gase-server/scripts/ |RedHat (beforev7.0) and other
redhat/init.d/tigase RPM based linux derivatives like
CentOS (before v.7.14), open-
SUSE (before v12.2)

Configuration: For All Linux Distributions

Once you' ve located the appropriate distribution scripts (please take alook at the table above), copy it to
your system’sinit.d folder (usually it's/ etc/init.d/):

sudo cp $SCRI PT_FILE PATH -/etc/init.d/tigase
Y ou may aso need to make it executable:
sudo chnmod +x -/etc/init.d/tigase

It is recommended that you open the script files or configuration files as some have some parameters that
you will need to specify.

Gentoo

The conf.d script must contain the following parameters:

TI GASE_HOVE="/ hone/ ti gase/ti gase-server"
TI GASE_USER=t i gase
TI GASE_CONF="et c/ti gase. conf"

The following should be configured:
» TI GASE_HOVME - Specifiesthe Tigase Server installation directory.

e Tl GASE_USER - Specifies the user that will run the program. This should be a user with SU permis-
sions.

» Tl GASE_CONF - Thelocation of tigase.conf file, relative to the TI GASE_HOVE directory.

Mandriva

Mandriva has asingle init.d file, however it should be configured:

export JAVA HOVE=/usr/javal/jdkl. 8.0
export TIGASE DI R=/opt/tigasel/ server/
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ti gase=$TI GASE_DI R/ scri pts/tigase. sh
prog=ti gase

confi g=$TI GASE_DI R/ et c/ ti gase. conf

The following should be configured:

* JAVA HOME - The location of your JDK Installation.
* Tl GASE_DI R- Tigase Server installation directory.

» tigase - The location of your tigase.sh script. This should not need adjusting if you maintain the
default file structure.

» config - The location of your tigase.conf file. This should not need adjusting if you maintain the
default file structure.

pi d filewill bestoredin/ var/run/ ser.pid

Redhat

Similar to Mandriva, you will need to configure the init.d file:

JAVA HOME=/usr/lib/jvmjaval

USERNAME=t i gase
USERGROUP=t i gase

NAME=t i gase

DESC="Ti gase XMPP server"”

Tl GASE_HOVE=/ honre/ t i gase/ ti gase-server
TI GASE_LI B=${ TI GASE_HOVE}/ j ar s

Tl GASE_CONFI G=/ et ¢/ ti gase. conf

TI GASE_OPTI ONS=

TI GASE_PARAMS=

Pl DFI LE=

TI GASE_CONSOLE_LOG=

» USERNAME - Username running Tigase, should have su permissions.

» USERGROUP - The usergroup of the username.

* NAME - OS name for Tigase program.

» DESC- Optional description.

» Tl GASE_HOVE - Thelocation of your Tigase Server installation directory.

» Tl GASE_LI B - Thelocation of your Tigase Jars folder, you should not need to adjust this if you set
TI GASE_HQOVE properly, and maintain the default file structure.

» Tl GASE_CONFI G- Thelocation of your tigase.conf file relativeto TI GASE_HOVE

e Tl GASE_OPTI ONS - Legacy optionsfor Tigase, most are now handled ininit.propertiesor tigase.conf.
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e Tl GASE_PARAMS - Parameters passed to command line when launching Tigase.

* PI DFI LE - Location of Tigase PID file if you wish to use custom directory. Default will be located
in /logs or /var/temp directory.

e Tl GASE_CONSOLE LOG - Location of Tigase Server console log file if you wish to use a custom
directory. Default will be located in /logs directory, failing that /dev/null.

After you've copied the script, in order to install sysinit script you have to add it to the configuration:
/ sbin/chkconfig ---add tigase
Service can be enabled or disabled service with:

/ sbin/chkconfig tigase <on|off]|reset>

Debian

As with other distributions you should copy init.d script to the correct location. Afterwards it should be
edited and correct values for variables need to be set:

USERNAME=t i gase
USERGROUP=t i gase

NAME=t i gase

DESC="Ti gase XMPP server"

Tl GASE_HOVE=/ usr/ share/ti gase

TI GASE_CONFI G=/ et c/ ti gase/ti gase. config
TI GASE_OPTI ONS=

TI GASE_PARAMS=

Pl DFI LE=

TI GASE_CONSOLE_LOG=

» USERNAME - Username running Tigase, should have su permissions.

» USERGROUP - The usergroup of the username.

* NAME - OS name for Tigase program.

» DESC- Optional description.

» Tl GASE_HOVE - Thelocation of your Tigase Server installation directory.

* Tl GASE_CONFI G- Thelocation of your tigase-server.xml file relative (old configuration format)

o Tl GASE_OPTI ONS - command line arguments passed to Tigase server (which may include path to
init.properies (if correct ti gase. conf configuration will be found then it will trandate to
TI GASE_OPTI ONS=" --property-file etc/init.properties "

* Tl GASE_PARAMS - Parameters passed to command line when launching Tigase.

» PI DFI LE - Location of Tigase PID fileif you wish to use custom directory. Default will be located in
/var/run/tigasel/tigase. pi d or under (in this case relative to tigase home directory)l ogs/
ti gase. pi d.
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e Tl GASE_CONSOLE LOG - Location of Tigase Server console log file if you wish to use a custom
directory. Default will be located in /logs directory, failing that /dev/null.

Afterwards we need to install service in the system with following command:

update-rc.d tigase defaults

Running Tigase as a system service

There are anumber of benefits to running Tigase as a service, one of which is to ensure that the program
will run even in the event of a power outage or accidental server restart, Tigase will aways be up and
running.

Once ingtallation is complete, you should be able to start Tigase using the following command:
service tigase start

Tigase should begin running in the background. Since Tigase is now installed as a service, it can be con-
trolled with any of the service commands, such as:

e service tigase stop

* service tigase restart

Shutting Down Tigase

Although Tigase XM PP Server can be terminated by ending the process, it is preferred and recommended
to use it's own shutdown scripts instead. Not only does this allow for a proper purge of Tigase form the
system, but allowsfor all shutdown functionsto operate, such asammending logsand completing statistics.
To trigger a shutdown of Tigase server, the following command can be used from the tigase directory:

./scripts/tigase.sh stop

Y ou may specify the config file if you want, but it will make no differences
Thiswill:

 Begin shutdown thread

* Stop accepting new connections

* Closedll current connections

+ Collect runtime statistics

» Write statistics to log

» Dump full stacktraceto afile

* Run GC and clear from memory

Shutdown statistics

Upon shutdown, statistics for the server’ sruntime will be appended to thelog file. For adescription of the
statsitics and what they mean, refer to the Statistics Description portion of the documentation.
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Shutdown StackTrace Dump

To aid with troubleshooting purposes, the full stacktrace will be dumped to a seperate file located at
$serverdir/logs/threads-dump.log.# Stacktrace logs will follow the same log file numbering scheme de-
scribed in Log file description.

This feature is enabled by default, however you may disable this by adding the following to your
init.propertiesfile:

- - shut down-t hr ead- dunp=f al se
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Chapter 4. Tigase Server Binary
Updates

Most open source projects try to make sure that the nightly builds compile correctly so that these builds
can be used. However, we at Tigase believe that these builds should be seperated until they are thoroughly
tested and released. Although lots of installations out there we know of just run from our nightly builds,
this puts an extra responsibility to make sure all code is functional and will constantly work. Therefore,
our general approach isto run al basic functionality tests before each code commit to make sure it works
correctly. Thisdoes not guarantee that there will never be aproblem, but it is a precaution from preventing
bad builds from arriving in the hands of our customers.

Some userson the other hand, like to be on the bleeding edge and regularly use our nightly buildsexploring
new code changes and playing with new features before they are put to a full release. Others prefer to
stick to stable and fully tested public rel eases. Others however, want something from the middle, the most
recent features, but bug fixes, something like a beta or a release-candidate state.

Should you choose to use the nighly builds, afew things you should consider: - Changes may be made to
the code that can negatively affect performance. - Changes may be made to the code that can negatively
affect security. We highly recommend testing these builds in your environments before upgrading.

With these considerations in mind, we provide nightly builds at thislink [http://build.tigase.org/nightlies/
dists/] which provides directories by date.

Standard naming format is tigase-server-x.x.x-SNAPSHOT-byyyy.* x.x.x isthe major version the builds
areworking towards, with yyyy being the specific build. Noteindividual days may havethe samebuilds
as noted by the byyyy section of thefile.

Just like the standard distributions, the builds are available with the following extensions: . .jar - Java
installer version . .exe - Windows binary installer version . -javadoc.jar - Javainstaller for javadoc only .
-dist.zip - Compressed binaries with no dependencies. . -dist.tar.gz - tarball compressed binaries with
no dependencies. . -dist-max.zip - Compressed binaries with all dependencies. . -dist-max.tar.gz - tarball
compressed binaries with all dependencies.

We also provide automated testing of each of our nightly builds for each supported databases. Tests are
done with both functional and low memory parameters in mind, and are available at this link [http://
build.tigase.org/nightlies/tests/]. Thesetests can provide aquick examination of function before upgrading
your current build.

The latest Cluster tests are available at this link [http://graph.cluster-c.xmpp-test.net/latest/] which shows
performance and traffic use under strain using the latest available build of Tigase.
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Chapter 5. Configuration

When the user tries to setup the client for the first time he comes across 2 configuration files: tigase.conf
and init.propertiesin the /etc folder. Here isabrief explanation what all thosefiles are about and in other
sections you can learn all the details needed to configure the server.

1.

init.properties file is a simple text file with server parameters in form: key = value. When the XML
configuration file is missing the Tigase server reads init.properties file and uses parameters found
there as defaults for generation of the XML file. Therefore if you change the init.propertiesfile you
normally have to stop the server, remove the XML file and start the server again. All the settings from
the init.properties are read and applied to the XML configuration. The properties file is easy to read
and very safe to modify. At the moment thisis the recommended way change the server configuration.

. tigase.conf isthe Tigase server startup configuration. It is actually not used by the server itself. It rather

contains operating system settings and environment parameters to correctly run the Java Virtual Ma
chine [http://java.sun.com/]. It is only useful on the unix-like systems with Bash shell. If you run the
server on MS Windows systems tigase.bat and wrapper .conf files are used instead. The tigase.conf
fileisread and loaded by the scripts/tigase.sh shell script which also scans the operating system envi-
ronment for Java VM and other tools needed.

Tigase XMPP Server init.properties Configura-

tion

init.propertiesis adlightly extended version of the Java properties file with (key, value) pairs.

Comment lineswill have asit’ s first non-white space ASCII character either '# or '!'.

The key starts with first non-white space ASCII character and ends on either first white space ASCII
character or either of '=" or ":". Therefore if your key contains any of '=', ":' or white space characters you
have to escape them with backslash \'\": \: or \=.

All examples below specify 'vhosts as akey and 'test-a, test-b, test-c' asavalue:

vhosts=test-a, test-b, test-c
vhosts -: test-a, test-b, test-c

vhost s = test-a, test-b, test-c

Possible types are:

[S] (or nothing) - Characters string: "abcdef*
[s] - String array: 'abedef, ghaijk, Imnopd’
[B] - Boolean: 'true' or ‘false’

[b] - Boolean array: 'true, true, false

[L] - Long number: 1234567890

[1] - Long array: '12334, 45435, 45645'

[1] - Integer number: 123456

[i] - Integer array: '123, 456, 678'

60


http://java.sun.com/
http://java.sun.com/
http://java.sun.com/

Configuration

There are lots of parameters which have broader meaning than just one property. Some of them affect
many configuration settings or can generate whole sections in the XML file. Most of them starts with \'--'
double hyphen. Please note, each property put in the init.properties file starting with \'--' becomes a VM
system property (without \'--' at the beginning).

Reference the property guide for a description of properties.
Property name: --admins [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/#adming]

Property name: --auth-db [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/#au-
thDb]

Property name: --auth-db-uri [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/#au-
thDbUri]

Property name: --auth-domain-repo-pool [http://docs.tigase.org/tigase-server/snap-
shot/Properties_Guide/html/#authDomai nRepoPool |

Property name: --auth-repo-pool [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/
#authRepoPool]

Property name: --auth-repo-pool-size [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#authRepoPool Size]

Property name: --bind-ext-hostnames [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#bindExtHostnames]

Property name: --bosh-close-connection [http://docs.tigase.org/tigase-server/snap-
shot/PropertiesGuide/html/#boshCloseConnection]

Property name: --bosh-extra-headers-file [http://docs.tigase.org/tigase-server/snap-
shot/Properties_Guide/html/#boshExtraHeadersFil €]

Property name: --cl-conn-repo-class [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#cl ConnRepoClass)

Property name: --client-access-policy-file [http://docs.tigase.org/tigase-server/snap-
shot/Properties Guide/html/#clientAccessPolicyFile]

Property name: --cluster-connect-all [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#clusterConnectAll]

Property name: --cluster-mode [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/
#clusterMode]

Property name: --cluster-nodes [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/
#clusterNodes]

Property name --cm-ht-traffic-throttling [http://docs.tigase.org/tigase-server/snap-
shot/Properties_Guide/html/#cmHtTrafficThrottling]

Property name: --cm-see-other-host [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html/#cmSeeOtherHost]

Property name: --cm-traffic-throttling [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html/#cmTrafficThrottling]
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Configuration

Property name: --cmpname-ports [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/
#cmpnamePorts]

Property name --comp-class [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/
#compClass]

Property name: --comp-name [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/
#compName]

Property name: --cross-domain-policy-file [http://docs.tigase.org/tigase-server/snap-
shot/Properties_Guide/html/#crossDomainPolicyFil €]

Property name: --data-repo-pool-size [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#dataRepoPool Size]

Property name: --debug [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/#debug]

Property name: --debug-packages [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/
#debugPackages]

Property name: --domain-filter-policy [http://docs.tigase.org/tigase-server/snapshot/Properties_Guide/
html/#domainFilterPolicy]

Property name: --elements-number-limit [http://docs.tigase.org/tigase-server/snap-
shot/PropertiesGuide/html/#elementsNumberLimit]

Property name: --ext-comp [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/
#extComp]

Property name: --extcomp-repo-class [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#extcompRepoClass]

Property name: --external [http://docs.tigase.org/tigase-server/snapshot/Properties_Guide/html/#exter-
nal]

Property name: --hardened-mode [http://docs.tigase.org/tigase-server/snapshot/Properties_Guide/html/
#hardenedM ode]

Property name: --max-queue-size [http://docs.tigase.org/tigase-server/snapshot/Properties_Guide/html/
#maxQueueSize]

Property name: --monitoring [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/
#monitoring]

Property name: --net-buff-high-throughput [http://docs.tigase.org/tigase-server/snap-
shot/Properties_Guide/html/#netBuffHighThroughput]

Property name: --net-buff-standard [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#netBuff Standard]

Property name; --new-connections-throttling [http://docs.tigase.org/tigase-server/snap-
shot/Properties_Guide/html/#newConnectionsT hrottling]

Property name: --nonpriority-queue [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#nonpriorityQueue]

Property name: --gqueue-implementation [http://docs.tigase.org/tigase-server/snap-
shot/PropertiesGuide/html/#gueuel mplementation]
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Configuration

Property name: --roster-implementation [ http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#rosterlmplementation]

Property name  --s2s-eabberd-bug-workaround-active [http://docs.tigase.org/tigase-server/snap-
shot/Properties Guide/html/#s2sEjabberdBugWorkaroundActive]

Property name --s2s-secret  [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/
#s2sSecret]

Property name: --82s-skip-tls-hostnames [http://docs.tigase.org/tigase-server/snap-
shot/Properties Guide/html/#s2sSkipTIsHostnames]

Property name: --script-dir [http://docs.tigase.org/tigase-server/snapshot/Properties_Guide/html /#script-
Dir]

Property name; --sm-cluster-strategy-class [http://docs.tigase.org/tigase-server/snap-
shot/Properties_Guide/html/#smClusterStrategyClass]

Property name: --sm-plugins [http://docs.tigase.org/tigase-server/snapshot/PropertiesGuide/html/#sm-
Plugins]

Property name: --sm-threads-pool [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/
#smThreadsPool]

Property name: --sd-certs-location [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#sdl CertsL ocation]

Property name: --sdl-container-class [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#ssl ContainerClass]

Property name: --ssl-def-cert-domain [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html/#ss Def CertDomain]

Property name: --stats-history [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/
#statsHistory]

Property name: --stringprep-processor [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#stringprepProcessor]

Property name: --test [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/#test]

Property name; --tigase-config-repo-class [http://docs.tigase.org/tigase-server/snap-
shot/PropertiesGuide/html/#tigaseConfigRepoClass)

Property name: --tigase-config-repo-uri [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#ti gaseConfigRepoUri]

Property name  --tlsjdk-nss-bug-workaround-active  [http://docs.tigase.org/tigase-server/snap-
shot/PropertiesGuide/html/#tlsJdkNssBugWorkaroundActive]

Property name: --trusted [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/#trusted]
Property name: --user-db [ http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/#userDb]

Property name: --user-db-uri [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/
#userDbUri]

Property name: --user-domain-repo-pool [http://docs.tigase.org/tigase-server/snap-
shot/Properties_Guide/html/#userDomainRepoPool]
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Configuration

Property name: --user-repo-pool [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/

#userRepoPool ]

Property name: --user-repo-pool-size [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#userRepoPool Size]

Property name: --vhost-anonymous-enabl ed [http://docs.tigase.org/tigase-server/snap-

shot/Properties_Guide/html/#vhostAnonymousEnabl ed]

Property name: --vhost-max-users [ http://docs.tigase.org/tigase-server/snapshot/Properties_Guide/html/
#vhostMaxUsers|

Property name; --vhost-message-forward-jid [http://docs.tigase.org/tigase-server/snap-
shot/PropertiesGuide/html/#vhostM essageForwardJid]

Property name: --vhost-presence-forward-jid [http://docs.tigase.org/tigase-server/snap-
shot/Properties Guide/html/#vhostPresenceForwardJid]

Property name: --vhost-register-enabled [http://docs.tigase.org/tigase-server/snap-
shot/Properties_Guide/html/#vhostRegi sterEnabl ed]

Property name: --vhost-tls-required [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html/#vhostTIsRequired]

Property name: --virt-hosts [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/
#virtHosts|

Property name: --watchdog_delay [http://docs.tigase.org/tigase-server/snapshot/Properties_Guide/html/
#watchdogDelay]

Property name: --watchdog_ping_type [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#watchdogPingType]

Property name: --watchdog_timeout [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/
html /#watchdogTimeout]

Property name: config-type [http://docs.tigase.org/tigase-server/snapshot/Properties Guide/html/#con-
figType]

Startup File for tigase.sh - tigase.conf

Property file namesfor tigase.sh startup script isasecond parameter for the startup script. It can be skipped
if environmental variables are set in different location or in different way.

Config file for startup script simply sets number of environment variables with the location of required
components. Possible variables to set in thisfile are:

* JAVA_HOME - location of Javainstallation home directory. M ust be set.

* TIGASE_HOME - location of Tigase installation home directory. By default script try to find this
location by searching directories from the location where the script has been run.

e TIGASE_CONSOLE_LOG - fileto which al console messages will be redirected if serverisrunin
background. By default it will be: TIGASE_ HOME/logs/tigase-console.log. If thisfile/directory isnot
writable by Tigase process all console messages will beredirected to /dev/null
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Configuration

e TIGASE_PID location of the file with server PID number. By default it will be TIGASE_ HOME/logy
tigase.pid.

* JAVA_OPTIONS- optionsfor VM like size of RAM allocated for the VM, properties and so on.

» TIGASE_OPTIONS- additional optionsfor Tigase server program. Y ou can tweak initial parameters
for your environment here.

Samplefileto run Tigase with PostgreSQL database may ook like:

ENC="-Df i | e. encodi ng=UTF- 8 --Dsun. j nu. encodi ng=UTF- 8"
DRv="-Dj dbc. dri vers=or g. postgresqgl . Dri ver"
JAVA_OPTI ONS="${ ENC} ${DRV} --server --Xnms100M -- Xmx100M -"

CLASSPATH=""
Tl GASE_CONFI G="t i gase- pgsql . xm "
TI GASE_OPTI ONS=" ---property-file etc/init.properties -"

Please note encoding settings. VM by default uses encoding set in operating system environment. XM PP
protocol, however uses UTF-8 for all data processing. So the ENC settings enforces UTF-8 encoding for
all operations.

Another significant setting is '\CLASSPATH'. It is intentionally set to an empty string. The tigase.sh
startup script builds the CLASSPATH on it's own from files found in jars and libg/ directories. It is
advised to set the CLASSPATH to the empty string because the Tigase server scans all available classes
to find al components and plugins implementation. If the CLASSPATH contains lots of libraries which
are not used anyway it can cause along startup time and high system loads.

Linux Settings for High Load Systems

There are afew basic settings you have to adjust for high load systemsto make sure the server has enough
resources to handle a big number of network connections.

The main parameter is a maximum number of opened files allowed for the process to keep at the same
time. Each network connection uses afile handler, thereforeif the limit istoo low you can quickly run out
of handlers and the server can not accept any more connections.

Thislimit is set on 2 levels - on the kernel level (fs.file-max) and on the system level (nofile).

Another kernel property which can be important in certain configurations (like transports installations or
when you use proxy for Bosh connections) is: net.ipv4.ip_local_port_range. This parameter can be set
the same way as the fs.file-max property.

fs.file-max

The fs.fileemax kernel property is set via sysctl command. Y ou can see current settings by executing the
command:

# sysctl fs.file-max
fs.file-max = 358920

If you plan to run high load service with large number of server connections, then this parameter should
be at least as twice big as the number of network connections you expect to support. Y ou can change this
setting by executing the command:

# sysctl --w fs.file-mx=360000
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fs.file-max = 360000

net.ipv4.ip_local port _range

Y ou can see current settings by executing the command:

# sysctl net.ipv4.ip_local _port_range
net.ipv4.ip_local _port_range = 32768 61000

Y ou can change this setting by executing the command:

# sysctl --w net.ipv4.ip_local _port_range="1024 65000"
net.ipv4.ip_local _port_range = 1024 65000

TCP_keepalive

According to blog.kolargol.eu [http://blog.kolargol.eu/2006/06/tcpkeepalive.html] or www.gnugk.org/
[http://www.gnugk.org/keepalive.html] some keepalive settings should be changed to improve reliability.

# sysctl --w net.ipv4.tcp_keepalive_tinme="60"
net.ipv4.tcp_keepalive_time = 60

# sysctl --w net.ipv4.tcp_keepalive_probes="3"
net.ipv4.tcp_keepal i ve_probes = 3

# sysctl --w net.ipv4.tcp_keepalive_intvl="90"
net.ipv4.tcp_keepalive_intvl = 90

/etc/sysctl.conf

The above commands let the system remember new settings until the next system restart. If you want to
make the change permanent you have to edit the file: /etc/sysctl.conf and add the property at the end of
thefile:

fs.fil e-max=360000

net.ipv4.ip_local _port_range=1024 65000net.ipv4.tcp_keepalive_time=60
net.ipv4.tcp_keepal i ve_probes=3

net.ipv4.tcp_keepalive_intvl =90

It will be automatically loaded next time you start the server.
Command:
# sysctl --p

Causes the /etc/systcl.conf to be reloaded which is useful when you have added more parameters to the
fileand don’'t want to restart the server.

nofile

This is the property used by the system limits. For example running the command ulimit -a shows you
all limits set for the current user:

#ulimt --a
core file size (bl ocks, --c) O
data seg size (kbytes, --d) unlimted
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Configuration

file size (bl ocks, --f) unlimted
pendi ng signal s (-i) 38912

max | ocked menory (kbytes, --1) 32

max menory size (kbytes, --m unlimted
open files (-n) 40960

pi pe size (512 bytes, --p) 8

PCSI X message queues (bytes, --q) 819200
stack size (kbytes, --s) 8192

cpu tine (seconds, --t) unlimted
max user processes (-u) 38912
virtual nenory (kbytes, --v) unlimted
file |l ocks (-x) unlimted

To make it even more interesting and more complex, there are 2 types of system limits: soft limit which
can be temporarily exceeded by the user and hard limit which can not be exceeded. To see your hard
limit execute command:

# ulimt --a --H

core file size (bl ocks, --c) unlimted
data seg size (kbytes, --d) unlimted
file size (bl ocks, --f) unlimted
pendi ng signals (-i) 38912

max | ocked nenory (kbytes, --1) 32

nmax menory size (kbytes, --m unlimted
open files (-n) 40960

pi pe size (512 bytes, --p) 8

PCSI X nessage queues (bytes, --q) 819200
stack size (kbytes, --s) unlimted
cpu tine (seconds, --t) unlimted
nMax user processes (-u) 38912
virtual nenory (kbytes, --v) unlimted
file |l ocks (-x) unlimted

The hard limits are usually bigger then the soft limits or sometimes the same.

For us the most important parameter is: open files. You can change the property in file: /etc/securi-
ty/limits.conf. Y ou have to append 2 following lines to the end of thefile:

j abber soft nofile 350000
j abber hard nofile 350000

Where the jabber isthe user name of the account running you IM service. Y ou can also set the limits for
all users on the machinein afollowing way:

* soft nofile 350000
* hard nofile 350000

For those changes to make an effect you have to logout from the modified account and login again. New
limits should be applied.

su and init script

If oneintendsto useinit scriptsfor startup purposes (or simply wantsto be able to start the server utilizing
su command) it’s necessary to adjust PAM configuration by modifying /etc/pam.d/su file and uncomment
following line:
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sessi on required pamlimts.so

Afterwards the init scripts will respect configured limits.

Configuration Storage Options in Tigase

The whole configuration framework for the Tigase server has been redesigned and rewritten for v5.1. This
was done to cleanup al the configuration code and logic as well as extend the current functionality to
allow for configuration storage in different kinds of repositories - memory, file, database, ...

Although this article is titled configuration changes, version 5.x still follows our policy about backward
compatibility. So the changes could be considered extensions rather than complete overhauls.

There is however one change which can affect a few users. Those who use the server and worked with
it's configuration remember the mess and confusion related to duality in the server configuration - the
init.properties file and tigase.xml file. Thisis now over.

Default Behavior

By default Tigase server loads tigase.conf.ConfigurationCache class which stores the whol e configuration
in memory. Please note that the init.properties file with initial settings is always loaded if it is available
at the given location and all settings in this file work exactly as before. For more details, please refer to
the online documentation.

A couple of times 'initial configuration' and 'whole configuration' were mentioned. What is this about,
what is the difference?

The 'initial configuration' are startup settings provided by the user in the init.properties file. Most of the
server elements use far more configuration parameters which are set to sensible default values if they
are not provided by the user. The configuration framework in Tigase server always keeps the complete
configuration of all active elements. This is implemented in such a way to make it possible to present
currently used settings to the end-users or administrators and allow them to change the server parameters
during runtime.

Storing Configuration in SQL Database

There is one more configuration storage implemented right now. It allows you to store the server settings
in the SQL database. In most cases this is not quite useful, just opposite, very inconvenient. However.
thereisat least one case where you really want to keep the server configuration in the SQL database. This
isinthe cluster mode. If you have a Tigase cluster system of 10 or more nodesit is much easier to keep the
configuration in asingle central location and manage it from there, rather then go to every single machine
every time you want to change some settings. Y ou can even change any settings for all cluster nodes with
asingle database query.

Y ou set the SQL storage the same way as you set it for XML file. However, there is one more parameter
as you have to provide also database connection string for the server so it knows where to connect to for
the settings:

1. Parametersininit.propertiesfile:

--tigase-config-repo-cl ass=tigase. conf. Confi gSQ.Repository
--tigase-config-repo-uri=connection-uri

2. Alternatively you can provide system properties to the VM:
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-Dtigase-config-repo-cl ass=ti gase. conf. Confi gSQ.Repository
-Dtigase-config-repo-uri=connection-uri

Please note, the current implementation for the SQL storage automatically creates the tables necessary to
operate if it does not exist. So you don’t have to worry about the schema, but you should make sure that
the database user used by the Tigase has permissions to create a table.

Configuration is stored in table with following schema:

create table tigase_configuration (
-- The conponent nane by which the configuration paraneter
-- is used.

conponent _name varchar (127) NOT NULL,

-- The configuration property key nane or identifier.
key_nanme varchar (127) NOT NULL,

-- The configuration property val ue
val ue varchar (8191) NOT NULL,

-- The cluster node by which the configuration property is read,
-- if enpty it will be read by all cluster nodes.
cl uster _node varchar (255) NOT NULL DEFAULT -'"',

-- Additional, secondary identifier for the configuration property.
-- The configuration can be organized in a hierarchical way to allow
-- multiple occurrences of the sane property nanme for a single
-- conponent, for exanple you can have the same property for
-- different tcp/ip ports set to a different val ue:
-- €2s/5222/ port _type=pl ain
-- €2s/5223/port _type=ssl
-- the port nunber is a secondary identifier
key_node varchar(127) NOT NULL DEFAULT -'',

-- Not currently used. In future it will be used to distinguish between
-- different kind of properties (initial settings, defaults, updated by
-- user, etc...)

flag varchar(32) NOT NULL DEFAULT -'DEFAULT',

-- The system detects basic Java types and stores information about
-- the property type, when the property is read the original property
-- type is restored and provided to the conmponent w thout need for
-- a parsing or conversion.

val ue_type varchar(8) NOT NULL DEFAULT -'S',

-- It is not currently used. In the future it will be used to rel oad
-- settings changed in last, defined period of time. Basically, the
-- systemcan automatically check the configuration database to
-- see whether sone properties have been updated, then rel oad
-- them and apply automatically.

| ast _update ti mestanp,

primary key(cluster_node, conponent_name, key_ node,
key_node, flag));
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Reverting To the Old Behavior

While using the tigase.xml fileis still possible and the old behavior can be preserved, it is how disabled
by default. By default the Tigase server reads only init.properties file with initial settings and stores all
the complete configuration in memory only.

Theinit.properties works exactly as before and all old parameters are still working exactly as before. The
only difference is the lack of the tigase.xml which is not created or read by default if it is present. The
main advantage is that you don’t have to remove it each time you change something in the init.properties
to pick up new settings.

Firstly wewill gointo how to re-enablethe server to check and usethetigase.xml fileto retain functionality
with older settings. Thisis actually very simple to accomplish. The Tigase server now, offers pluggable
repository support. This meansthat you can easily extend current functionality with a different configura-
tion storage by writing own class which reads and writes configuration parameters.

By default class tigase.conf.ConfigurationCache is loaded which stores configuration in memory only.
Please note, the init.propertiesfileis awaysread if it exists at agiven location.

To revert to the old behavior you just need to pass a parameter to Tigase server with a class name which
isresponsible for keeping server parameters in the old XML file. You can do it in two ways:

1. Add aparameter to init.propertiesfile:
--tigase-config-repo-cl ass=ti gase. conf. Confi gXM_Repository
2. Or you can pass a system property to the VM at the startup time:

-Dtigase-confi g-repo-cl ass=ti gase. conf. Confi gXM_Reposi tory

Going Further

Asthe configuration mechanismin the Tigase server offers pluggabl e storage engines, you can easily write
your own engine by implementing the interface: tigase.conf.ConfigRepositorylfc or by extending one of
current implementations.

The whole configuration framework is pluggable and you can replace it completely if it does not suit you
well enough. Your implementation has to extend tigase.conf.ConfiguratorAbstract class and can be set
using VM system property (as this is configuration framework you can’'t do this via any configuration
system):

-Dti gase-confi gurator=tigase. conf. Configurator

The example above shows the parameter set to the default configuration framework.

Message Router Implementation is Configurable Too

The Message router component was the only component which was fixed to the Tigase instance. In theory
it could always have been replaced but in practice there was no way of doing it asthat wasthefirst element
loaded at startup.

Now Tigase message router implementation can be easily replaced to and it can be made a configurable
option if needed.
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At the server startup time the code creates configurator and calls method: getM essageRouterClassName()
which by default returns class: tigase.server.MessageRouter. Y ou can extend the configurator and provide
any different classnameinstead which implementsrequiredinterfaces. Y ou can even makeit configureable
asitisno longer tied to the server instance.

JVM settings and recommendations

Tigase configuration filet i gase. conf (described in more detail in the section called “ Startup File for
tigase.sh - tigase.conf”) mentioned a couple of environmental variables which are related to the operation
of the VM. In this guide we would like to expound on those configuration options and provide hints for
the optimal settings.

Settingsincluded intheet c/ ti gase. conf areasfollows:

#GC="- XX: +UseBi asedLocki ng - - XX: +UseConcMar kSweepGC - - XX: +UsePar NewGC - - XX: NewRat i
#EX="- XX: +Opti m zeStri ngConcat - - XX: +DoEscapeAnal ysi s -- XX: +UseNUMVA"

#GC_DEBUG=" --XX: +Print TenuringDi stribution --XX +PrintCGCDetails --XX +PrintGCDate

#PRODUCTI ON_HEAP_SETTI NGS=" -- Xn85G -- Xnx5G -" # heap nmenory settings nust be adju
JAVA _OPTI ONS="${ GC} ${GC _DEBUG ${EX} ${ENC} ${DRV} ${IMX_REMOTE_| P} --server ${PR

And while this file utilizes bash variables, VM configuration options can be used in the same manner
on al operating systems.

The guide will consists of two main parts - memory settings and Garbage Collector tweaks descriptions
and hints.

Werecommend using - ser ver JVM parameter in all cases.
Heap Sizing

For the non-production deployments (development or stating environments) we recommend using default
memory settings of the VM (which depends on the underlaying operating system), which result i auto-
matic memory allocation and, by the rule of thumb - are the safest in such environments.

For the production environments we recommend a fixed size HEAP - both initial and maximum size,
which can be set with (respectively)- Xns and - Xnx VM flags - ideally to the same value (which should
be roughtly 95% of the available memory, if Tigase will be the only service on the machine) to avoid
allocation and deallocation.

For convenience it's possible to uncomment line with PRODUCTI ON_HEAP_SETTI NGS and adjust pa-
rameters accordingly.

GC settings

Let's start with stating that there is no "one to rule them all" - each deployment and use-case is different,
however we will try to give a couple of pointers and recommendations proceed with short introduction
to GC itself.

XMPP is quite specific in terms of memory allocation - short-lived objects (various types of stanzas)
usually exceed number of long-lived objects (user connections and related data). Thisisimportant bit of
information in the context of how usualy VM HEAP is organised and how Garbage Collector works. On
the most basic level Heap is separated into couple of regions:
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Generations

Minor,

» Young Generation, which is further divided in to:
< Eden - the region when the objects are usually allocated when they are created,;

e Survivor Spaces - (to and from - one of which is aways empty) - responsible for storing al live
object remaining after collecting Young Generation (process is repeated several times until objects
are finaly considered old enough);

» Old Generation - (Tenured Space) - responsible for live objects remaining after running GC on Sur -
vivor Spaces - those would be long-lived objects (usually user connections and associated data);

Major and Full GC - optimizing

General thinking suggeststhat: * Minor GC cleansY oung generation; * M ajor GC cleans Tenured space;
* Full GC cleans all heap.

However, while we can certainly state that Minor GC cleans Y oung generation it’s a bit more difficult
to differentiate Major and Full GC, especially considering that Major GC can be quite often triggered
by Minor GC and some garbage collectors can perform cleaning concurrently. Instead of focusing of
distinguishing phases one should pay closer attention to actual operations of Garbage Collector itself -
uncommenting the line GC_DEBUG=" - XX: +Pri nt Tenuri ngDi stri bution -XX +Print-
CDet ai |l s - XX: +Pri nt GCDat eSt anps - XX: +Pri nt GCTi meSt anps - Xl oggc: | ogs/
jvmlog -verbose:gc " inetc/tigase. conf (oradding same propertiesto the javacomman-
dline) and subsequently analyzing the results should prove more helpful. In addition monitoring GC op-
eration using for example VisualVM (with Visual GC plugin) will aso be helpful.

Settings for XMPP

Ideally we should limit both number of GC pauses as well as their duration. After running rather tests
following conclusions were made:

» Garbage Collection is the faster the more dead objects occupies given space, therefore on high-traffic
installation it’s better to have rather large Y oungGen resulting in lower promotion of the objects to the
OldGen;

» with VM8 default sizing of Young/ Old generation changed, even tho NewRatio is still defaulting to
“2" - setting it explicitly to "2" brought back previous sizing;

 Concurrent Mark and Sweep (CMS) enabled (appliesto Tenured space only) with explicit configuration
of NewRatio set to default value of 2 (i.e. - XX: +UseConcMar kSweepGC - XX: +UsePar NewGC
- XX: NewRat i 0=2) in general behaves best;

» For small installations (few core CPU, less memory) with low traffic default Parallel collector may be
a better solution;

» Using Heap size adjusted to the actual usage is better as the larger the heap the larger are spaces over
which collection needs to be performed thus resulting in longer pauses; in case of huge heaps G1 col-
lector may be better solution to avoid longer pauses,

Considering all of the above using following options should be a good starting point toward further opti-
mizing of Garbage Collection:;

GC="- XX: +UseBi asedLocki ng - XX: +UseConcMar kSweepGC - XX: +UsePa-
r NewGC - XX: +CMBI ncr enent al Mode - XX: - Reducel ni ti al Car dMvar ks -
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XX: CMBI nitiati ngCccupancyFracti on=70 - XX: +UseCMSI ni ti ati ngOccupancyOn-
ly"

GC settings worth considering

In addition to the general recommendation to use CMS collector, following options (or changes to the
options) may be worth considering:

e - XX: NewRat i 0=2 - definestheratio between the young and tenured generation is 1:2. In other words,
the combined size of the eden and survivor spaceswill be one-third of thetotal heap size. The parameters
NewSize and MaxNewSize bound the young generation size from below and above. Setting these to
the same value fixes the young generation, just as setting -Xms and -Xmx to the same value fixes the
total heap size.

e -XX: CMVBI nitiati ngOccupancyFracti on=per cent - setsthe percentage of the old genera-
tion occupancy (0 to 100) at which to start a CM S collection cycle.

o - XX: +UseCMBI ni tiati ngGccupancyOnl y - instructs the VM not to base its decision when to
start aCM S cycle on run time statistics but instead it uses the value of CM Sl nitiatingOccupancyFraction
for every CMS cycle.

o - XX: Paral | el GCThr eads=x - sets the number of threads used for parallel garbage collection in
the young and old generations. The default value depends on the number of CPUs availableto the VM.
If the Tigase IMV isthe only one running on the installation default value is recommended.

e - XX: ConcGCThr eads=x - sets the number of threads used for concurrent GC. The default value
depends on the number of CPUs available to the VM. If the Tigase IMV is the only one running on
the installation default value is recommended.

» - XX: +UseBi asedLocki ng and - XX: +DoEscapeAnal ysi s - designed to eliminate locking
overhead, however their effect on performance is unpredictable therefore testing is required; reduced
locking should improve concurrency and, on current multi-core hardware, improve throughput.

e -XX: +Optim zeStri ngConcat - enables the optimization of String concatenation operations.
Thisoption is enabled by default.

e - XX: +UseNUNA - enables performance optimization of an application on a machine with nonuniform
memory architecture (NUMA - most modern computersare based on NUMA architecture) by increasing
the application’s use of lower latency memory. By default, this option is disabled and no optimization
for NUMA is made. The option is only available when the parallel garbage collector is used (-XX:
+UseParallelGC).

* - XX: - UseConpr essedOops — disables the use of compressed pointers. By default, this option is
enabled, and compressed pointers are used when Java heap sizes are less than 32 GB. When this option
is enabled, object references are represented as 32-bit offsets instead of 64-bit pointers, which typically
increases performance when running the application with Java heap sizesless than 32 GB. This option
works only for 64-bit VMs.

What to use with Machine x, y, z?

Server class machine (non-VM), > 16GB, >= 8 core CPU

For such setup enabling CMS garbage collector is recommended. Depending on the traffic usage and
particular use-case adjusting NewRatio may be needed. Adjusting Xmsand Xms sizesfor actual available
memory is needed (or better yet, for the actual traffic!). Following should be used:
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GC="- XX: +UseBi asedLocki ng --XX: +UseConcMar kSweepGC - - XX: +UsePar NewGC - - XX: NewRat i o
EX="-XX: +Opti m zeStri ngConcat --XX: +DoEscapeAnal ysi s -- XX: +UseNUVA"

#GC _DEBUG=" --XX: +PrintTenuringDi stribution --XX: +PrintGCDetails --XX +Print GCDat e

PRODUCTI ON_HEAP_SETTI NGS=" - - Xms15G - - Xnx15G -" # heap nenory settings nmust be ad]
JAVA_OPTI ONS="${ GC} ${ GC_DEBUG ${EX} ${ENC} ${DRV} ${IMX_REMOTE | P} --server ${PR

For installation with lot of available memory and intention to utilize it al, using G1GC collector may be
abetter idea.:

GC="- XX: +UseGLCC - - XX: ConcCCThr eads=4 -- XX: GLHeapRegi onSi ze=2 --XX: I nitiati ngHeapC
EX="-XX: +Opti nm zeSt ri ngConcat -- XX: +DoEscapeAnal ysi s -- XX: +UseNUMA"

#GC _DEBUG=" --XX: +PrintTenuringDi stribution --XX +PrintCGCDetails --XX +PrintGCDate

PRODUCTI ON_HEAP_SETTI NGS=" - - Xms60G - - Xnx60G -" # heap nenory settings nust be ad]
JAVA _OPTI ONS="${ GC} ${GC _DEBUG ${EX} ${ENC} ${DRV} ${IMX_REMOTE_| P} --server ${PR

VM machine, 8GB of RAM, 4 core CPU equivalent

For such setup enabling CM S garbage collector is also recommended. Depending on the traffic usage and
particular use-case adjusting NewRatio may be needed (and configuring NewRatio is amust!). Adjusting
Xmsand Xms sizesfor actual available memory is needed (or better yet, for the actual traffic!). Following
should be used:

GC="- XX: +UseBi asedLocki ng - - XX: +UseConcMar kSweepGC - - XX: +UsePar NewGC - - XX: NewRat i o
EX="-XX: +Opti m zeStri ngConcat --XX: +DoEscapeAnal ysi s -- XX: +UseNUVA"

#GC DEBUG=" --XX: +PrintTenuringDistribution --XX:+PrintGCDetails --XX: +Print GCDat e

PRODUCTI ON_HEAP_SETTI NGS=" --Xms7G -- Xnx7G -" # heap nenory settings nust be adjus
JAVA OPTI ONS="${GC} ${GC DEBUG ${EX} ${ENC} ${DRV} ${IMX_REMOTE | P} --server ${PR
VM machine with 4GB or less of RAM, and less than 4 core CPU

equivalent
Small installations with limited resources could operate better with default (for VM versions up to 8,
which is the most current at the moment of the writing). Again - depending on the traffic usage and par-
ticular use-case adjusting NewRatio may be needed. Adjusting Xms and Xms sizes for actual available

memory is recommended (or better yet, for the actual traffic!). Following should be used (i.e. GC line
should be commented so the defaults will be used):

#OC="- XX: +UseBi asedLocki ng --XX: +UseConcMar kSweepGC - - XX: +UsePar NewGC - - XX: NewRat i
="-XX: +Optim zeStri ngConcat -- XX +DoEscapeAnal ysis -- XX +UseNUMA"

#GC _DEBUG=" --XX: +Print TenuringDi stribution --XX: +PrintGCDetails --XX: +Print GCDat e

PRODUCTI ON_HEAP_SETTI NGS=" --Xms3G -- Xmx3G -" # heap menory settings nmust be adjus
JAVA_OPTI ONS="${ GC} ${ GC_DEBUG ${EX} ${ENC} ${DRV} ${IMX_REMOTE | P} --server ${PR

Additional resources

e Sizing the Generations [https://docs.oracle.com/javase/8/docs/technotes/guides/vm/getun-
ing/sizing.htmi]
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» About Java, paralld garbage collection and processor sets [http://www.c0t0d0s0.org/archives/6617-
About-Java,-parall el -garbage-coll ection-and-processor-sets.html]

» GC Threads [http://hiroshiyamauchi.blogspot.cl/2009/12/gc-threads.html]
» GCViewer readme [https://github.com/chewiebug/GCViewer#readme]

» Java HotSpot™ Virtua Machine Performance Enhancements [http://docs.oracle.com/javase/7/docs
technotes/guides/vm/performance-enhancements-7.html]

 Java Garbage Collection handbook [ https://plumbr.eu/java-garbage-coll ection-handbook]
» Useful VM Flags

e Part 1-JVM Types and Compiler Modes [https://blog.codecentric.de/en/2012/07/useful -jvm-flags-
part-1-jvm-types-and-compil er-modes/]

 Part 2 - Flag Categories and J T Compiler Diagnostics) [https://blog.codecentric.de/en/2012/07/use-
ful-jvm-flags-part-2-flag-categories-and-jit-compil er-diagnostics/]

e Part 3 - Printing all XX Flags and their Values [https.//blog.codecentric.de/en/2012/07/useful -jvm-
flags-part-3-printing-all-xx-flags-and-their-val ues/]

¢ Part 4 - Heap Tuning [https://blog.codecentric.de/en/2012/07/usef ul-jvm-flags-part-4-heap-tuning/]

* Part 5 - Young Generation Garbage Collection [https://blog.codecentric.de/en/2012/08/useful -jvm-
flags-part-5-young-generation-garbage-coll ection/]

e Part 6 - Throughput Collector [https.//blog.codecentric.de/en/2013/01/useful-jvm-flags-part-6-
throughput-collector/]

e Part 7 - CMS Callector [https://blog.codecentric.de/en/2013/10/useful-jvm-flags-part-7-cms-coll ec-
tor/]

» Part 8 - GC Logging [https://blog.codecentric.de/en/2014/01/useful-jvm-flags-part-8-gc-logging/]

Session Manager

Tigase Session Manager is where most of Tigase basic options can be configured, and where many oper-
ations are controlled from. Changes to session manager can effect operations throughout an entire XM PP
installation, so care must be made when changing settings here.

Mobile Optimizations

By default, Tigase employs XEP-0352 Client State Indication which allows for a more streamlined mo-
bile experiencing by allowing the XMPP server to suppress or reduce the number of updates sent to a
client thereby reducing the number of stanzas sent to a mobile client that isinactive. This employment is
contained within the processor ClientStatelndication and is independent from the MobileV1, MobileV2,
MobileV 3 settings.

However, this can be fine tuned by using mobile plugins from Tigase which can be used at the sametime
by adding the following line to the init.propertiesfile:

sess-man/ pl ugi ns-conf/urn\: xnmpp\:csi\: 0/l ogic=tigase. xnpp.inpl.Mbil eVl

Options are:
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MobileV1l

Keeps al presence stanzas in queue until client is active.

MobileV2

This setting delays delivery of presences while client isin inactive state, but only keeps the last presence
for each full jid. Thisisthe default setting for CSl logic.

MobileV3

K eepsthe same presencelogic asMobileV 2, but also queues Message Carbons. Currently not supported
by CSl processor, will cause issues.

Disabling CSI
If you wish to not use the ClientStatel ndication processor, set the following in your init.properties file:
--sm pl ugi ns=-urn: xnpp: csi: 0

A note about Mobile Plugins

Previously, you could enable Mobile optimization logic using --sm-plugins=+Mobile V1.

If you have used these in the past, it is recommended you change your system to use the CSI processor
with the appropriate mobile processing logic.

If you require v3 logic, or do not wish to use CSl, be sure to disable it using the above option.

Thread Pool Counts

Session manager can control the number of available thread pools for each processor. By adding the fol-
lowing line to the init.propertiesfile, the global thread pool can be increased by a specified factor:

sess-man/ smthreads-factor[1]=3

In this case, the global thread poolsisincreased by afactor or 3.
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Chapter 6. Security

The articles here cover advanced security features built into to Tigase Server, and some options for adding
your own levels of security.

XEP-0191 Support

The simplest security feature, however, inside an XMPP server is the ability to block users and JDS.
XEP-0191 [http://xmpp.org/extensions/xep-0191] specifiesthe parameters of simple blocking without us-
ing privacy lists. Below is a breakdown and some sample commands you may find helpful. To enable this
feature, be sure the following isin your init.propertiesfile:

--sm pl ugi ns +urn: xnmpp: bl ocki ng
If you have other plugins running, then just add +urn:blocking to the list to activate this feature.

To confirm if your installation of Tigase supports this feature, a quick disco#info of your server should
reveal the following feature:

<feature var="urn: xnpp: bl ocki ng' />

Blocked users are stored on the server on a per-JID basis, so one user may only see his or her blocked
JDs. Listsof blocked JIDswill return asan 1Q stanzawith alist of <item> fields. To retrieve the blocklist,
the following command is issued:

<iq type='get' id="blockedjids' >
<bl ockl i st xm ns="urn: xnpp: bl ocki ng' />
</ig>

The server responds:

<iq type='result' id='blockedjids'>
<bl ockl i st xm ns="urn: xnmpp: bl ocki ng' >
<itemjid='"userl@omain.net'/>
<itemjid="adm n@xanpl e.com />
</ bl ockl i st>
</ig>

To block aJID, asimilar stanza to the one above is sent to the server with the items of the blocked JIDs
you wish to add:

<iq fron¥ adm n@onai n. net' type='set' id="Dblock'>
<bl ock xm ns="urn: xnpp: bl ocki ng' >
<itemjid='user2@omain.net'/>
</ bl ock>
</ig>

The server will then push an unavailable presence to blocked contacts. Communication between a contact
that is blocked, and an entity that blocked it will result in a <not-acceptable> error:

<nessage type='error' fron¥ user2@onmain.net' to="adm n@onain.net' >
<body>Hel | o, are you online?</body>
<error type='cancel'>
<not - accept abl e xm ns="urn:ietf: parans: xm : ns: xnmpp- st anzas' / >
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<bl ocked xm ns="urn: xnmpp: bl ocki ng: errors'/>
</error>
</ message>

Unblocking a contact is just as easy as blocking, send an unblock stanza to the server:
<iq from" adm n@lomai n. net' type='set' id="unblock'>
<unbl ock xm ns="urn: xmpp: bl ocki ng' >
<itemjid='"user2@omain. net'/>
</ unbl ock>
</ig>

The server will begin pushing presence information to unblocked contacts and resources so long as per-
missions have not changed between.

You may also opt to unblock all contacts and essentially clear out your blocked list using the following
command:

<iq type='set' id="unblockall"'>

<unbl ock xm ns="urn: xnmpp: bl ocki ng' />
</ig>

Server Certificates

 Creating and Loading the Server Certificate in pem Files

* Installing StartCom Certificatein Y our Linux System

Creating and Loading the Server Certificate in pem Files

Server Certificates

Server certificates are needed when you use secure socket connections - SSL/TLS.

For secure socket connection a proper certificate is needed. Y ou can either generate your own self-signed
certificate or obtain certificate from trusted third party organization.

Here are steps how to obtain certificate from atrusted organization.

Generating your Own Certificates

Self-signed certificates can be generated easily on a Linux system. Although it may not be considered a
‘trusted' certificate authority, it can be useful to test server installations. We do not recommend regular
use of self-signed certificates.

Note that Tigase v5.0 and later can automatically create self signed PEM filesif needed. However we will
cover doing this process by hand.

Thistutorial assumes you are running a Linux-based operating system with access to command shell, and
the 'Openssl’ package is installed on the system.

The processtakesthe following steps: 1. Create alocal private key. Thisfile endswith .key extension. Itis
recommended to create a new private key for the process. 2. Generate a certificate request. Thisfile ends
with the .csr extension and is the file sent to the Certificate Authority to be signed. 3. CA signs private
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key. This can be done by your own computer, but can also be done by private CAsfor afee. 4. Resultsare
obtained from the CA. Thisis a.crt file which contains a separate public certificate. 5. Combine the .csr
and .crt fileinto aunified .pem file. Tigase requires keys to be non-password protected PEM files.

Generatelocal private key.
openssl genrsa --out[donain.comkey] 1024

This command generates a private key using a 1024 bit RSA algorithm. -out designates the name of the
file, in this case it will be domain.com.key. The exact name is not important, and the file will be created
in whatever directory you are currently in.

Generate a certificate request:
openssl req --nodes --key donmai n.com key --out donmai n.com csr

This command generates a certificate request using the file specified after -key, and the result file will be
domain.com.csr. You will be asked a series of questions to generate the regquest.

Country Name (2 letter code) [AU]:AU

State or Province Nane (full name) [ Sone-State]: Sonest ate

Locality Name (eg, city) []:Your city name

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: Conpany nane
Organi zational Unit Nane (eg, section) []:Department or any unit

Common Nane (eg, YOUR nane) []:*.yourdomain.com

Emai | Address []:your_ennil _address@onedomnai n. com

Pl ease enter the following -"extra' attributes
to be sent with your certificate request

A chal | enge password []:

An optional conmpany name []:

SigntheCertificateRequest:  Now the.csr filewill besigned by aCertificate Authority. Inthistutorial,
we will be self-signging our certificate. This practice however is generally not recommended, and you
will receive natifications that your certificate is not trusted. There are commercia offers from companies
to sign your certificate from trusted sources. Please see the Certificate From Other Providers section for
more information.

openssl x509 --req --days 365 --in domai n.comcsr --signkey donain.comkey --out d

This command signsthe certificate for 365 days and generates the domain.com.crt file. Y ou can, of course
use any number of daysyou like.

Generate PEM file.  You should now have the following files in the working directory: ..\
domain.com.key domain.com.csr domain.com.crt

cat yourdomai n.comcrt yourdonain.com key > yourdomai n.com pem

If the certificate is issued by third-party authority you will have to attach the certificate chain, that being
certificate of the authority who has generated your certificate. Y ou normally need to obtain certificates
for your chain from the authority who has generated your certificate. For example, if you have a certifi-
cate from XMPP federation you need to download StartCom root certificate [http://www.startssl.com/
certs/ca.pem] and intermediate ICA certificate [http://www.startssl.com/certs/sub.classl.server.ca.pem].
In such cases the pem fileis created using following command:

cat yourdomain.comcrt yourdonai n.com key sub. classl. xnpp.ca.crt ca.crt > yourdonma
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The result file should looks similar to:

----- BEG N CERTI FI CATE- - - - -
M | G TCCBeWjAW BAgl DAOAZMAOGCSGGS! b3DQEBBQUAM GVMQs wCQYDVQQGEW] J

pSLgw PnSLSMUNI r 8yQnhy4=

----- END CERTI FI CATE- - - - -

----- BEG N RSA PRI VATE KEY-----

WA1J33J1 | G pZGRpbnthl SEKSSBkb24ndCBza®3I H vdSBvdXl gcHIpdnF0ZSBr

ZXkhl SEhCkNy ZWFOZSB5b3Vy | GO3bi A7KSA7KSA7KQo=

----- END RSA PRI VATE KEY-----

----- BEG N CERTI FI CATE-- - - -

M | Hy TCCBbGgAW BAgl BATANBgkghki GOw0BAQUFADBI M WCQYDVQQGEWI J TDEW

xV/ st eh
----- END CERTI FI CATE- - - - -

For Tigase server aswell as many other servers (Apache 2.x), the order isfollowing; your domain certifi-
cate, your private key, authority issuing your certificate, root certificate.

Note! Tigase requires full certificate chain in PEM file (described above)! Different applications
may require pem file with certificates and private key in different order. So the same file may not
be necessarily used by other serviceslike Web server or e-mail server. Currently, Tigase can auto-
matically sort certificatesin PEM file while loading it.

Installing/Loading Certificate To the Tigase Server

From version 3.1.0-b802 of Tigase server, installing and loading certificatesis very easy. The server can
load all certificates directly from pem files. You just need to create a separate pem file for each of your
virtual domainsand put thefilein adirectory accessible by the server. Tigase server can automatically load
all pem files found in given directory. By default, and to make things easy, we recommend the Tigase/
certs directory.

Certificate From Other Providers

Thereis number of certificate providers offering certificates either for free or for money. Y ou can use any
of them, however you have to be aware that sometimes certificates might not be recognized by all XMPP
servers, especialy if it's one from anew provider. Here is an example list of providers:

» CAcert [https://lwww.cacert.org/] - free certificates with an excellent Web GUI for managing generated
certificates and identities.

 StartCom [https://www.startssl.com/] - both free and paid certificates, class 1, 2 and 3. Very good GUI
for managing certificates and identities.

 Verisign [https:.//www.verisign.com/] - very expensive certificates comparing to above provides but
the provider is recognized by everybody. If you have a certificate from Verisign you can be sure it is
identified asavalid certificate.
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e Comodo Certificate Authority [http://www.comodo.com/business-security/digital-certificates/ssl-
certificates.php] offers different kind of commercial certificates

To obtain certificate from athird party authority you have to go to its website and request the certificate
using certificate request generated above. | cannot provide any instructionsfor this as each of the providers
listed have different requirements and interfaces.

Using one certificate for multiple domains

By default, each virtual hosts will require it's own certificate. However, if you choose to use one cer-
tificate for all virtual hosts, Tigase supports that option. For example, if you have hostl.example.net,
host2.example.net, and host3.example.net each vhost will need some configuration:

basi c-conf/virtual - hosts-cert-host1l. exanpl e. net =/ hone/ ti gase/ certs/ host 1. pem
basi c-conf/virtual - hosts-cert-host 2. exanpl e. net =/ hone/ ti gase/ cert s/ host 2. pem
basi c-conf/virtual - hosts-cert-host 3. exanpl e. net =/ hone/ ti gase/ cert s/ host 3. pem

This may be time consuming if you have many Vhosts, or expect to generate many more. The good news
is, now one certificate can be used for ALL Vhosts using the following configuration line:

basi c-conf/virt-hosts-cert-*.exanpl e.net=/hone/tigase/certs/certificate.pem

Now any Vhosts created will usethe same certificate located at /home/tigase/certg/certificate.pem. NOTE:
Thisisan al or nothing option, if you wish to customize each Vhost, you will need to do so individually.

Tigase Server Configuration for 5.1.0 and older

Starting from version 5.1.0 and newer it's not needed to use external libraries nor extra configuration
in the init.properties file. With this version Tigase uses, loaded by default thus no need to configure it,
following class:

--ssl-contai ner-cl ass=ti gase. i 0. SSLCont ext Cont ai ner

Older versions require different configurations. In order to be able to load server certificates directly from
pem filesyou need to have tigase-extr as package installed in your server libs/ directory in version at least
0.1.0. If you use a Tigase server binary package other than mini, thislibrary isincluded by default. If you
haven't changed anything in your XML configuration file, put following linein your initial.propertiesfile:

--ssl-container-cl ass=ti gase. extras. i o. PEMSSLCont ext Cont ai ner

Copy al your pem files with certificates into certs/ subdirectory in Tigase server installation, stop the
server, remove XML configuration file and start the server. XML configuration will be automatically
regenerated with the new SSL Container used by all components and all certificates will be automatically
loaded.

If you have changed your XML configuration file, and do not want to lose those changes, you
will now have to manually change the existing SSLContainer class with the new one. Just re-
place all occurrences of the default SSLContainer - tigase.io.SSLContextContainer with the new -
tigase.extras.io.PEM SSL ContextContainer, copy al your pem files with certificates into certs/ subdirec-
tory in Tigase server installation and restart the server.

Installing LetsEncrypt Certificates in Your Linux System

LetsEncrypt is atrusted CA that provides free security certificates. Unlike previously self-signed certifi-
cates, we can use LetsEncrypt Certificates to certify your domains from a trusted source. To do this, re-
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mote into the server hosting Tigase, or login to the computer locally and begin to install git if that is not
already on the system.

sudo apt-get install git
Once the machine installs git, use the following command to download the LetsEncrypt Tools.
sudo git clone https://github.conlletsencrypt/|etsencrypt -/opt/letsencrypt

Thiswill download the tools into the computers' /opt/letsencrypt directory. Y ou will now need to generate
the certificates using this tool using the next command.

sudo --H -./letsencrypt-auto certonly ---standal one --d donai n. com

where domain.com is your currently hosted domain. Be sure that port 443 is forwarded to this computer,
and that proper A and DNS records are registered for your domain.

Note

Letsencrypt does not alow for wildcards in the domain name, you will need to generate certifi-
cates for each subdomain you wish certified by the CA.

Those certificates will be created and will be stored in /etc/letsencrypt/live/$domain and you will need
admin privliadges to see them.

sudo --i

kkhkkkkkhkkkk*k

cd -/etc/letsencrypt/livel/ $domain
I's

cert. pem chai n. pem ful | chai n. pem pri vkey. pem

In that directory, you will find four certificates: - cert.pem - chain.pem - fullchain.pem - privkey.pem
For Tigase, we are only concerned with privkey.pem contents. Copy that certificate to another directory.
cp privkey. pem -/ hone/ user

At this point we will need to obtain the root and intermediate certificates, this can be done by downloading
these certificates from the LetsEncrypt website [ https://letsencrypt.org/certificates/].

Alternatively, you may obtain them using wget:

wget https://letsencrypt.org/certs/isrgrootxl. pem
wget https://letsencrypt.org/certs/|etsencryptauthorityx3. pem

These are the root certificate, and the intermediate certificate signed by root certificate. NOTE: IdenTrust
cross-signed certificate will not function properly.

Take the contents of your privkey.pem, and combine them with the contents of isrgrootx1.pem and
letsencryptauthorityx3.pem into asingle pem certificate. Y ou may wish to namethefile after your domain
such as mydomain.com.pem. Y our certificate should look something like this:

----- BEG N PRI VATE KEY-- - - -
M | Evgl BADANBgkghki GOWOBAQEFAASCBKgwyg Sk AgEAACI BAQDAUAGqKU7Z40do
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0989F9AbW 1mNmy RoScy gMxo

----- END PRI VATE KEY- - -- -

----- BEG N CERTI FI CATE- - - - -

cmNol Edy b3VIWMVRUWEWYDVQQDEWX JULIHI FJvb3QgWDEWHhc NMTUWM] AOMTEWNDIVA

Tz ELMAk GALUEBhMCVWIKKTAnBgNVBAOTI El udGVybmVol FNI Y3VyaXR51 FJI c2Vh
----- END CERTI FI CATE- - - - -

----- BEG N CERTI FI CATE- - - - -

FhpodHRWG 8vY3BzLnx!l dHNI bimNy e XBOL By Zz CBawY! KwYBBQUHAg! wgZ4MyZt U

brcgUGFydd | cyBhbmQgb25seSBpbi BhY2NvenRhbmNl | HApdGggdGnl | ENI cnRp
----- END CERTI FI CATE- - - - -

Place that certificate into your /certs folder of Tigase, and installation of this certificate is done.

Y ou will need to do thisfor all subdomainsyou wish to have a certificate for, however, you may be ableto
import the root and intermediate certificates to your keystore to avoid having to paste the chain certificates
for each subdomain.

Warning

LetsEncrypt certificates expire 90 days from issue and need to be renewed in order for them to
remain valid!

Including letsencrypt cert.pem

For some installations, you may need to a so include the cert.pem contents into your certificate chain to
avoid handshake errors. Y ou will then have 4 certificates in your domain.com.pem file. Be sure the order
isasfollows: cert.pem, privkey.pem, isgrootx1.pem, then letsencryptauthorityx3.pem

If you moved all certsto asingle directry, you may combine them using the following command in a* nix
operating system.

cat -./cert.pem-./privkey.pem-./|etsencryptauthorityx3.pem-./isrgrootxl.pem> n

Custom Authentication Connectors

This article presents configuration options available to the administrator and describe how to set Tigase
server up to use user accounts data from a different database.

The first thing to know is that Tigase server always opens 2 separate connections to the database. One
connection is used for user login data and the other is for all other user data like the user roster, vCard,
private data storage, privacy listsand so on...

In this article we still assume that Tigase server keeps user data in it’'s own database and only login data
isretrieved from the external database.

At the moment Tigase offers following authentication connectors:

* 'mysql’, 'pgsql’, 'derby’ - standard authentication connector used to load user login data from the main
user database used by the Tigase server. In fact the same physical implementation is used for all JDBC
databases.

e 'drupal’ - is the authentication connector used to integrate the Tigase server with Drupal CMS [http://
drupal.org/].
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« 'libresource’ - is the authentication connector used to integrate the Tigase server with Libresource Col-
|aboration platform [http://dev.libresource.org/].

* 'tigase-auth' - is the authentication connector which can be used with any database. It executes stored
procedures to perform all actions. Therefore it is a very convenient way to integrate the server with
an external database if you don’t want to expose the database structure. Y ou just have to provide a set
of stored procedures in the database. While implementing all stored procedures expected by the server
might be a bit of work it allows you to hide the database structure and change the SP implementation
at any time. You can add more actions on user login/logout without restarting or touching the server.
And the configuration on the server sideis very simple. For detailed description of thisimplementation
please refer to Tigase Auth documentation.

* 'tigase-custom' - isthe authentication connector which can be used with any database. Unlikethe 'tigase-
auth' connector it allows you to define SQL queriesin the configuration file. The advantage of thisim-
plementation isthat you don’t have to touch your database. Y ou can use either simple plain SQL queries
or stored procedures. The configurationismoredifficult asyou haveto enter carefully all SQL queriesin
the config file and changing the query usually involves restarting the server. For more details about this
implementation and all configuration parameters please refer to Tigase Custom Auth documentation.

As always the simplest way to configure the server is through the init.properties file. In the article de-
scribing this file you can find long list with al available options and all details how to handle it. For the
authentication connector setup however we only need 2 options:

» '--auth-db = connector’
» '--auth-db-uri = database connection url'

If you happen to keep the user data in the same database as user authentication data you can even skip
the second parameter as Tigase automatically assumes settings from the '--user-db-uri' it "--auth-db-uri'
ismissing.

"--auth-db-uri* stored a standard JDBC connection URL and is exactly the same as for all other settings.
For example if you store authentication datain a'drupa’ database on 'localhost' the URL might look like:
--auth-db-uri = jdbc:mysqgl://1ocal host/drupal ?user =user &asswor d=passwd

'--auth-db' stored just a connector name or connector implementation class. For convenience Tigase has
predefined short names for the most common connectors but you can always use the class name if you
know it. You have to use a class name if you want to attach your own authentication connector. The
following 2 settings are equal:

--aut h-db

ti gase-auth

--aut h-db ti gase. db.jdbc. Ti gaseAut h

In the same exact way you can setup connector for any different database type:
--auth-db = drupal

--auth-db = tigase-custom

Y ou can normally skip configuring connectors for the default Tigase database format: 'mysql’, 'pgsgl’ and
‘derby’ as they are applied automatically if the parameter is missing.

One more important thing to know is that you will have to modify '--user-db-uri' if you use a custom
authentication connector. This is because if you retrieve user login data from the external database this
external database is usually managed by an external system. User accounts are added without notifying
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Tigase server. Then, when the user logsin and tries to retrieve the user roster, the server can not find such
auser in the roster database.

To keep user accounts in sync between the authentication database and the main user database you have
to add following option to the end of the database connection URL: "autoCreateUser=true’.

For example:
--user-db-uri=jdbc: nmysql://1ocal host/tigasedb?user =nobody&passwor d=pass&aut oCr eat e

If you areinterested in even further customizing your authentication connector by writing your own queries
or stored procedures, please have alook at 2 following guides:

» Tigase Auth guide

 Tigase Custom Auth guide

Tigase Auth Connector

The Tigase Auth connector with shortcut name: tigase-auth is implemented in the class:
tigase.db.jdbc. TigaseAuth [https://projects.tigase.org/proj ects/tigase-server/repository/changes/src/main/
javaltigase/db/jdbc/TigaseAuth.java]. It allows you to connect to any external database to perform user
authentication. Y ou can find more details how to setup a custom connector in the Custom Authentication
Connectors guide.

To make this connector working you have to prepare your database to offer set of stored procedures for
Tigase server to perform all the authentication actions. The best description is the example schema with
all the stored procedures defined. Please refer to the Tigase SVN repository [https://projects.tigase.org/
projects/tigase-server/repository/revisions/master/show/database] for the schema definition files.

Files with the stored procedures implementations are located in postgresgl-schema-4.sql [https./
projects.tigase.org/projects/tigase-server/repository/revisions/master/show/database] file for PostgreSQL
database.

The absolute minimum of stored procedures you have to implement is:

» TigUserL oginPlainPw - to perform user authentication. The procedureis always called when the user
tries to login to the XM PP server. Thisis the only procedure which must be implemented and actually
must work.

e TigUserL ogout - to perform user logout. The procedure is always called when the user logouts or dis-
connects from the server. This procedure must be implemented but it can be empty and can do nothing.
It just needs to exist because Tigase expect it to exist and attempts to call it.

With these 2 above stored procedures you can only perform user login/logouts on the external database.
You can't register a user account, change user password or remove the user. In many cases thisisfine as
all the user management is handled by the external system.

If you however want to allow for account management via XM PP you have to implement also following
procedures:

» TigAddUser PlainPw - to add a new user account
» TigRemoveUser - to remove existing user account

e TigUpdatePasswordPlainPw - to change a user password for existing account

85


https://projects.tigase.org/projects/tigase-server/repository/changes/src/main/java/tigase/db/jdbc/TigaseAuth.java
https://projects.tigase.org/projects/tigase-server/repository/changes/src/main/java/tigase/db/jdbc/TigaseAuth.java
https://projects.tigase.org/projects/tigase-server/repository/changes/src/main/java/tigase/db/jdbc/TigaseAuth.java
https://projects.tigase.org/projects/tigase-server/repository/revisions/master/show/database
https://projects.tigase.org/projects/tigase-server/repository/revisions/master/show/database
https://projects.tigase.org/projects/tigase-server/repository/revisions/master/show/database
https://projects.tigase.org/projects/tigase-server/repository/revisions/master/show/database
https://projects.tigase.org/projects/tigase-server/repository/revisions/master/show/database
https://projects.tigase.org/projects/tigase-server/repository/revisions/master/show/database

Security

Tigase Custom Auth Connector

The Tigase Custom Auth connector with shortcut name: tigase-custom is implemented in
the class: tigase.db.jdbc.TigaseCustomAuth [https://projects.tigase.org/projects/tigase-server/reposito-
ry/changes/src/main/javaltigase/db/jdbc/ TigaseCustomAuth.java). It allowsyou to connect to any external
database to perform user authentication and use a custom queries for al actions.

You can find more details how to setup a custom connector in the Custom Authentication Connectors
guide.

The basic configuration is very simple:

--auth-db = tigase-custom
--auth-db-uri = jdbc:nmysql://1ocal host/drupal ?user =user &asswor d=passwd

That'sit.

The connector loads correctly and starts working using predefined, default list of queries. In most cases
you also might want to define your own queriesin the configuration file. The shortest possible description
is the following example of the content from the init.propertiesfile:

# This query is used to check connection to the database, whether it is still aliv
basi c- conf/ aut h-r epo- par ans/ conn-val i d- query=sel ect 1

# This is database initialization query, normally we do not use it, especially in
# clustered environment
basi c-conf/ aut h-repo-parans/init-db-query=update tig_users set online_status =0

# Bel ow query perfornms user authentication on the database |evel.

# The Tigase server does not need to know authentication algorithmor password

# encoding type, it sinmply passes user id (BareJID) and password in form

# which was received fromthe client, to the stored procedure. If the

# aut hentication was successful the procedure returns user bare JID or null otherw
# The Ti gase checks whether the JID returned fromthe query nmatches

# JID passed as a paranmeter. If they match, the authentication is successful.

basi c- conf/ aut h-r epo- par ans/ user -1 ogi n-query={ call TigUserLoginPlainPwm?, -?) -}

# Bel ow query returns nunber of user accounts in the database, this is mainly used
# for the server nmetrics and nonitoring conponents.
basi c- conf/ aut h-r epo- par ans/ user s- count - query={ call Ti gAl|l UsersCount() -}

# Bel ow query is used to add a new user account to the database
basi c- conf/ aut h-r epo- par ans/ add- user - query={ call Ti gAddUserPl ai nPWm?, -?) -}

# Bel ow query is used to rempve existing account with all user's data fromthe dat
basi c- conf/ aut h-r epo- par ans/ del -user-query={ call Ti gRenoveUser(?) -}

# This query is used for the user authentication if -"user-1ogin-query" is not def
# that is if there is no database | evel user authentication algorithmavailable. I
# a case the Tigase server | oads user's password fromthe database and conpares it
# wth data received fromthe client.

basi c- conf/ aut h-r epo- par ans/ get - passwor d- quer y=sel ect user_pw fromtig_users where

# Bel ow query is used for user password update in case user decides to change his
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basi c- conf/ aut h-r epo- par ans/ updat e- passwor d- quer y=update ti g_users set user_pw = -

# Bel ow query is called on user |ogout event. Usually we use a stored procedure wh
# records user logout tine and marks user as offline in the database
basi c- conf/ aut h-r epo- par ans/ user - | ogout - quer y=update ti g _users, set online_status

# This is configuration setting to specify what non-sasl authentication mechani snms
# expose to the client
basi c- conf/ aut h-r epo- par ans/ non- sasl| - mrechs=passwor d, di gest

# This is configuration setting to specify what sasl authenticati on nechani sns exp
basi c- conf/ aut h-r epo- par ans/ sasl - mechs=PLAI N, DI GEST- MD5

Queriesare defined in the configuration file and they can be either plain SQL queries or stored procedures.
If the query startswith characters: '\{ call' then the server assumesthisisastored procedure call, otherwise
it is executed as a plain SQL query. Each configuration value is stripped from white characters on both
ends before processing.

Please don't use semicolon ';' at the end of the query as many JDBC drivers get confused and the query
may not work.

Some queries can take arguments. Arguments are marked by question marks'? in the query. Refer to the
configuration parameters description for more details about what parameters are expected in each query.

The first example shows how to put a stored procedure as a query with 2 required parameters.
add-user-query={ call TigAddUserPl ai nPwW(?, -?) -}

The same query with plain SQL parameters instead:

add-user-query=insert into users (user_id, password) values (?, -7?)

The order of the query arguments is important and must be exactly as described in specification for each
parameter.

« ‘conn-valid-query' - Query executing periodically to ensure active connection with the database.
Takes no arguments.
Example query: 'select 1'
* 'init-db-query' - Database initialization query which isrun after the server is started.
Takes no arguments.
Example query: 'update tig_users set online_status = 0'
* ‘add-user-query' - Query adding a new user to the database.
Takes 2 arguments: (user_id (JID), password)
Example query: 'insert into tig_users (user_id, user_pw) values (?, ?)'
* 'del-user-query’ - Removes a user from the database.
Takes 1 argument; (user_id (JID))

Example query: 'delete from tig_users where user_id = ?
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* 'get-password-query' - Retrieves user password from the database for given user_id (JID).
Takes 1 argument: (user_id (JID))
Example query: 'select user_pw from tig_users where user_id =7
* 'update-password-query' - Updates (changes) password for agiven user_id (JID).
Takes 2 arguments: (password, user_id (JID))
Example query: 'update tig_users set user_pw = ?where user_id="7?

* 'user-login-query' - Performs user login. Normally used when thereisaspecial SP used for this purpose.
Thisisan alternative way to amethod requiring retrieving user password. Therefore at | east one of those
queries must be defined: user-login-query or get-password-query.

If both queries are defined then user-login-query is used. Normally this method should be only used
with plain text password authentication or sadl-plain.

Tigase expects a result set with user_id to be returned from the query if login is successful and empty
results set if the login is unsuccessful.

Takes 2 arguments: (user_id (JID), password)
Example query: 'select user_id from tig_users where (user_id = ?) AND (user_pw =?)'

* 'user-logout-query' - This query is called when user logs out or disconnects. It can record that event
in the database.

Takes 1 argument: (user_id (JID))
Example query: 'update tig_users, set online_status = online_status- 1 where user_id =7

* 'non-sasl-mechs - Comma separated list of NON-SASL authentication mechanisms. Possible mecha-
nisms are: password and digest. The digest mechanism can work only with get-password-query active
and only when password are stored in plain text format in the database.

 'sad-mechs - Comma separated list of SASL authentication mechanisms. Possible mechanisms are
al mechanisms supported by Java implementation. The most common are: PLAIN, DIGEST-MD5,
CRAM-MDS5.

"Non-PLAIN" mechanisms will work only with the get-password-query active and only when pass-
words are stored in plain text format in the database. Application: Tigase Server

Drupal Authentication

Currently, we can only check authentication against a Drupal database at the moment. Full Drupal au-
thentication is not implemented as of yet.

As Drupal keeps encrypted passwords in database the only possible authorization protocols are those
based on PLAIN passwords.

To protect your passwords Tigase server must be used with SSL or TL S encryption.

Implementation of a Drupal database based authorization is located in tigase.db.jdbc.Drupal Auth class.
Although this classis capable of adding new usersto the repository | recommend to switch in-band regis-
tration off due to the caching problemsin Drupal. Changesin database are not synchronized with Drupal
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yet. Functionality for adding new usersisimplemented only to ease user accounts migration from different
repository types from earlier Tigase server installations.

The purpose of that implementation was to allow all accounts administration tasks from Drupal like:
account creation, all accounts settings, like e-mail, full name, password changes and so on.

Tigase server uses following fields from Drupal database: name (user account name), pass (user account
password), status (status of the account). Server picks up all changesinstantly. If user statusis not 1 then
server won't allow user to login trough XM PP even if user provides valid password.

There is no Roster management in Drupal yet. So Roster management have to be done from the XMPP
client.

LDAP Authentication Connector

From version 5.1.0, rev. (build) 2881 Tigase XM PP Server offers support for authenticating users against
an LDAP server in Bind Authentication mode.

Configuration for the LDAP support isreally ssimpleyou just have to add afew linesto your init.properties
file.

# LDAP Aut henti cation connector

--auth-db = tigase. db. | dap. LdapAut hProvi der

# LDAP connection UR

--aut h-db-uri=ldap://Idap.tigase. com 389

# LDAP access paraneters

basi c- conf/ aut h-r epo- par ans/ user - dn- patt er n=cn=USER | D, ou=peopl e, dc=ti gase, dc=or g

Please note the USER _I D element, thisis a special element of the configuration which is used to authen-
ticate particular user. Tigase L DAP connector replacesit with appropriate data during authentication. Y ou
can control what Tigase should put into this part. In your configuration you must replace this string with
one of the following:

1. %1%s- use user name only for authentication (Jabberl D’ s local part)
2. % 2%s - use domain name only for authentication (JabberlD’s domain part)

3. % 3%s - use the whole Jabber 1D (JID) for authentication

Configuration of SASL EXTERNAL

In order to enable SASL External add following line to the init.propertiesfile
c2s/clientCert CA=/ pat h/to/ cacert. pem

File cacert.pem contains Certificate Authority certificate which is used to sign clients certificate.
Client certificate must include user’ s Jabber 1D as XmppAddr in subjectAltName:

As specified in RFC 3920 and updated in RFC 6120, during the stream negotiation pro-
cess an XMPP client can present a certificate (a “client certificate”). If a JabberID is
includedinaclient certificate, it isencapsulated as an id-on-xmppAddr Object Identifier
(“xmppAddr”), i.e., a subjectAltName entry of type otherName with an ASN.1 Object
Identifier of “id-on-xmppAddr” as specified in Section 13.7.1.4 of RFC 6120.

IXEP-0178 [http://xmpp.org/extensions/xep-0178.html#c2s]
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It is possible to make client certificate required:
c2s/clientCertRequired] B] =true

If this option will be enabled, then client must provide certificate. This certificate will be verified against
c2s/clientCertCA. If client does not provide certificate or certificate will be invalid, TLS handshake will
be interrupted and client will be disconnected.

Using this options does not force client to use SASL EXTERNAL. Client still may authenticate with other
SASL mechanisms.

Packet Filtering

Tigase offers different ways to filter XMPP packets flying through the server. The most common use
for packet filtering isto restrict users from sending or receiving packets based on the sender or received
address.

There are aso different possible scenarios: time based filtering, content filtering, volume filtering and so
on.

All pagesin this section describe different filtering strategies.

Domain Based Packet Filtering

Domain based packet filtering is a simple filter allowing to restrict user communication based on the
source/destination domain name. Thisis especially useful if we want to limit user communication within
asingle - own domain only or alist of domains.

A company might not wish to allow employers to chat during work hours with anybody in the world. A
company may also have afew different domains used by different branches or departments. An adminis-
trator may restrict communication to alist of domains.

Introduction

Therestriction is on a per-user basis. So the administrator can set a different filtering rules for each user.
Thereisalso aper-domain configuration and global -install ation setting (applied from most general to most
specific, i.e. from installation to user).

Regular users can not change the settings. So this is not like a privacy list where the user control the
filter. Domain filter can not be changed or controlled by the user. The system administrator can change
the settings based on the company policy.

There are predefined rules for packet filtering:

1. ALL - user can send and receive packets from anybody.

2. LOCAL - user can send and receive packetswithinthe server installation only and all it’ svirtual domains.
3. OMN - user can send and receive packets within his own domains only

4. BLOCK - user can't communicate with anyone. This could be used as a means to temporarily disable
account or domain.

5. LI ST - user can send and receive packets within listed domains only (i.e. whitelist).

6. BLACKLI ST - user can communicate with everybody (like ALL), except contacts on listed domains.

90



Security

7. CUSTOM- user can communicate only within custom created rules set.

Whitelist (LI ST) and blacklist (BLACKLI ST) settings are mutually exclusive, i.e. at any given point of
time only one of them can be used.

Those rules applicable to particular users are stored in the user repository and are loaded for each user
session. If there are no rules stored for aparticular user server triesto apply rulesfor aVHost of particular
user, and if thereisno VHost filtering policy server usesglobal server configuration. If thereisno filtering
policy altogether server applies defaults based on following criteria:

1. If thisis Anonymous user then LOCAL ruleisapplied

2. For al other users ALL ruleisapplied.

Configuration

Filtering is performed by the domain filter plugin which must be loaded at startup time. It is loaded by
default if the pluginslist is not set in the configuration file. However if you have alist of loaded plugins
in the configuration file make sure domain-filter ison thelist.

There is no other configuration required for the plugin to work.

Administration, Rules Management

Although controlling domain filtering rulesis possible for each user separately, it isnot practical for large
installations. In most cases users are stored in the database and a third-party system keeps all the user
information.

To change the rule for a single user you can use loadable administration scripts fea
ture and load UserDomainFilter.groovy [https.//projects.tigase.org/projects/tigase-server/repository/revi-
sions/master/entry/src/main/groovy/tigase/admin/UserDomainkilter.groovy] script. It enables modifying
rulesfor agiven user JD.

Implementation

If you have a third party system which keeps and manages all user information than you probably have
your own UserRepository implementation which allows the Tigase server to access user data. Filtering
rules are loaded from user repository using following command:

repo. get Data(user _id, null, DomainFilter. ALLONED DOVAI NS KEY, null)
repo. getData(user_id, null, DomainFilter. ALLOAED DOVAI NS LI ST_KEY, null)

Where user_id is user Jabber ID without resource part, DomainFilter ALLOWED_DOMAINS KEY
isaproperty key: "allowed-domains'. The user repository MUST return one of following only:

1. ALL - if the user is allowed to communicate with anybody
2. LOCAL - if the user is alowed to communicate with users on the same server installation.
3. OMN - if the user is allowed to communicate with users within his own domain only.

4. LI ST - list of domains within which the user is allowed to communicate with other users. No wild-
cards are supported. User’s own domain should be included too.

5. BLACKLI ST - list of domains within which the user isNOT allowed to communicate with other users.
No wild-cards are supported. User’s own domain should NOT be included.
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6. CUSTOM- list of rules defining custom communication permissions (server processes stanza according
to first matched rule, similar to XEP-0016) in the following format:

rul eSet = rul el;rul e2;ruleX;
rul e = order_nunber| policy| U D_type[| U D

order _nunber = any integer;

policy = (allow deny);

UDtype = [jidldomain|all];

U D = user JID or domain, for exanple pubsub@est.com if UDtype is ALL then thi

For example:

1| al | ow sel f;

2|allowjidl adm n@est?2.com
3lallowjid| pubsub@est.com
4| deny| al I ;

1. nul | -ajavanull if there are no settings for the user.

In case of LI ST and BLACKLI ST filtering options, it's essential to provide list of domains
for the whitelisting/blacklisting. DomainFilter ALLOWED_DOMAINS LIST_KEY is a property
key: "alowed-domains-list". The user repository MUST return semicolon separated list of domains:
domai nl. com domai n2. com domai n3. or g

The filtering is performed by thet i gase. xnpp. i npl . Dorai nFi | t er [https:/projects.tigase.org/

projects/tigase-server/repository/revisions/master/entry/src/main/javaltigase/xmpp/
impl/DomainkFilter.javal plugin. Please refer to source code for more implementation details.

Access Control Lists in Tigase

Tigase offers support for Access Control List (ACL) to alow for fine grained access to administration
commands on the server.

By default, all administration commands are only accessible (visible through service discovery and can be
executed) by the service administrators. Service administrators are existing accountswith J Ds (Bar eJI Ds)
listed in the init.properties file under --admins.

Additionally, other XM PP users and entities can be assigned permissions to execute a command or com-
mands using Tigase' s ACL capabilities.

Thefollowingisalist of possible ACL modifiers for administrator command accessibility:
» ALL - Everybody can execute the command, even users from different federated servers.

 ADMIN - Loca server administrators can execute the command, thisis a default setting if no ACL is
set for a command.

« LOCAL - All users with accounts on the local server can execute the command. Users from other,
federated servers will not be able to execute the command.

 DOMAIN - Only users with accounts on the selected domain will be able to execute the command. It
may be useful to setup adomain specifically for admin accounts, and automatically all users within that
domain would be able to run the command.
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e JID - Comma separated list of JIDs of users who can execute the command.

In any case, regardiess of ACL settings, any command can be executed and accessed by the designated
service wide administrators, that is accounts listed as admins in the init.propertiesfile.

Multiple ACL modifiers can be combined and applied for any command. This may not always makes
sense. For example ALL supersedes all other settings, so it does not make sense to combine it with any
other modifier. However, most others can be combined with JID to broaden access to specific accounts.

On Tigase server the Access Control List is checked for the first matching modifier. Therefore if you
combine ALL with any other modifier, anybody from a local or remote service will aways be able to
execute the command, no matter what other modifiers are added.

Please note, the ACL listswork on the command framework level. Accessis verified before the command
isactually executed. There might be additional access restrictions within acommand itself. In many cases,
evenif al local usersare permitted to execute acommand (LOCAL modifier), some commandsallow only
to be executed by a domain owner or a domain administrator (and of course by the service-wide admin-
istrators as well). All the commands related to a user management such as adding a new user, removing
a user, password changes, etc... belong to this category. When conducting domain (vhost) management,
creation/registration of a new domain can be done by any local user (if LOCAL ACL modifier is set)
but then all subsequent domain management tasks such as removing the vhost, updating its configuration,
setting SSL certificate can be done by the domain owner or administrator only.

The ACL list is set for a specific Tigase component and a specific command. Therefore the configuration
property must specify all the details. So the general format for configuring ACL for acommand is this:

comp-id/command/command-id=ACL_modifier, ACL_modifier, ACL_modifier

The breakdown is as such:

» comp-id isthe Tigase server component ID such as: sess-man, vhost-man, c2s, etc..

» command is a static text which indicates that the property is for component’s command settings.

» command-id is a command ID for which we set the ACL such as query-dns, http://jabber.org/proto-
col/admin#add-user, user-roster-management, etc...

Here are afew examples:
Allowing local usersto create and manage their own domains

vhost - man/ command/ conp-r epo-it em add=LOCAL
vhost - man/ command/ conp-repo-item renmove=LOCAL
vhost - man/ command/ conp- r epo-i t em updat e=LOCAL
vhost - man/ conmand/ ssl -certifi cat e- add=LOCAL

In fact al the commands except item-add can be executed by the domain owner or administrator.
Allowing local usersto execute user management commands:

sess-man/ conmand/ http\://j abber. or g/ prot ocol / adm n#add- user =LOCAL

sess-man/ conmand/ htt p\://j abber. or g/ prot ocol / adm n#change- user - passwor d=LOCAL
sess-man/ command/ http\://j abber. or g/ prot ocol / adm n#del et e- user =LOCAL

sess-man/ conmmand/ htt p\://j abber. or g/ prot ocol / adm n#get - onl i ne-users-1i st =LOCAL
sess-man/ command/ http\://j abber. or g/ prot ocol / adm n#get - r egi st er ed- user-1i st =LOCAL
sess-man/ command/ http\://j abber. or g/ prot ocol / adm n#user - st at s=LOCAL

sess-man/ conmmand/ htt p\://j abber. or g/ prot ocol / adm n#get - onl i ne-users-1i st =LOCAL
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As in the previous example, the commands will by executed only by local users who are the specific
domain administrators.

Allowing users from a specific domain to execute query-dns command and some other users for given
JIDs from other domains:

vhost - man/ command/ quer y- dns=DOMAI N: t i gase. com adm n@ i gase. or g, frank@xanpl e. com

To be ableto set acorrect ACL property you need to know component names and command I1Ds. Compo-
nent IDs can be found in the service discovery information on running server or in the server logs during
startup. A command ID can be found in the command script source code. Each script contains a list of
metadata at the very beginning of it's code. One of them is AS:Commandld which is what you have to
use for the ACL setting.
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Chapter 7. Database Management

Tigaseis coded to perform with multiple database types and numbers. Owing to it’ s versatile nature, there
are sometools and procedures that may be of use to certain administrators.

Recommended database versions

Asof v7.1.0 here are the minimum and recommended versions of databases for use with Tigase:

Database Recommended Version |Minimum Version Additional Information

DerbyDB 10.12.1.1 10.12.1.1 Included with Tigase
XMPP Server

MySQL 5.6 55

SQL Server 2012 2008 R2

MongoDB 2.6 2.6 Driver not working with
mongoDB 3.0 or newer.

Although Tigase may support other versions of databases, these are the ones we are most familiar with in
offering support and advice. Use of databases outside these guidelines may result in unforeseen errors.

Database Preparation

Tigase uses generaly the same database schema and the same set of stored procedures and functions on
every database. However, the schema creation scripts and code for stored procedures is different for each
database. Therefore the manual processto prepare database is different for each database system.

Of course the simplest and easiest way to prepare databaseisto use Tigase installer or webinstaller which
automatesthewhol e process. Sometimesthisisnot possible. A second optionisto usethe DBSchemal oad-
er utility in Tigase. If either of those won't work, or won't suit your needs, provided are set of guides
describing initialization and preparation process for each supported database.

-The DBSchemal oader Utility - Prepare the MySQL Database for the Tigase Server - Hashed User Pass-

words in Database - Prepare the Derby Database for the Tigase Server - Prepare the MS SQL Server
Database for the Tigase Server - Prepare the PostgreSQL Database for the Tigase Server

dbSchemalLoader Utility

Included with Tigaseisthe dbSchemal oader Utility, which can be used to apply schemafilesto databases.
Itisableto operate with Derby, MySQL., SQL Server, and PostgreSQL databases. In order to usethisutility
with any of the databases, you will need to first have the database environment up and running, and have
established user credentials. Y ou may use root or an account with administrator write privileges.

I mportant
All commands in this guide are required to be running from the Tigase installation directory.

Operation & Variables

First, lets cover the DBSchemal oader operation and variables:
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Operation The utility is run using the java -cp command from the Tigase installation directory. Be sure
that you have JDK v1.8 or later installed. Linux

java --cp -"jars/*" tigase.util.DBSchemalLoader

or from a Windows environment

java --cp jars/* tigase.util.DBSchemalLoader

These commands will be followed by a combination of the following variables

Variables

Use the following options to cus- » -dbTypedatabase type{derby, mysql, postgresql, sqlserver}

tomize. Optionsin bold are re-
quired, { potential options arein » -schemaVersion schemaversion {4, 5, 5-1}

brackets}.

» -dbName database name

 -dbHostname database hostname (default is |ocalhost)

e -dbUser tigase username

 -dbPass tigase user password

* -rootUser database root username

* -rootPass database root password

 -file path to sgl schema file { database/derby-schema-7-1.sql}

» -query sgl query to execute

* -logLevel javalogger Level

e -adminJID comma separated list of admin JIDs

» -adminJiDpass password (one for all entered JIDs)
With that out of the way, lets look at some examples. Lets say you have a new mysqgl database server
with root user root and password rood (to keep things simple, we do not recommend this). The MySQL
database is hosted locally, your command would be as follows:
java --cp -"jars/*" tigase.util.DBSchemalLoader --dbType nysql --dbNane tigasedb --
This will create the tigasedb database, add an Admin user as admin@example.com
[mailto:admin@example.com] with password ‘password’, and apply the v7.1 schema files. Output will

look like this:

LogLevel : CONFI G

tigase.util.DBSchemalLoader <init> CONFI G Properties: [{dbHost
tigase.util.DBSchemalLoader val i dat eDBConnecti on I NFO Val i dati ng DBCo
tigase.util.DBSchemalLoader val i dat eDBConnecti on CONFI G Dri ver Manager (
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tigase.util.DBSchemalLoader val i dat eDBConnecti on I NFO Connection K
tigase.util.DBSchemalLoader val i dat eDBExi st s I NFO Val i dati ng whet her
tigase.util.DBSchemalLoader val i dat eDBExi st s I NFO Doesn't exist, crea
tigase.util.DBSchemalLoader val i dat eDBExi st s I NFO X
tigase.util.DBSchemalLoader | oadSchemaFi | e I NFO Loadi ng schema from
tigase.util.DBSchemalLoader | oadSchemaFi | e I NFO conpl eted K
tigase.util.DBSchemalLoader printlnfo I NFO

Dat abase init.properties configuration:

- -user - db=nysql
--user-db-uri=jdbc:nmysql://1ocal host/tigasedb user=ti gase_user &assword=ti gase_pas

Tip
The utility will automatically generate the lines you need to add to your init.propertiesfile to use

this database!

At thistime, it is suggested to load the PubSub schema since you will have to change very little of the
command:

java --cp -"jars/*" tigase.util.DBSchemalLoader --dbType nysql --dbNanme tigasedb --
Should you wish to use the Socks5 Proxy component, you will need to load that schema as well
java --cp -"jars/*" tigase.util.DBSchemaLoader --dbType nysql --dbNanme tigasedb --

At thistime you' refinished setting up adatabase for use with Tigase! For other databasesthat are support-
ed, the operationswill bevery similar with only the -dbType and perhaps the -dbHostname being different.

-Query function

Should you decide to customize your own functions, or have specific information you want to put into the
database, you can use the -query function to perform a single query step.

java --cp -"jars/*" tigase.util.DBSchemalLoader --dpType nysql --dbNane tigasedb --

Of course this would break the schema for tigasedb by adding an unexpected table, you will receive the
following message:

tigase. util.DBSchemalLoader printlnfo WARNI NG Dat abase schemn
A note about MySQL

If you are using these commands, you may result in the following error:

tigase.util.DBSchemalLoader val i dat eDBConnecti on WARNI NG Tabl e -'perfor

If this occurs, you will need to upgrade your version of MySQL using the following command:

nysqgl _upgrade --u root --p ---force
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After entering the password and upgrading MySQL the schemaerror should no longer show when working
with Tigase databases.

But thisis ademonstration how you may run a query through the database without the need to use another
tool. Note that you will need to select the specific database for each query.

Prepare the MySQL Database for the Tigase Server

This guide describes how to prepare MySQL database for connecting Tigase server.

Basic Setup

The MySQL database can be prepared in many ways. Most Linux distributions contain tools which allow
you to go through all steps from the shell command line. To make sure it works on all platforms in the
same way, we will first show how to do it under MySQL command line client.

Configuring from MySQL command line tool

Run the MySQL command line client in either Linux or MS Windows environment and enter following
instructions:

1. Create the database for the Tigase server:
nysqgl > create database tigasedb;

2. Add the tigase user user and grant him access to the tigasedb database. Depending on how you plan
to connect to the database (locally or over the network) use one of following commands or all if you
are not sure:

Grant accesstotigase user connecting from any network address.

nmysqgl > GRANT ALL ON tigasedb.* TO tigase_user@%
| DENTI FI ED BY -'tigase_passwd';

Grant accesstotigase user connecting from localhost.

mysql > GRANT ALL ON tigasedb.* TO tigase_user @Il ocal host'
| DENTI FI ED BY -'tigase_passwd';

Grant accesstotigase user connecting from local machine only.

nysql > GRANT ALL ON tigasedb.* TO tigase_user
| DENTI FI ED BY -'tigase_passwd';

For the Tigase server version 4.x additional permissions must be granted for the database user:

nmysqgl > GRANT SELECT, | NSERT, UPDATE ON nysqgl.proc TO -'tigase_user' @Il ocal host"';
nmysqgl > GRANT SELECT, | NSERT, UPDATE ON nysqgl.proc TO -'tigase_user' @% ;

nmysqgl > GRANT SELECT, | NSERT, UPDATE ON nysqgl.proc TO -'tigase_user';

And now you can update user permission changesin the database:

nysqgl > FLUSH PRI VI LEGES;

3. Load the proper mysgl schemainto the database. Full installations of Tigase will have all the SQL file
you need to create and update the database. First, switch to the database you have just created:
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nysgl > use tigasedb;
We are assuming you run the mysqgl client in Linux from the Tigase installation directory.
nysgl > source dat abase/ nysql - 7- 1- schema. sql ;

For the Tigase server version v7.1.0 you have to use proper schemaversion whichis5.1. You will also
need to manually load the PubSub schema as well, current version isv3.2.0. All modern versions will
load previous schemas first so no need to do a manual upgrade.

nysqgl > source dat abase/ nysql - pubsub-schena- 3. 2. 0. sql ;
If you plan to use the Socks5 component, you will aso need to add that schema as well.
nysqgl > source dat abase/ nysql - socks5-schena. sql ;

On Windows you have probably to enter the full path, assuming Tigaseisinstalled in C:\Program Files
\Tigase:

nmysqgl > source c:/Program Fil es/ Ti gase/ dat abase/ nysql - 7- 1- schena. sql ;
nmysqgl > source c:/Program Fil es/ Ti gase/ dat abase/ nysql - pubsub- schema- 3. 2. 0. sql ;
nmysqgl > source c:/Program Fil es/ Ti gase/ dat abase/ nysql - socks5- schena. sql ;

Configuring From the Linux Shell Command Line
Follow steps below to prepare the MySQL database:
1. Create the database space for the Tigase server:
nysgl admn --p create tigasedb

1. Add the tigase user user and grant access to the tigasedb database. Depending on how you plan to
connect to the database (locally or over the network) use one of following commands or al if you are
not sure: Grant accessto tigase _user connecting from any network address.

echo -"GRANT ALL ON tigasedb.* TO tigase user@% \
| DENTI FI ED BY -'tigase_passwd'; \
FLUSH PRI VI LEGES; " -| nysgl --u root --pdbpass nysdl

Grant accesstotigase user connecting from localhost.

echo -"GRANT ALL ON tigasedb.* TO tigase user @l ocal host' \
| DENTI FI ED BY -'tigase_passwd'; \
FLUSH PRI VI LEGES; " -| mysql --u root --pdbpass nysdql

Grant accessto tigase user connecting from local machine only.

echo -"GRANT ALL ON tigasedb.* TO tigase user \
| DENTI FI ED BY -'tigase_passwd'; \
FLUSH PRI VI LEGES; " -| mysql --u root --pdbpass nysql

1. Load the proper mysgl schemainto the database. Full installations of Tigase will have all the SQL file
you need to create and update the database.

nysqgl --u dbuser --p tigasedb < nysql -schema-7-1. sql
nmysqgl --u dbuser --p tigasedb < mysql - pubsub-schena- 3. 2. 0. sql
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If you want to use the socks5 component, then oyu will need to include the following line as well:

nysqgl --u dbuser --p tigasedb < mysql - socks5-schena. sql

Configuring MySQL for UTF-8 Support

In my.conf put following lines:

[nysql]
defaul t-character-SET=utf8

[client]
defaul t-character-SET=utf8

[ nysql d]

i nit_connect="SET coll ati on_connection = utf8 general ci; SET NAMES utf8;"
character-set-server=utf8

def aul t-character-SET=utf 8

col l ati on-server=utf8_general _ci

ski p- character-set-client-handshake

Then connect to the database from the command line shell check settings:

SHOW VARI ABLES LI KE -' character_set dat abase’;
SHOW VARI ABLES LIKE -'character_set _client';

If any of these shows something else then 'utf8' then you need to fix it using the command:
ALTER DATABASE ti gasedb DEFAULT CHARACTER SET utf §;

Y ou can now also test your database installation if it accepts UTF-8 data. The easiest way to ensure this
istojust to create an account with UTF-8 characters:

cal | Ti gAddUser Pl ai nPw(' #0#w@one. domai n. com , -'#06#wW );
And then check that the account has been created:
SELECT * FROM tig_users WHERE user_id = -'#0#w@one. donai n. com ;

If the last command gives you no results it means there is still something wrong with your settings. You
might also want to check your shell settings to make sure your command line shell supports UTF-8 char-
acters and passes them correctly to MySQL :

export LANG=en_US. UTF- 8
export LOCALE=UTF-8
export LESSCHARSET='utf-8'

It seems that MySQL 5.0x aso needs extra parameters in the connection string:
‘& useUni code=true& characterEncoding=UTF-8' while MySQL 5.1.x seems to not need it but it doesn’t
hurt to have it for both versions. Y ou have to edit 'etc/init.properties file and append this to the database
connection string.

For MySQL 5.1.x, however, you need to also update code for all database stored procedures and functions
used by the Tigase. They are updated for Tigase version 4.4.x and up, however if you use an older version
of the Tigase server, you can reload stored procedures using the file from SVN.
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Other MySQL Settings Worth Considering

There are a number of other useful options, especially for performance improvements. Please note, you
will have to review them as some of them may impact data reliability and are useful for performance or
load testsinstallations only.

# I nnoDB seens to be a better choice
# so lets make it a default DB engine
def aul t - st or age- engi ne = i nnodb

Some the general MySQL settings which mainly affect performance:

key buffer = 64M
max_al | oned _packet = 32M
sort_buffer_size = 64M

net buffer_length = 64K
read _buffer_size = 16M
read_rnd_buffer_size = 16M
t hread_stack = 192K

t hread_cache_si ze 8
qguery_cache limt 10M
guery_cache_si ze = 64M

InnoDB specific settings:

# Keep data in a separate file for each table

i nnodb_file_per_table =1

# Al'locate nenory for data buffers

i nnodb_buf fer_pool _size = 1000M

i nnodb_addi ti onal _nem pool _size = 100M

# A location of the MySQL dat abase

i nnodb_data_hone_dir = -/hone/ dat abases/ nmysql/

i nnodb_| og_group_home_dir = -/home/ dat abases/ mysql/
# The main thing here is the -'autoextend property
# without it your data file may reach maxi num si ze and
# no nore records can be added to the table.

i nnodb_data_file_path = i bdatal: 10M aut oext end

i nnodb_| og_file_size = 10M

i nnodb_| og_buffer_size = 32M

# Some ot her performance affecting settings

i nnodb_flush_log at _trx_commit = 2

i nnodb_| ock_wait tineout = 50

i nnodb_t hread_concurrency = 16

These settings may not be fully optimized for your system, and have been only tested on our systems. If
you have found better settings for your systems, feel free to let us know [http://tigase.net/contact].

Prepare the Derby Database for the Tigase Server
This guide describes how to prepare Derby database for connecting the Tigase server.

Basic Setup

Preparation of Derby database is quite simple, but the following assumptions are made
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e DerbyDB - Derby database name
» database/ directory contains all necessary schemafiles

* jard and libg/ directories contains Tigase and Derby binaries

General Approach
From the main Tigase directory execute following commands (Linux and Windows accordingly)
Linux
java --Dij.protocol =jdbc: derby: --Dij.database="DerbyDB; create=true" --cp |ibs/der
Windows
java --Dij.protocol =jdbc: derby: --Dij.database="DerbyDB;create=true" --cp |ibs\der

This will create Derby database named DerbyDB in the main Tigase directory and load Tigase schema
for version 7.1.

Y ou will need to repeat this process again to add the PubSub schema into the database.

Linux

java --Dij.protocol =jdbc: derby: --Dij.database="DerbyDB;create=true" --cp |ibs/der
Windows

java --Dij.protocol =jdbc: derby: --Dij.database="DerbyDB; create=true" --cp |ibs\der
If you wish to use the Sock5 Proxy Component, you will need to add that schema as well:

Linux

java --Dij.protocol =jdbc: derby: --Dij.database="DerbyDB; create=true" --cp |ibs/der
Windows

java --Dij.protocol =jdbc: derby: --Dij.database="DerbyDB;create=true" --cp |ibs\der
Connecting Tigase to database

Oncethe database is setup, configure theinit.propertiesfilein Tigase and add the following configuration:

j dbc: derby: {l ocati on of derby database};
Prepare the MS SQL Server Database for the Tigase
Server

This guide describes how to prepare the MS SQL Server database for connecting the Tigase server to it.

Basic Setup

It's expected that a working installation of Microsoft SQL Server is present. The following guide will
describe the necessary configurations required for using MS SQL Server with Tigase XMPP Server.
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Preparing MS SQL Server Instance

After installation of MS SQL Server an instance needs to be configure to handle incoming JDBC connec-
tions. For that purposeit’srequired to open SQL Server Configuration Manager . In the left-hand side pan-
el navigate to SQL Server Configuration Manager, then SQL Server Network Configuration # Protocols
for ${INSTANCE_NAME}. After selecting instance in the right-hand side panel select TCP/IP and open
Properties, in the Protocol tab in General section select Y esfor Enabled property. In the IP Addresses tab
select Yesfor Active and Enabled properties of al |P Addresses that you want MS SQL Server to handle.
Subsequently set the TCP Port property (if missing) to the default value - 1433. A restart of the instance
may be required afterwards.

Configuration using MS SQL Server Management Studio

In order to prepare the database you can use either awizard or execute queriesdirectly inthe Query Editor.
Firstly you need to establish a connection to the MS SQL Server instance. From Object Explorer select
Connect and in the Connect to Server dialog enter administrator credentials.

Using Wizards
» Create Login

In the left-hand side panel select Security _ Logins and from context menu choose New Login, in the
Wizard window enter desired Login name, select SQL Server authentication and enter desired password
subsequently confirming action with OK

» Create Database

From the Object Explorer select Databases node and from context menu select New Database; in the
Wizard window enter desired Database name and enter previously created L ogin nameinto Owner field;
subsequently confirming action with OK.

Using Queries

From the Object Explorer root node’s context menu select New Query. In the Query windows execute
following statements adjusting details to your liking:

USE [ naster]
€o)

CREATE DATABASE [ti gasedb] ;
0

CREATE LOGI N [tigase] W TH PASSWORD=N ti gasel2', DEFAULT_ DATABASE=[ti gasedb]
0

ALTER AUTHORI ZATI ON ON DATABASE: : ti gasedb TO ti gase;
&0

Import Schema
From the File menu Select Open _, File (or use Ctrl+O) and then open following files:
» gglserver-schema-7-1-schema.sql

* sglserver-schema-7-1-sp.sql
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 sglserver-schema-7-1-props.sqf

* sglserver-pubsub-schema-3.2.0.sq

Subsequently select created database from thelist of Available Databases (Ctrl+U) available on thetool bar
and execute each of the opened filesin the order listed above.

Configuring from command line tool

Creation of the database and import of schema can be done from command line as well. In order to do
that, execute following commands from the directory where Tigase XMPP Server is installed otherwise
paths to the schema need to be adjusted accordingly:

sql cnd
sql cnd
sql cnd
sql cnd
sql cnd
sql cnd
sql cnd

Yservernanme% - - U
Yservernanme% - - U
Y%servernane% - - U
Y%servernane% - - U
Y%servernane% - - U
Y%servernane% - - U
Y%servernane% - - U

% oot _user% --P
% oot _user% --P
% oot _user% --P
% oot _user% --P
% oot _user% --P
% oot _user% --P
% oot _user% --P

% oot _pass% - - Q - " CREATE DATABASE [ %a
% oot _pass% --Q -"CREATE LOG N [ Yuser ¥
% oot _pass% --d %at abase% --Q -"ALTER

% oot _pass% --d %lat abase% --i dat abas
% oot _pass% --d %lat abase% --i dat abas
% oot _pass% --d %lat abase% --i dat abas
% oot _pass% --d %lat abase% --i dat abas

Above can be automatized with provided script %otigase-server%o\scripts\db-create-sql server.cmd (note: it
needs to be executed from main Tigase XMPP Server directory due to maintain correct paths):

$ scripts\db-create-sql server.cnd %lat abase_server nane% %lat abase_nanme% % i gase_us

If no parameters are provided then the following defaults are used:

%lat abase_server name%-l ocal host
%lat abase_name%-t i gasedb
% i gase_user nane%-t i gase
% i gase_passwor d%ti gasel?
% oot _user nane%-r oot

% oot _passwor d%-r oot

Tigase configuration - init.properties

Configuration of the MS SQL Server follows general database convention. For MS SQL Support --user-db
needs to be set to sglserver:

--user -db=sql server

and the --user-db-uri needs to point to the configured database:

--user-db-uri=jdbc:[jtds:]sql server://db_hostnane: port[; property=val]

where any number of additional parameters can (and should) consist of:

» databaseName - name of the database

* user - username configured to access database

 password - password for the above username

» schema- name of the database schema

* lastUpdateCount - ‘false’ value causes all update counts to be returned, including those returned by
server triggers
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Example:

--user-db-uri=jdbc: sql server://host nane: 1433; dat abaseNane=t i gasedb; user =ti gase; pas

JDBC: JTDS vs MS JDBC driver

Tigase XM PP Server supports two JDBC drivers intended to be used with Microsoft SQL Server - one
created and provided by Microsoft itself and the alternative implementation - JTDS. Tigaseis shipped with
thelatter in the distribution packages. Starting with the version 7.1.0 we recommend using jDT S driver that
is shipped with Tigase as JDBC driver created by Microsoft can cause problems with some components
in cluster installations. MS driver can be downloaded form the website: JDBC Drivers 4.0, 4.1 for SQL
Server [http://www.microsoft.com/en-us/downl oad/detail s.aspx ?displaylang=en& id=11774] then unpack
the archive. Copy sgljdbc_4.0/enu/sgljdbc4.jar file to ${ tigase-server} /jars directory.
Depending on the driver used --user-db-uri needs to be configured accordingly.
» Microsoft driver:

--user-db-uri =jdbc: sql server://...
o jDTSdriver

--user-db-uri=jdbc:jdts:sql server://...

Prepare the PostgreSQL Database for the Tigase Server

This guide describes how to prepare PostgreSQL database for connecting to Tigase server.

Basic Setup

The PostgreSQL database can be prepared in many ways. Below are presented two possible ways. The
following assumptions apply to both methods:

e admin_db_user - database user with admin rights
* tigase user - database user for Tigase
* tigasedb - database for Tigase
Configuring from PostgreSQL Command Line Tool
Run the PostgreSQL command line client and enter following instructions:
1. Add thetigase user:
psql =# create role tigase user with | ogin password -'tigasel23';
2. Create the database for the Tigase server with tigase _user as owner of database:
psql =# create dat abase tigasedb owner tigase_user;

3. Load database schema to initialize the Tigase server from the file that corresponds to the version of
Tigase you want to use. First you need to switch to tigasedb.

psql =# \ connect tigasedb
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Begin by applying the basic Schema
psql =# \i dat abase/ post gresql - schema-7- 1. sql
Continue by adding the PubSub Schema
psql =# \i dat abase/ post gresqgl - pubsub-schenma- 3. 2. 0. sql
And finaly if you wish to use Socks5 Proxy component, add that schema:
psqgl =# \i dat abase/ post gresql - socks5-schems. sql
Configuring From the Linux Shell Command Line
Follow steps below to prepare the PostgreSQL database:
1. Add thetigase user:
createuser --U admn_db user --W--D--R --S --P tigase_user
You will be asked for credentials for admin_db_user and password for new database user.
2. Create the database for the Tigase server with tigase_user as owner of database:
createdb --U admin_db_user --W--0O tigase_user tigasedb

3. Load database schematoinitialize the Tigase server from thefile that correspondsto the Tigase version
you want to use.

psql --q --Utigase_user --Wtigasedb --f database/postgresql-schema-7-1. sql
psql --q --Utigase_user --Wtigasedb --f database/ postgresql - pubsub-schema- 3. 2.

If you want to use the socksb proxy component, then add the following line;
psgl --q --U tigase_user --Wtigasedb --f database/ postgresql -socks5-schena. sql

The above commands should be executed from the main Tigase directory. The initialization schema
file should be also available locally in database/ directory of your Tigase installation.

Preparing Tigase for MongoDB

Tigase now supports MongoDB for auth, settings, and storage repositories. If you wish to use MongoDB
for Tigase, please use this guide to help you.

Dependencies
Torun Tigase MongoDB support library requires driversfor MongoDB for Javawhich can be downloaded

from here [https://github.com/mongodb/mongo-java-driver/releases]. This driver needs to be placed in /
jarsdirectory located in Tigase XMPP Server installation directory.

Configuration

Configuration of user repository for Tigase XMPP Server

To configure Tigase XMPP Server to use MongoDB you need to set --user-db-uri= in etc/init.properties
file to proper MongoDB URI pointing to which MongoDB database should be used (it will be created by
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MongoDB if it does not exist). --user-db property should not be set to let Tigase XM PP Server autodetect
proper implementation of UserRepository. Tigase XMPP Server will create proper collections in Mon-
goDB if they do not exist so no schema files are necessary.

Example configuration of XM PP Server pointing to MongoDB database tigase test in alocal instance:

--user-db-uri=nongodb://| ocal host/ti gase_t est

If Tigase Server is not able to detect a proper storage layer implementation, it can be forced to use one
provided by Tigase using the following linesin etc/init.propertiesfile:

--user -db=ti gase. nongodb. MbngoReposi tory
- -aut h-db=t i gase. nongodb. MbngoReposi tory

Every component should be able to use proper implementation to support MongoDB using this URI. Also
MongoDB URI can be passed as any URI in configuration of any component.

Configuration for MUC
By default, MUC component will use MongoDB to store data if Tigase is configured to use it as adefault
store. However, if you would like to use a different MongoDB database to store MUC message archive,
you can do this by adding the following line to etc/init.propertiesfile:

muc/ hi st ory- db-uri =nongodb: / /1 ocal host/ti gase_t est

If MUC components fails to detect and use a proper storage layer for MongoDB, you can force it to use
one provided by Tigase by using the following line in the init.propertiesfile:

muc/ hi st ory- db=ti gase. nongodb. muc. MongoHi st or yPr ovi der

Configuration for PubSub
By default, PubSub component will use MongoDB to store dataif Tigaseisconfigured to useit asadefault
store. However, if you would like to use a different MongoDB database to store PubSub component data,
you can do this by adding the following line to etc/init.propertiesfile:

pubsub/ pubsub-r epo- url =nbngodb: / /| ocal host/ti gase_t est

If the PubSub components fails to detect and use a proper storage layer for MongoDB, you can forceit to
use one provided by Tigase by using the following line in the init.propertiesfile:

pubsub/ pubsub- r epo- cl ass=ti gase. nongodb. pubsub. PubSubDAOVbngo

Configuration for Message Archiving
By default, the Message Archiving component will use MongoDB to store dataif Tigase is configured to
useit asadefault store. However, if you would like to use adifferent MongoDB database to store message
archives, you can do this by adding the following line to etc/init.propertiesfile:

nmessage- ar chi ve/ ar chi ve-repo-uri =nongodb: // | ocal host/ti gase_t est

If Message Archiving component fails to detect and use a proper storage layer for MongoDB, you can
force it to use one provided by Tigase by using the following linein the init.propertiesfile:

nmessage- ar chi ve/ archi ve-repo- cl ass=ti gase. nongodb. ar chi ve. MongoMessageAr chi veRepos
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Schema Description

This description contains only basic description of schemaand only basic part of it. More collections may
be created if additional components of Tigase XMPP Server are loaded and configured to use MongoDB.

Tigase XMPP Server Schema

Basic schema for UserRespository and AuthRepository consists of two collections: . tig_users - contains
list of users. tig_nodes - contains data related to usersin tree-like way

tig_users collection contains the following fields:

Table7.1.tig_users

Name Description

_id id of user whichis
SHA256 hash of users
jid (raw byte array)

user_id contains full user jid

domain domain to which us-

er belongs for easier
lookup of users by do-
main

password password of user (or
hash of password)

tig_nodes collection contains the following fields

Table7.2. tig_nodes

Name Description

_id id of row autogenerated
by MongoDB

uid id of user whichis
SHA256 hash of users
jid (raw byte array)

node full path of nodein tree-
like structure separated
by / (may not exist)

key key for which value for
nodeis set

value value which is set for
node key

Tigase XM PP Server also uses additional collections for storage of Offline Messages

Table 7.3. msg_history collection

Name Description
from full user jid of message
sender
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Name Description
from_hash SHA 256 hash of mes-
sage sender jid asraw
byte array

to full usersjid of message
recipient

to_hash SHA 256 hash of mes-
sage recipient full jid as
raw byte array

ts timestamp of message as
date

message serialized XML stanza
containing message

expire-at timestamp of expiration
of message (if message
contains AMP expire-at
Set)

Hashed User Passwords in Database

By default, user passwords are stored in plain-text in the Tigase' s database. However, thereis an easy way
to have them encoded in either one of already supported ways or to even add a new encoding algorithm
on your own.

Storing passwordsin hashed format in the database makesit possible to avoid using a plain-text password
authentication mechanism. You cannot have hashed passwords in the database and non-plain-text pass-
word authentication. On the other hand, the connection between the server and the client is almost always
secured by SSL/TLS so the plain-text password authentication method is perhaps less of a problem than
storing plain-text passwords in the database.

Nevertheless, itissimple enough to adjust thisin Tigase' s database and we will add an option inthe Tigase
installer to alow you to make the decision on install.

Shortcut

Connect to your database from a command line and execute following statement for MySQL database:
cal | Ti gPut DBProperty(' password-encodi ng', -'encodi ng-node');

Where encoding mode is one of the following:

* MD5-PASSWORD the database stores MD5 hash code from the user’ s password.

 MD5-USERID-PASSWORD the database stores MD5 hash code from concatenated user’s bare JID
and password.

» MD5-USERNAM E-PASSWORD the database stores MD5 hash code from concatenated user’ s name
(localpart) and password.

For example:

cal |l Ti gPut DBProperty(' password-encodi ng', -'MD5-PASSWORD );
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Full Route

The way passwords are stored in the DB is controlled by Tigase database schema property. Propertiesin
the database schema can be set by a stored procedure called: TigPutDBProperty(key, value). Properties
from the DB schema can be retrieved using another stored function called: TigGetDBProperty(key).

The simplest way to call them is via command-line interface to the database.

For the purpose of thisguide let’s say we have aMySQL database and atest account: test @example.com
with password test77.

By default, most of DB actions for Tigase, are performed using stored procedures including user authen-
tication. So, the first thing to do is to make sure the stored procedures are working correctly.

Create a Test User Account

To add anew user account we useastored procedure: TigAddUserPlainPw(baredid, password). Asyou can
seethereisthis strange appendix to the procedure name: PlainPw. This procedure accepts plain passwords
regardless how it is stored in the database. So it is safe and easy to use either for plain-text passwords or
hashed in the DB. There are also versions of procedures without this appendix but they are sensitive on
the data format and always have to pass password in the exact format it is stored in the database.

So, let’ s add a new user account:
call Ti gAddUser Pl ai nPwW 't est @xanpl e.com, -'test77');

If the result was 'Query OK', then it means the user account has been successfully created.
Test User Authentication
We can now test user authentication:

call TigUserLogi nPl ai nPwW'test @xanple.com, -'test77');

If authentication was successful the result looks like this:

o e e e e +
| user_id -
o e e e e +
| -'test@xanple.com -|
o e e e e +

1 rowin set (0.01 sec)

Query OK, 0 rows affected (0.01 sec)

If authentication was unsuccessful, the result looks like this:

[ TS —— +
| user_id -|
[ TS —— +
| NULL - |
[ TS —— +

1 rowin set (0.01 sec)

Query OK, 0 rows affected (0.01 sec)

110



Database Management

Password Encoding Check
TigGetDBProperty is afunction, not a procedure in MySQL database so we have to use select to call it:
sel ect Ti gGet DBProperty(' password-encoding');

Most likely output isthis:

oo e e e e e e e e e e e e e oo - +
| TigGet DBProperty(' password-encoding') -|
oo e e e e e e e e e e e e e oo - +
| NULL -
oo e e e e e e e e e e e e e oo - +

lrowin set, 1 warning (0.00 sec)

Which means adefault password encoding is used, in plain-text and thus no encoding. And we can actually
check thisin the database directly:

sel ect uid, user_id, user pwfromtig users where user_id = -'test@xanple.coni;

And expected result with plain-text password format would be:

+-- - - - o E SR +

| uid -| user_id -| user_pw -|
+-- - - - o E SR +

| 41 -| -'test@xanple.com -| test77 -]
+-- - - - o E SR +

1 rowin set (0.00 sec)

Password Encoding Change
Now let’s set password encoding to MD5 hash:
cal | Ti gPut DBProperty(' password-encodi ng', -'MD5-PASSWORD ) ;
'Query OK', means the password encoding has been successfully changed. Of course we changed the

property only. All the existing passwordsin the database are still in plain-text format. Therefore we expect
that attempt to authenticate the user would fail:

call TigUserLogi nPl ai nPwW'test @xanple.conm, -'test777");
T +
| user_id -|
T +
| NULL -|
T +

1 rowin set (0.00 sec)
Query OK, 0 rows affected (0.00 sec)
We can fix this by updating the user’ s password in the database:

cal | Ti gUpdat ePasswor dPl ai nPwW( 't est @xanpl e.com, -'test777");
Query OK, 1 row affected (0.01 sec)

nysqgl > cal | TigUserLogi nPl ai nPwW('t est @xanpl e.com, -'test777');
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o e oo - +
| user_id -
o e oo - +
| -'test@xanple.com -|
o e oo - +

1 rowin set (0.00 sec)

Query OK, 0 rows affected (0.00 sec)

Tigase Server and Multiple Databases

Splitting user authentication datafrom all other XM PP information such asroster, vcards, etc... wasamost
always possible in Tigase XMPP Server. Possible and quite simple thing to configure. Also it has been
always possible and easy to assign adifferent database for each Tigase component (MUC, PubSub, AMP),
for recording the server statistics. AlImost every datatype or component can storeinformation in adifferent
location, simple and easy to setup through the configuration file.

However it ismuch less known that it is also possible to have a different database for each virtual domain.
This appliesto both the user repository and authentication repository. Thisalowsfor very interesting con-
figuration such as user database sharding where each shard keeps usersfor aspecific domain, or physically
split data based on virtual domain if each domain refersto a different customer or group of people.

How can we do that then?
Thisisvery easy to do through the Tigase's configuration file.
Typically the well known lines:;

--aut h-db=ti gase- cust om

--aut h-db-uri=jdbc: nmysql://dbl.tigase/ dbname?user &password
- -user - db=nysql

--user-db-uri=jdbc: nmysql://db2.tigase/ dbname?user &password

Define just a default databases for both user repository and authentication repository. Default means it
is used when there is no repository specified for a particular virtual domain. However, you can have a
separate, both user and authentication repository for each virtual domain.

Hereis, how it works:

# First, let's define our default database for all VHosts
- -aut h-db=ti gase- cust om

--aut h-db-uri=jdbc: nysql://dbl.tigase/ dbname?user &password
- -user - db=nysql

--user-db-uri=jdbc: nysql://db2.tigase/ dbname?user &password

# Now, we have VHost: donmi nl.com

# User authentication data for this VHost is stored in Drupal database
- - aut h-db[ domai n1. cony =dr upal

--aut h-db-uri[domai nl. com =j dbc: nysql : //db7.ti gase/ dbname?user &password
# Al other user data is stored in Tigase's standard database in MySQ
--user-db[ domai n1. con] =nysql

--user-db-uri[domai nl. com =j dbc: nysql : // db4. ti gase/ dbname?user &password

# Next VHost: dommi n2. com
# User authentication is in LDAP server
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- -aut h-db[ domai n2. con] =t i gase. db. | dap. LdapAut hPr ovi der

# Pretty standard Tigase's definition for the database (repository)

# connection string

--aut h-db-uri[domai n2. com =l dap: / /| dap. domai n2. com 389

# Now i s sonething new, we have a custom aut hentication repository

# settings for a single domain.

# Pl ease note how we define the VHost for which we set custom paraneters
basi c- conf/ aut h-r epo- par ans/ domai n2. com user - dn- pat t er n=cn=, ou=, dc=, dc=
# Al other user data is stored in the same as default repository
--user -db[ domai n2. con] =nysql
--user-db-uri[domai n2. com =j dbc: nysql : // db2. ti gase/ dbname?user &password

# Next VHost: donmi n3.com

# Again user authentication is in LDAP server but pointing to

# a different LDAP server with different access credentials

- -aut h-db[ domai n3. con] =t i gase. db. | dap. LdapAut hPr ovi der

# Pretty standard Tigase's definition for the database

# (repository) connection string

--aut h-db-uri[domai n3. com =l dap: / /| dap. domai n3. com 389

# Now i s sonething new, we have a custom authentication

# repository settings for a single domain

# Pl ease note how we define the VHost for which we set custom paraneters
basi c- conf/ aut h-r epo- par ans/ domai n3. com user - dn- pat t er n=cn=, ou=, dc=, dc=

# Al other user data is stored on the domai n3 server in PostgreSQL dat abase
--user - db[ domai n3. con] =pgsql

--user-db-uri[domai n3. com =j dbc: pgsql : // db. domai n3. com dbnane?user &asswor d

# For VHost: dommind4.comall the data, both authentication and

# user XWVPP data are stored on a separate

# MySQL server with custom stored procedures for both user

# |l ogi n and user | ogout processing.

- - aut h-db[ domai n4. con] =t i gase- cust om

--aut h-db-uri[domai n4. com =j dbc: nysql : // db14. domai n4. com’ dbnanme?user &asswor d
basi c- conf/ aut h-r epo- par ans/ domai n4. com user -1 ogi n-query={ call UserLogin(?, -?) -
basi c- conf/ aut h-r epo- par ans/ domai n4. com user -1 ogout - query={ call UserLogout(?) -}
basi c- conf/ aut h-r epo- par ans/ domai n4. com sasl - mechs=PLAI N, DI GEST- MD5

--user - db[ domai n4. con] =nysql

--user-db-uri[domai n4. com =j dbc: nysql : // db14. domai n4. com’ dbnanme?user &asswor d

Asyou can seg, it requires somewriting but flexibility isvery extensive and you can setup as many separate
databases as you need or want. If one database (recognized by the database connection string) is shared
among different VHosts, Tigase still uses a single connection pool, so it won’t create an excessive number
of connections to the database.

| hope this helps with more complex setups and configuration cases.

Importing User Data

You can easily copy data between Tigase compatible repositories that is repositories for which thereisa
database connector. However, it isnot that easy to import datafrom an external source. Thereforeasimple
dataimport functionality has been added to repository utilities package.

You can access repository utilities through command ./bin/repo.sh or ./scripts/repo.sh depending on
whether you use a binary package or source distribution.
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-h parameter givesyou alist of all possible parameters:

./scripts/repo.sh --h

Par anet ers:

--h this hel p nessage

--sc class source repository class nane

--Su uri source repository init string

--dc class destination repository class nane

--du uri destination repository init string

--dt string data content to set/renove in repository

--u user user ID, if given all operations are only for that ID

f you want to add user to AuthRepository paraneter mnust
n form -"user: password"

--st performsinple test on repository

--at sinmple test for adding and renoving user

--cp copy content from source to destination repository
--pr print content of the repository

--n data content string is a node string

--kv data content string is node/ key=val ue string

- -add add data content to repository

- -del del ete data content fromrepository

--roster check the user roster

--aeg [true|false] Allow enpty group list for the contact
--inport file inport user data fromthe file of follow ng format:
user _jid, password, roser_jid, roster_nick, subscription, group

Note! |f you put UserAut hRepository inplenentation as a class nane
sone operation are not allowed and will be silently skipped.
Have a | ook at User Aut hRepository to see what operations are
possi bl e or what operation does nmake sense.
Alternatively | ook for adnmin tools guide on web site.

The most critical parameters are the source repository class name and the initialization string. Therefore
there are afew example preset parameters which you can use and adjust for your system. If you look inside
the repo.sh script you can find at the end of the script following lines:

XM._REP="-sc tigase.db.xm .XMRepository --su -../testsuite/user-repository.xm 20
MYSQ._REP="-sc tigase.db.jdbc. JDBCRepository --su jdbc:nysql://Iocal host/tigase?us
PGSQ._REP="-sc tigase.db.jdbc.JDBCRepository --su jdbc:postgresql://Iocal host/tiga

java $D --cp $CP tigase.util.RepositoryUtils $MySQL_REP $*

Y ou can see that the source repository has been set to MySQL database with tigase as the database name,
root the database user and mypass the user password.

Y ou can adjust these settings for your system.
Now to import data to your repository simply execute the command:
.Ibin/repo.sh --inport inport-file.txt

Note, the import function is available from b895
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The format of the import fileis very simple. Thisis aflat file with comma separated values:
jid, password, roster _jid, roster_nick, subscriptio,group
To create such afile from MySQL database you will have to execute acommand like this one:

SELECT a, b, ¢, d INTO QUTFILE -"inport-file.txt'
FI ELDS TERM NATED BY -','

LI NES TERM NATED BY -'\n'

FROM t est _t abl e;

Importing Existing Data
Information about importing user data from other databases.

Connecting the Tigase Server to MySQL Database

Please before continuing reading of this manual have alook at the initial MySQL database setup. It will
help you with database preparation for connecting with Tigase server.

The easiest way to setup Tigase server for connecting with MySQL database is to use the configuration
wizards (configuration generators) which release you from manually editing the XML configuration file
and allow you quickly regenerate the XML configuration file in case of problems.

The article describes an older way for using configuration generators which is a bit more difficult and
doesn’t work on Windows systems. The guide below describes a new way to use them which is simpler
and can be applied to Windows systems as well. It is using the init.properties file where you can put all
your initial configuration parameters.

This guide describes MySQL database connection parameters.

Thisguideisactualy very short asthere are example configuration fileswhich can be used and customized
for your environment.

Unfortunately these files are not included yet in the server version 3.x binary release and you have to
download them from the SV N repository using following links:

1. tigase-mysqgl.conf [https://projects.tigase.org/projects/tigase-server/repository/changes/etc/tigase-
mysql.conf] - the Tigase server startup file. The only difference from the default oneisthat it pointsto
the file described below to load initial parameters.

2. init-mysqgl.properties [https://projects.tigase.org/projects/tigase-server/repository/changes/etc/init-
mysql.properties] - the file contains afew initial parameters which can/should be adjusted to your en-
vironment. Here is a content of the file with each line described:

# Load standard set of the server conponents.

# Look at the http://wwvtigase.org/configuration-w zards

# docunment for other possible values. Normally you don't

# need to change this |ine.

confi g-type=--gen-confi g-def

# List of administrator accounts, please replace themwth

# admini strator accounts in your installation

--adm ns=admi n@i gase. org, adnm n@est -d

# The line says that the database used by the Tigase server is -'nysql'
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# Look at the configuration wi zards article for different options

# You can al so put here a Java class nane if you have a custom

# inplenmentation for a database connector.

- -user - db=nysql

# The line contains the database connection string. This is database

# specific string and for each kind of database it may | ook differently.
# Below string is for MySQL dat abase. Please nodify it for your system
# MySQL connector requires connection string in the follow ng format:

# jdbc: nysql : //[ host nanme] /[ dat abase nane] ?user =[ user nane] &passwor d=[ user

--user-db-uri=jdbc: nysql://1ocal host/tigasedb?user=ti gase_user &asswor d=nypass
# Virtual domains for your server installation, conma separated |ist of vhosts

--virt-hosts=tigase.org,test-d, | ocal host
# Sel ect what packages you want to have | oggi ng switched for

# The bel ow setting is recommended for the initail setup and it is required

# when asking for help with setting the server up
- - debug=server

Download both files and put them to your etc/ directory.

Edit the init-mysqgl.properties for your environment.

Remove the XML configuration file.

Start the server using following command:
./Ibin/tigase.sh start etc/tigase-nysql.conf

Ask more questions if you got stuck or need any help with this.

Integrating Tigase Server with Drupal

Tigase supports integration with Drupal on many levels. At the moment this guide can work with Drupal
version 4.x and 5.x. They may also work with Drupal 6.x but this version hasn’t been tested.

First of al, Tigase can authenticate users against a Drupal database which means you have the same user
account for both Drupal website and the XMPP server. Moreover in such a configuration all account
management is done via Drupal web interface like account creation, password change update user details
and so on. Administrator can temporarily disable user account and thisis followed by Tigase server too.

Connecting to Drupal Database

The best way to setup Tigase with Drupal database is via configuration wizards that isinit.properties file
where you can put initial setting for Tigase configuration.

If youlook in etc/ directory of your Tigaseinstallation you should find afew filesthere. The onewewant to
base our configuration on is: init-mysgl.properties. In some older packages the file might be missing, then
you can download it from the SVN repository [https.//projects.tigase.org/projects/tigase-server/reposito-
ry/changes/etc/init-mysql.properties].

If you look inside the file and strip al the comments you would see following lines:
confi g-type=--gen-confi g- def

--adm ns=adm n@i gase. or g, adm n@ i gase. net
--user-db=nysql

--user-db-uri=jdbc: mysql://1ocal host/tigasedb?user=ti gase_user &asswor d=nypass
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--virt-hosts=ti gase.org,tigase. net
- - debug=server

All you need to connect to Drupal database are 2 following lines:

- - aut h- db=dr upal
--aut h-db-uri=jdbc: nysql : //1 ocal host/ drupal ?user =dr upal usr &asswor d=dr upal pass

Let’scombineit in asingle file called etc/init-drupal .properties:

confi g-type=--gen-confi g-def

--adm ns=adm n@i gase. or g, adnm n@ i gase. net

- - aut h- db=dr upal

--aut h-db-uri=jdbc: nysql : //1 ocal host/ drupal ?user =dr upal usr &asswor d=dr upal pass
- -user - db=nysql

--user-db-uri=jdbc: nysql ://1 ocal host/tigasedb?user=ti gase_user &asswor d=nypass

--virt-hosts=tigase.org,tigase. net
- - debug=server

In theory you can load Tigase database schemato Drupal database and then both db-uris would have the
same database connection string. More details about setting up and connecting to MySQL database can
be found in the MySQL guide.

Y ou need also to edit etc/tigase.conf file to point to your newly created propertiesfile. Thelast line which
looks like this:

TI GASE_OPTI ONS=" ---property-file etc/init.properties -"
should be changed to following:
TI GASE_OPTI ONS=" ---property-file etc/init-drupal.properties -"

Make sure you have Java-6 installed and JAVA_HOME is set to the correct location. If JAVA_HOME is
not set you can add following line to etc/tigase.conf file:

JAVA HOVE="/your/|java-6-1 ocation"

The best way to check whether the variableis set correctly is with command:
$1s --1 $IJAVA HOVE/ bi n/j ava

should list you the file without error.

Check also if the logs/ directory is created in your Tigase server location as sometimes unpacking appli-
cation doesn’t create empty directories.

Now when you have the configuration file and databases ready to use you can start the Tigase server with
the following command:

.Ibin/tigase.sh start etc/tigase.conf
If you run the Tigase server installed from sources the command would be:
./scripts/tigase.sh start etc/tigase. conf

There are system startup scripts for Gentoo and Mandriva Linux on bin/ or scripts/ directory which can be
used to automatically start the server when system starts.
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Now you can register an account on your Drupal website and connect with an XMPP client using the
account details.

Note! You have to enable plain password authentication in your XMPP client to connect to Tigase server
with Drupal database

Integrating Tigase Server With LibreSource

Thisdocument is still not finished.

Taken directly from LibreSource [http://dev.libresource.org/] page:

LibreSource is a collaborative platform dedicated to both software devel opment and community building.
Based on Java/J2EE technology, LibreSource is a modular web server that users can customize online
by combining resources and rights: wiki pages, forum, trackers, files, download areas, etc. All the tools
are included and integrated.

Short Introduction

Integration between Tigase server and LibreSour ce is on a database level. It isimplemented in the same
way asintegration with Drupal but with slightly more functions available.

Basically LibreSource system maintains own database with all it’ sdataand Tigase connectsto LibreSource
database to authenticate users. All user data specific to XMPP service are kept in separate tables which
can be located in the same database as LibreSource data or in different database.

Current list of featuresincluded in the integration:

XMPP users authentication against user data stored in LibreSource database.

Recording XMPP user on-line status in LibreSource database. This can be displayed on the Web page
as additional user info.

Recording user last login time and this information can also be available on Web page.

Checking user account status. So if the user account is disabled in LibreSource system then this user
will not be able to login to XM PP service too.

User account creation. Thisfeature might be useful during testing time or user datatransition from an old
Tigaseinstallation to LibreSource system. Please note! Thisfeature should be normally disabled onlive
system. All user account management should be done from LibreSour ce system because of data caching.

User account deletion. Please note! This feature should be normally disabled on live system. All user
account management should be done from LibreSour ce system because of data caching.

A few assumptions:

1. LibreSource data are kept in PostgreSQL database - libresource and database user is demo.

2. For usein caseswhere Tigase dataare stored in MySQL database nameistigase, database user isdbuser

and database user password is dbpass

How to set Tigase up

Now we will focus on setting things up to have both services up and running together. Below is example
of the most complex environment to run where LibreSource is using PostgreSQL database and Tigase is
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using aMySQL database. All basic user data needed for authentication is kept by LibreSource, so Tigase
has to connect to PostgreSQL database also in order to authenticate users.

1. First you need LibreSource system up and running. Please refer to LS documentation for details.

2. Ingtall Tigase server in the normal way including loading Tigase database schema. Database tables
used by Tigase server use different naming convention so you can simply load Tigase DB schemato
the same database as LibreSource data. It is also possible and recommended to keep Tigase data in
separate database.

3. Using configuration wizards generate configuration for Tigase server to connect to LibreSource
database. Here is the sample file with parameters for configuration wizard assuming following setup:

LibreSource data are kept in PostgreSQL database: libresource, user: demo
Tigase data are kept in MySQL database: tigase, user: dbuser, password: dbpass
No external components are connected to Tigase server

Tigase works for domain: domain.net

ENC="-Df i | e. encodi ng=UTF- 8 --Dsun. j nu. encodi ng=UTF- 8"
DRv="-Dj dbc. dri vers=com nysql . jdbc. Dri ver: org. postgresql.Driver"

JAVA OPTI ONS="${ ENC} ${DRV} --server --Xns100M - - Xnmx100M -"

TI GASE_CONFI G="et c/ ti gase-nysql -1i bresource. xm "

TI GASE_OPTI ONS="- - gen- confi g- def \
---user-db nysql \
---user-db-uri jdbc:mysqgl://1ocal host/tigase?user=dbuser &asswor d=dbpass&aut
---auth-db libresource \
---auth-db-uri jdbc:postgresql://Iocal host/|ibresource?user=deno \
---Vvirt-hosts domain. net, | ocal host -"

4. A simpler example where all data (LibreSource and Tigase) are stored in the same database;

LibreSource data are kept in PostgreSQL database: libresource, user: demo
Tigase data are kept also in PostgreSQL database: libresource, user: demo
No external components are connected to Tigase server

Tigase works for domain: domain.net

ENC="-Df i | e. encodi ng=UTF- 8 --Dsun. j nu. encodi ng=UTF- 8"
DRv="-Dj dbc. dri vers=com nysql . jdbc. Dri ver: org. postgresql.Driver"

JAVA OPTI ONS="${ ENC} ${DRV} --server --Xns1l00M - - Xnmx100M -"

TI GASE_CONFI G="et c/ ti gase-nysql -1i bresource. xm "

TI GASE_OPTI ONS="- - gen- confi g- def \
---user-db pgsql \
---user-db-uri jdbc:postgresql://Iocal host/I|ibresource?user=denp&aut oCr eat elk
---auth-db libresource \
---auth-db-uri jdbc:postgresql://Iocal host/|ibresource?user=deno \
---virt-hosts domain. net, | ocal host -"

Now, you can run Tigase as normal and it all works.
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Note! You haveto load Tigase database schema for user data. Pleaserefer to guide for specific database:
MySQL or PostgreSQL.

Migration From an old Tigase Installation to LibreSource

Tigase package includes additional tools to make it easier to manage and control you installation. Oneis
used to change configuration settings - config.sh and another is used to manipulate user datain repository
- repo.sh.

Depending on whether you use Tigase version built from sources or binary version these scripts might
be available in either scripts/ or bin/ subdirectories. To make things smpler let's assume they are stored
in scripts/ directory.

Assuming you have an old Tigase server installation with number of usersin MySQL database and you
want to migrate all of them to LibreSource there are 2 steps involved:

1. User datamigration

2. Changing your existing configuration
Data Migration

First we need to migrate user data used for authentication. That data will be used by both services: Li-
breSource and Tigase and they normally stored in LibreSource database. Therefore we have to use Li-
breSour ce database connector to handle the data (write or read). Tigase server will be using LibreSource
database for reading only but during migration time we need to write user accountsto L S database. Sample
command to migrate user accounts looks like this:

./scripts/repo.sh --sc tigase.db.jdbc. JDBCRepository \

--su -"jdbc: nysql://local host/tigase?user=dbuser &asswor d=dbpass" \
--dc tigase.db.jdbc. Li breSourceAuth \

--du -"jdbc: postgresql://local host/|ibresource?user=denp" \

__Cp

The above command will copy al user accounts from MySQL tigase database to libresource database.
Please refer to repository management tool documentation for information how to migrate single or se-
lected user accounts.

If you want to keep all Tigase server data in the same database you have to copy also all other user data
like rosters, vCards and so on.

First thing we have to do is load the database schema for Tigase data. Because Tigase tables have dis-
tinct names from LibreSource, there is no danger for any conflict. Asin the above example let’s assume
LibreSource' s datais stored in libresource database and database user name is demo:

psql --q --U denp --d libresource --f database/postgresql-schema. sql
Now we can load and transfer all user datafrom MySQL database to LibreSource:

./scripts/repo.sh --sc tigase.db.jdbc. JDBCRepository \

--su -"jdbc: nysql://local host/tigase?user=dbuser &asswor d=dbpass" \
--dc tigase.db.jdbc. JDBCRepository \

--du -"jdbc: postgresql://local host/!libresource?user=denp" \

__Cp

This command looks siumilar to the previous one. Just a Java class used for handling destination database
isdifferent.
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MySQL Database Use

This guide describes how to configure Tigase server to use MySQL [http://www.mysgl.com/] database
asauser repository.

If you used an XML based user repository before you can copy all user datato MySQL database using
repository management tool. All steps are described below.

MySQL Database Preparation
To load db schemato your MySQL instance first create database:
nysgl admn --p create tigase
And then you can |load database schema:

nmysqgl --u dbuser --p tigase < nysql -schemna. sql
Server Configuration

Now you have to change configuration to load a jdbc module instead of XML based repository. Using
configuration management script, first change class name handling repository.

To see current settings run command:

$ -./scripts/config.sh --c tigase-config.xm --print --key session_1/user-repo-cla
Asaresult you should see something like:

session_1/user-repo-class = tigase.db.xm . XM.Repository

You can see that current setting points to the XML repository implementation. To use jdbc module for
connecting to MySQL database you have to set tigase.db.jdbc.JDBCRepository class (enter text below
inoneline):

$ -./scripts/config.sh --c tigase-config.xm --print --key session_1/user-repo-cla
Asaresult you will see new value set for the parameter:
sessi on_1/user-repo-class = tigase.db.jdbc. JDBCReposi tory

You have aso to set the same value as authorization repository unless you want to use different autho-
rization data source;

$ -./scripts/config.sh --c tigase-config.xm --print --key session_1/auth-repo-cl
And again as aresult we can see:
session_1/aut h-repo-class = tigase. db.jdbc. JDBCRepository

Next step isto set the database connection string. Assuming you have database: tigase on localhost with
database user: dbuser and password dbpass your connection string will look like this:

jdbc: nysql ://1ocal host/ti gase?user =dbuser &asswor d=dbpass

To set thisin your configuration file, you have to the configuration management script 2 times. First for
user data repository and second for authorization data repository:
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$ -./scripts/config.sh --c tigase-config.xm --print --key session_1/user-repo-url
$ -./scripts/config.sh --c tigase-config.xm --print --key session_1/auth-repo-url

Note quotes around connection string. They are needed to make sure the shell won't interpret special
characters.

Now the configuration is ready to load the jdbc module and connect to your database.

One more thing you need to do isto tell VM which jdbc driver to use to connect to database. Depending
on your MySQL and jdbc installation it might be: com.mysgl.jdbc.Driver. To set is as database driver you
have to set isajdbc.drivers property value. Usually you do this by adding -D parameter to Java call:

$ java --D dbc.drivers=com nysql.jdbc. Driver tigase.server. XMPPServer

If you use tigase.sh script to run server you will have to add -Djdbc.driversscom.mysql.jdbc.Driver to the
startup script init.Properties property fileto JAVA_OPTIONS values.

User Data Import

If you previously used an XML based user repository, you can import al datainto a MySQL database
using repository management tool. Thisis quite long command so let melist al required parameters first
with brief explanation:

1. -cp copy content of the source repository to destination repository.

2. -sctigase.db.xml. XM L Repository source repository class.

3. -su user-repository.xml source repository connection string - assuming your user repository isin us-
er-repository.xml file.

4. -dctigase.db.jdbc.JDBCRepository destination repository class.

5. -du "jdbc:mysql://localhost/tigase?user =dbuser & passwor d=dbpass’ destination repository con-
nection string.

And now whole command. Enter all in oneline:
$ -./scripts/repo.sh --cp --sc tigase.db.xm .XMRepository --su user-repository.xn

For more information how to use command line administration tools refer to command line tools guide.

PostgreSQL Database Use

This guide describes how to configure Tigase server to use PostgreSQL [http://www.postgresql.org/]
database as a user repository.

If you used an XML based user repository before you can copy al user datato PostgreSQL database using
repository management tool. All steps are described below.

PostgreSQL Database Preparation

Create new database user account which will be used to connect to your database:

# createuser
Enter name of user to add: tigase
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Shall the new user be allowed to create databases? (y/n) y
Shall the new user be allowed to create nore new users? (y/n) y

Now using new database user account create database for your service:

# createdb --U tigase tigasedb
CREATE DATABASE

Now you can load the database schema:
# psgl --Utigase --d tigasedb --f postgresqgl -schenma. sql

Now the database is ready for Tigase server to use.

Server Configuration

Server configuration is identical as MySQL database setup. The same jdbc module is used to connect to
PostgreSQL database asfor MySQL . The only differenceisthe connection string which usually lookslike:

j dbc: postgresql ://1 ocal host/ti gasdb?user=ti gase

So for more detailed guide how to change configuration refer to MySQL database use guide or if you look
for amore automatic configuration file generation refer to configuration wizards page.

Schema Updates

Thisisarepository for Schema updatesin case you have to upgrade from older installations.
 Tigase Server Schemav7.1 Updates Appliesto v7.1.0 and v7.2.0
» Upgradesto v5.1 of Tigase

1. Derby Database Schema Upgrade for Tigase 5.1

2. MySQL Database Schema Upgrade for Tigase 5.1

3. PostgreSQL Database Schema Upgrade for Tigase 5.1

» MySQL Database Schema Upgrade for Tigase 4.0
Tigase Server Schema v7.1 Updates

FOR ALL USERS UPGRADING TO v7.1.0 FROM A v7.0.2 INSTALLA-
TION

The schema has changed for the main database, and the pubsub repository. In order to upgrade to the new
schemas, you will need to do the following:

1. Upgrade the Main database schema to v7.1 using the database/${DB_TY PE}-schema-up-
grade-to-7-1.5q file

2. Upgrade the Pubsub Schemato v3.1.0 using the database/${ DB_TY PE} -pubsub-schema-3.1.0.sq] file

3. Upgrade the Pubsub Schemato v3.2.0 using the database/${ DB_TY PE} -pubsub-schema-3.2.0.sq] file
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All three commands may be done at the same time in that order, it is suggested you make a backup of
your current database to prevent data loss.

Tigase Schema Change for v7.1

Tigase has made changes to its database to include primary keysin thetig_pairs table to improve perfor-
mance of the Tigase server. Thisis an auto-incremented column for Primary Key items appended to the
previous schema.

You MUST update your database to be compliant with the new v7.1 schema. If you do not, Tigase
will not function properly.

This change will affect all users of Tigase using v7.1.0 and newer.

If you are installing a new version of v7.1.0 on a new database, the schema should automatically be in-
stalled.

First, shut down any running instances of Tigase to prevent conflicts with database editing. Then from
command line use the DBSchemal oader class to run the -schema-upgrade-to-7.1.sql file to the database.
The command is as follows:

In alinux environment

java --cp -"jars/*" tigase.util.DBSchemaLoader --dbHostname ${HOSTNAMVE} --dbType $
In awindows environment

java --cp jars/* tigase.util.DBSchemalLoader --dbHostnane ${HOSTNAME} --dbType ${DB
All variables will be required, they are as follows:

* ${HOSTNAME} - Hostname of the database you wish to upgrade.

${DB_TYPE} - Type of database [derby, mysql, postgresql, sqlserver].

${ROOT_USER} - Username of root user.

${ROOT_USER_PASS} - Password of specified root user.

e ${DB_USER} - Login of user that can edit database.

${DB_USER_PASS} - Password of the specified user.

${DB_NAME} - Name of the database to be edited.

${DB_VERSION} - Inthis case, we want thisto be 7.1.

${ADMIN _JID} - Bare JID of a database user with admin privileges. Must be contained within quo-
tation marks.

* ${ADMIN_JD_PASS} - Password of associated admin JID.

Please note that the SQL file for the update will have an associated database with the filename. i.e. post-
gresgl-update-to-7.1.sqgl for postgresql database.

A finalized command will look something like this:

java --cp -"jars/*" tigase.util.DBSchemalLoader --dbHostnane | ocal host --dbType nys
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Once this has successfully executed, you may restart you server. Watch logs for any db errors that may
indicate an incomplete schema upgrade.

Changes to Pubsub Schema

Tigase has had a change to the PubSub Schema, to upgrade to PubSub Schema v7.1 without having to
reform your databases, use this guide to update your databases to be compatible with the new version of
Tigase.

NOTE Current PubSub Schema is v3.2.0, you will need to repeat these instructions for v3.1.0 and then
v3.2.0 before you run Tigase V7.1.0.

The PubSub Schema has been streamlined for better resource use, this change affects all users of Tigase.
To prepare your database for the new schema, first be sure to create abackup! Then apply the appropriate
PubSub schemato your MySQL and it will add the new storage procedure.

All thesefiles should be in your /database fol der within Tigase, however if you are missing the appropriate
files, use the links below and place them into that folder.

The MySQL schema can be found Here [https:/projects.tigase.org/projects/tigase-pubsub/repository/re-
visions/master/entry/database/mysgl-pubsub-schema-3.1.0.s1].

The Derby schema can be found Here [https.//projects.tigase.org/projects/tigase-pubsub/reposito-
ry/changes/database/derby-pubsub-schema-3.1.0.sq].

The PostGRESQL schema can be found Here [https:.//projects.tigase.org/projects/tigase-pubsub/reposito-
ry/changes/database/postgresql-pubsub-schema-3.1.0.sq]].

The MS SQL schema can be found Here [https.//projects.tigase.org/projects/tigase-pubsub/reposito-
ry/changes/database/sql server-pubsub-schema-3.1.0.sq]].

The same files are also included in al distributions of v7.1.0 in [tigaseroot]/database/ . All changes to
database schema are meant to be backward compatible.

You can use a utility in Tigase to update the schema using the following command from the Tigase root:
Linux

java --cp -"jars/*" tigase.util.DBSchemalLoader

or from a Windows environment

java --cp jars/* tigase.util.DBSchemalLoader

NOTE: Some variation may be necessary depending on how your java build uses-cp option

Use the following options to cus- e [-dbType database type {derby, mysgl, postgresql, sglserv-
tomize. Optionsin bold are re- er}]
quired.

¢ [-schemaVersion schemaversion {4, 5, 5-1} ]

¢ [-dbName database name]

[-dbHostname database hostname] (default is local host)

L]

[-dbUser tigase username]

[-dbPass tigase user password]
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[-rootUser databaseroot username]

[-rootPass database r oot password]

[-file path to sgl schema fil€]

* [-query sgl query to execute]

[-logLevel javalogger Level]

[-adminJID comma separated list of admin JIDs]

¢ [-adminJIDpass password (one for al entered JIDg)
Argumentstake following precedent: query, file, whole schema
Asaresult your final command should look something like this:

java --cp -"jars/*" tigase.util.DBSchemalLoader --dbType nysql --dbNane tigasedb --

Tigase 5.1 Database Schema Upgrade

We had to make a small change to the database schemafor Tigase version 5.1.0.

It does not affect data or data structure, only the way in which some data is accessed in database. We
added one more stored procedure which has to be installed in database if you upgrade your installation
from a previous Tigase version

The schema upgrade is very simple and safe but make sure the current database schemaisin version 4.0.
If you happen to use ancient version of Tigase earlier than 4.0 and you want to upgrade to 5.1, you have
to run 4.0 upgrade script first.

Please follow detailed guide for the database applicable to your installation: Derby, MySQL, PostgreSQL .
» Derby Database Schema Upgrade for Tigase 5.1
» MySQL Database Schema Upgrade for Tigase 5.1

» PostgreSQL Database Schema Upgrade for Tigase 5.1

Derby Database Schema Upgrade for Tigase 5.1

The schema upgrade is very simple and safe but make sure the current database schemaisin version 4.0.
First things first - make a database backup:

tar --czf derbyDB.tar.gz -/path/to/derbyDB

If you need to restore database for any reason simply extract files from the backup archive:

rm--rf -/path/to/derbyDB
tar --xf derbyDB.tar.gz

Now we can run schema upgrade script

java --Dij.protocol =jdbc: derby: --Dij.database="/path/to/derbyDB" \
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- Dder by. syst em honme="pwd™ \
-cp libs/derby.jar:libs/derbytools.jar:jars/tigase-server.jar \
org. apache. derby. tool s.ij database/ postgresql -schema-upgrade-to-5-1.sql

MySQL Database Schema Upgrade for Tigase 5.1

The schema upgrade is very simple and safe but make sure the current database schemaisin version 4.0.
Assumptions:

1. tigasedb is a database name

2. tigase user is adatabase user name

3. mypass is database user password

First things first - make a database backup:

nmysqgl dunp --u tigase_user --pmypass tigasedb > tigasedb_dunp. sql

If you need to restore database for any reason execute following commands:

meygl admi n --u tigase_user --pmrypass drop tigasedb
nmysgl adm n --u tigase_user --pnypass create tigasedb
nmysqgl --u tigase_user --pnypass tigasedb < tigasedb_dunp. sql

Note! You may be required to use root user and his password to execute mysgladmin commands.
Now we can run schema upgrade script

nysqgl --u tigase_user --pnypass tigasedb < database/ nysql - schema-upgrade-to-5-1.sq

PostgreSQL Database Schema Upgrade for Tigase 5.1

The schema upgrade is very simple and safe but make sure the current database schemaisin version 4.0.
Assumptions:

* tigasedb is adatabase name

* tigase user isadatabase user name

» admin_db_user is database admin user name

First things first - make a database backup:

pg_dunp --U tigase user --Wtigasedb > tigasedb_dunp. sql

If you need to restore database for any reason execute following commands:

dropdb --U adm n_db_user --Wtigasedb
createdb --U adm n_db user --W--0O tigase_user tigasedb
psql --U tigase user --Wtigasedb < tigasedb_dunp. sql

Now we can run schema upgrade script

psql --q --Utigase_user --Wtigasedb --f database/postgresql -schema-upgrade-to-5-
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Tigase Database Minor but Useful Schema Change in
Version 5.1.0

We have recently made a ssmple but very useful change to the DB schemain Tigase. It preserves back-
ward compatibility and so your existing schema does not need to be changed, even if you upgrade your
installation to the most recent 5.1.0 version.

However, the change is can help to track new accounts creation, therefore this article shows how to make
modifications to you schema manually.

The change is related to adding a new field: acc_create time which stores exact time of user account
creation. Thetimeisrecorded automatically by the database when anew record in the user tableis created.
This allows for no extra overhead or resource usage on Tigase.

Along with the new field, there are slight modifications to 2 other fields: last_login and last_logout.
Hereis how it looks now:

-- Time the account has been created
acc_create_tinme tinestanp DEFAULT CURRENT_TI MESTAMP,
-- Tinme of the last user login

last _login tinestanmp DEFAULT O,

-- Tinme of the last user |ogout

| ast _| ogout timestanp DEFAULT O,

You can easily update your schema with above changes using a simple SQL query. Enter the MySQL
shell and copy-paste following query:

alter table tig_users
nodi fy last_login timestanp DEFAULT O,
nodi fy | ast_| ogout timestanp DEFAULT O,
add acc_create_tine tinestanp DEFAULT CURRENT_TI MESTAMP;

Please note, after executing query above the column acc_create time will have anull value. To populate
the entry for existing records just copy last_login value to acc_create time:

update tig_users set acc_create_tine = |ast_|ogin;

Tigase Server Version 4.x

Schema Upgrades for Tigase server version 4.x.

» MySQL Database Schema Upgrade for Tigase 4.0

MySQL Database Schema Upgrade for Tigase 4.0

For number of reasons the database schema had to be changed for Tigase server version 4.0. The most
important are:

e Compliance with the XMPP RFC which saysthat each part of JID may have up to 1023 characters. We
storein the database user JIDs without resource names thus the maximum possible size of theuser id is
2047. There aren't really JIDs that long yet, but we experienced quite long JIDs in a few installations
aready. So it was decided to prepare Tigase to accept any JID allowed by RFC.
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» Performance and flexibility - the Tigase server now accesses database using stored procedures. This
alowsfor any database storage format and it doesn’t really matter for Tigase server what isthe database
schemahow datais organized inside. What it needsisjust bunch of stored procedures to accessthe data.
Thisalowsfor much more flexibility in storing user data as well as much easier integration with third-
party systems as well as organize datain more efficient way.

Therefore when you run the Tigase server now it may (depending on what exact SVN revision you use)
refuse to start if it detects that the database schemais not updated. If it happens just follow steps below
to update the database schema and start the server again. Updating of the database schema is very easy
and almost fully automated process. Just follow the steps below and you should be able to run the new
version of Tigase server in afew minutes or even seconds depending on your database size. It took around
7 minutes to update our database with 200k user accounts on an average machine.

Note. Do not update the database schema before Tigase server tells you to do so. Be sureto do a
database backup before starting the schema update.

Please note. | have done a few schema upgrades already in a few different configurations and hereare a
few tips which might be useful if something goes wrong:

1. Youreally, REALLY haveto dothe DB backup (database dump) before upgrading. If you don’t
you might not be able to revert database on your own.

2. Incase of error: ERROR 1419 (HY000) at line 31 in file: 'database/mysqgl-schema-4-sp.schema'’:
You do not have the SUPER privilege and binary logging is enabled (you *might want to use the
less safelog_hin_trust_function_creators variable)* Restore the database following description found
below and run the update again as MySQL super user.

3. The following error may manifest itself in many ways from the NullPointer Exception in Tigase serv-
er log file to message like this: User does not have access to metadata required to determine
stored procedure parameter types. If rights can not be granted, configure connection with
" noAccessT oProcedureBodies=true" to havedriver generate parametersthat represent INOUT
strings irregardless of actual parameter types. The best solution to thisis to grant proper permis-
sionsto thisuser. Enter the MySQL command line mode as MySQL super user:

$ nmysql --u root --proot_passwd nmysql
nysql > GRANT SELECT, | NSERT, UPDATE ON \ nysqgl\ .\ proc\" TO -'tigase_user' @Il oc
nysql > GRANT SELECT, | NSERT, UPDATE ON \ nysqgl\ .\ proc\" TO -'tigase_user' @%;
nysql > GRANT SELECT, | NSERT, UPDATE ON \ nysqgl\ .\ proc\" TO -'tigase_user';
nysqgl > FLUSH PRI VI LEGES;
$

Assumptions:

1. tigasedb is a database name

2. tigase user is adatabase user name

3. mypass is database user password

First things first - make a database backup:

nysgl dunp --u tigase user --pnypass tigasedb > tigasedb_dunp. sql

If you need to restore database for any reason execute following commands:

nsygl admin --u tigase_user --pmypass drop tigasedb
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nysgl adm n --u tigase_user --pnypass create tigasedb
nysgl --u tigase_user --pnypass tigasedb < tigasedb_dunp. sql

Note! You may be required to use root user and password to execute mysgladmin commands. Ok we have
the database backup and we know how to restore it. Now we can run schema upgrade script:

nmysqgl --u tigase_user --pnypass tigasedb < database/ nysql - schema-upgrade-to-4. sql
The script should generate output like this:

Dropi ng i ndex for user_id colum

Resi zing user _id columm to 2049 characters to conply with RFC
Creating a new index for user_id colum for first 765 bytes of the field
Addi ng shal _user _id col umm

Addi ng user _pw col unm

Addi ng last | ogin col um

Addi ng | ast | ogout col um

Addi ng online_status col um

Addi ng failed_ | ogins colum

Addi ng account _status col um

Creating a new i ndex for user_pw col um

Creating a new index for last_|ogin colum
Creating a new index for |ast_|ogout columm
Creating a new index for account_status col umm
Creating a new index for online_status colum

Resi zi ng node colunnm to 255 characters
Changi ng pval colum type to medi unt ext
Loadi ng stored procedures definitions
Setting passwords encoding in the database
Converting database to a new format

Creating a new index for shal user _id colum
Setting schena version to 4.0

Al'l done, database ready to use!
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Chapter 8. Configuring the Tigase
Server to Load a Component

A detailed description of all the configuration options is in the init.properties guide where you can also
find information described below and much more. The purpose of this document is to give you a brief
introduction on how to load a component into Tigase server without the need to dig through all the details.

I will show how to load 2 components into Tigase server using a configuration in the init.propertiesfile:
MUC [https://projects.tigase.org/projects/tigase-muc] and PubSub [https.//projects.tigase.org/projects/
tigase-pubsub].

The only step isto tell the server what components to load, how to name them and optionally give some
extra parameters. To do so open the init.properties file you use in your installation.

Let’s say you want to just add PubSub for now. All you need to do is add 2 lines to the propertiesfile:

- - conp- nane- 1=pubsub
--conp-cl ass-1=ti gase. pubsub. PubSubConponent

The first line contains the component name 'pubsub’ and the main class for this component is:
'tigase.pubsub.PubSubClusterComponent'. It doesn’t really matter what the component name is, the only
requirement is that it must be unique among other components names. Because you can load many com-
ponents, it helps to provide descriptive names thus 'pubsub’ is a good name for a'PubSub’ component.

You can of course add more components, even PubSub components to the same server. Just remember
that each of them would need to have a different name then. For example:

- - conp- hane- 2=pubsub-priv
--conp-cl ass-2=ti gase. pubsub. PubSubConponent

Although this may be rare, it allows for wide compatibility and platform stability.

Normally, however we want to load few different components like PubSub, MUC, MSN Transport and so
on.... Therefore instead of the above second PubSub we can load the MUC component:

- - conp- nane- 2=muc
--conp-cl ass-2=ti gase. nuc. MJCConponent

Changesto the init.properties file will take effect upon server restart.

StanzaSender

StanzaSender is a component which makesit easier to integrate XM PP server with other third-party tools.

It simply allowsyou to send stanzas from your application without implementing any XM PP specific code.
The component regularly reads specified data source for XM PP packets to send. The data source can be a
SQL database, directory on your filesystem, or anything you might want.

If you have a Web application for example for which you want to send natifications of an event to se-
lected users you can install StanzaSender [https.//projects.tigase.org/projects/tigase-server/repository/re-
visions/master/show/src/main/javaltigase/server/ssender] component on your Tigase server. It will help
you to easily distribute your messages to end-users.
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Configuring the Tigase Serv-
er to Load a Component

How it Works

The module itself doesn’t do anything, it just schedules tasks and sends stanzas which come from any-
where. To do the actual work of retrieving stanzas from data source the component uses tasks.

In theory the task can retrieve XMPP packets for sending from any location or may just generate stanzas
on its own.

In practice there are 2 tasks aready implemented and ready to use. Y ou can treat them as a sample code
for implementation of your own tasks customised for your specific needs or you can just use these tasks
asthey are.

The tasks which are available are;
 FileTask retrieving stanzas from directory in file system.

» JDBCTask retrieving stanzas from SQL database.

FileTask

FileTask implements tasks for cyclic retrieving stanzas from a directory and sending them to the Stanza-
Handler object.

It looks for any new stanzato send. Any singlefile can contain only a single stanzato send and any entry
in database table can also contain only asingle stanzato send. Files on hard disk and records in databases
are deleted after it isread.

Any filein a given directory is treated the same way - Tigase assumes it contains valid XML data with
XMPP stanzato send. Y ou can however set in configuration, using wildchars which files contain stanzas.
All stanzas must contain complete data including correct "from" and "to" attributes.

By default itislooking for * .stanzafilesin /var/spool/jabber/ folder but you can specify different directory
namesin theinitialization string. Here is a sample initialization strings:

* /var/spool/jabber/* .stanza

* /var/spool/jabber/*

Thelast isequal to:

* /var/spool/jabber/

Note the last forward slash '/* is required in such case if the last element of the path is adirectory.

Please note! Tigase must have writing permissions for thisdirectory, otherwiseit may not function
properly.

JDBCTask

JDBCTask implements tasks for cyclic retrieving stanzas from database and sending them to the Stanza-
Handler object.

Database table format:

e id - numerical unique record identifier.
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 stanza - text field containing valid XML data with XM PP stanza to send.

Any record in this table is treated the same way - Tigase assumes it contains valid XML datawith XMPP
stanza to send. No other data are allowed in this table. All stanzas must be complete including correct
"from" and "to" attributes.

By default it is looking for stanzas in xmpp_stanza table, but you can specify a different table name in
the connection string. For example:

jdbc:mysql://local host/tigasedb?user=tigase& password=pass& table=xmpp_stanza

Please note the last parameter which is specific to JDBCTask. Y ou can specify the table name which stores
stanzas for sending, if omitted default value is: xmpp_stanza.

Configuration

StanzaSender is a Tigase component so the configuration is similar to that of all other components. The
simplest way to get the settings for StanzaSender is by generating a configuration with all possible com-
ponents. To do this you have to run Tigase server with --gen-config-all parameter set.

By default this component nameis ssend and here is a content of the configuration filefor StanzaSender :
It is one of msg-receivers:
<entry type="String[]" key="id-nanes">

<i tem val ue="ssend"/ >
</entry>

To activate the component and a specify class name for it following entries has been added:

<entry val ue="true" type="Bool ean" key="ssend. active"/>
<entry val ue="ti gase. server.ssender. St anzaSender" type="String" key="ssend.cl ass"/

And the main settings section for the component:

<conponent name="ssend">

<nap>

<entry val ue="10" type="Long" key="default-interval"/>

<entry val ue="1000" type="Integer" key="max-queue-size"/>

<entry type="String[]" key="stanza-listeners">
<i tem val ue="j dbc"/ >
<itemvalue="file"/>

</entry>

</ map>

<node name="file">

<nap>
<entry val ue="true" type="Bool ean" key="active"/>
<entry val ue="ti gase. server. ssender. Fi | eTask"” type="String" key="cl ass-nanme"/>
<entry val ue="/var/spool/jabber/*.stanza" type="String" key="init-string"/>
<entry val ue="10" type="Long" key="interval"/>

</ map>

</ node>

<node nane="j dbc" >

<nap>
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<entry val ue="true" type="Bool ean" key="active"/>
<entry val ue="ti gase. server.ssender.JDBCTask" type="String" key="cl ass-name"/>
<entry val ue="jdbc: nysql://l ocal host/ti gase?user=ti gase&
passwor d=nmypassé&t abl e=xnpp_st anza”
type="String" key="init-string"/>
<entry val ue="10" type="Long" key="interval"/>
</ map>
</ node>
</ conponent >

Most parameters should be pretty clear but some may need alittle explanation.

General StanzaSender parameters:

« default-interval number which specifies in seconds how often should the task ook in data source for
new packetsto send.

* max-queue-size is a number which specifies internal packets queue size. Thisis used to prevent the
component from consuming all the memory for datain case the component can not process them.

» stanza-listenersisalist of task namesto |oad. Each task can read XM PP packetsto send from different
data sources. You can load as many listeners (tasks) as you need. Each task must read stanzas from
different data sources.

For each task from the stanza-listeners list there is a separate section with parameters for each task:
« active boolean switch allowing you to turn on/off the task without removing configuration completely.

e classhame Java class name which implements the task. This class must extend
tigase.server.ssender.SenderTask and it is loaded at runtime.

« init-stringiskind of data source connection string. For databaseit isjust database connection string, for
file system thisisjust adirectory name. It may be even different for different tasks. The 2 tasks already
implemented have some specific features: FileTask allowsyou to use wild-charsin directory/ file name
specification and JDBCTask allows you to specify additional parameter at the end of JDBC connection
string - database table name. For specific examples ook at above config sections.

* interval isanumber which allows you to specify different interval in seconds for checking data source
for each task.

NOTE: Each task has own separate parameterslist.

Tigase HTTP API

Welcome to the Tigase HTTP API users guide. The HTTP API alows you to manage, configure, chat,
and send commands to Tigase server using a simple, easy-to-use interface right from your browser! We
will guide you through setup, running, and going through some features of the HTTP API.

Requirements

TheHTTP API Requires Tigase version v5.0.3 but we recommend using the latest version of Tigasewhich
will give you the easiest setup and functionality. Current versions of Tigase include most of the required
files needed to run the API, however you will need to add one more library: servlet-api-3.1.jar which is
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available Here [https://projects.tigase.org/attachments/downl oad/1504/servlet-api-3.1.jar]. Place that file
in your /jars directory and you're all setup and good to go.

Please note, earlier versions of Tigase installer may have not included another required file:
javax.servlet-api.jar

Thisfileisincluded in the archive distributions, and may be extracted to the /jars directory from there.

For older versions of the API, please see the Tigase HTTP API Wiki [https.//projects.tigase.org/projects/
tigase-http-api/wiki/Dependencies].

Setup & Configuration

Once dl therequirementsin place, all you need to do is add the following linesto Tigase' sinit.properties
file

- -conp- nanme-3=http
--conp-cl ass-3=ti gase. http. H t pMessageRecei ver

Note that the class and name number is not important, so long as you don’t have anything else with the
same number.

With this default configuration Tigase will attempt to start an http server at port 8080 and run the default
modules such as RestM odule which will add context for the REST API in /rest path. RestModule will also

load all groovy scripts located in scripts/rest/xxx directories and it will bind it to proper action for the /
rest/xxx/ paths. More than one directory can be used, think of xxx as awildcard.

Advanced Configuration
The HTTP component has a variety of configuration options, lets see them in detail here
Component Properties

Please note, for settings mentioning { compname} replace them with the exact text found as --comp-name,
which may be http, rest, or something you have set custom in init.properties.

{ compname} /http/ Sets a comma separated list of ports on which the HTTP server

portg[i]=8088,8096 listens for connections. 8080 is set by default.

{ compname} /2222/socket=ss| Setsthe port you wish the HTTP server to listen to for HTTPS con-
nections to 2222

{ comp- Sets 4096 as the port number you want to listen to HTTPS connec-

name} /4096/domain=example.com  tions AND set the domain name of the SSL certificate from Tigase
XMPP server certificate store to be used.

{ compname} /server-class= Sets the name of the class used to manage the HTTP server. The
following names may be used

 tigase.http.jetty.JettyStandaloneHttpServer - starts stan-
dalone Jetty HTTP Server instance (requiresTigaseHTTP API
- Jetty HTTP Server)

* tigase.http.jetty. JettyOSGiHttpServer - uses Jetty HTTP
Server instance available as OSGi service (may be used only in
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{ compname} /http/port

{ compname} /setup/admin-creden-
tials

Modules

OSGi envoirment) (requires Tigase HTTP API - Jetty HTTP
Server)

* tigase.http.java.JavaStandaloneHttpServer - uses HttpServer
provided by Java JDK to start standalone HT TP server (may not
work on JDK from every JDK provider)

An older version of the /portg[i] setting, it is still supported, but
expect to be phased out.

Sets a user and password combination that can access the web
installer setup pages. By default administrator JIDs listed in --
admins property are granted access, however you may specifiy
a specific user and password to give access in addition to those
JDs. Format is [username:password] So for example, http/set-
up/admin-credential s=admin: password Note that this storesthein-
formation in plaintext on init.properties file, and thisis an op-
tional setting.

Tigase HTTP API component provides functionalities as modules which may be enabled or disabled and
configured separately. Common settings for modules which can be passed in component properties in
following format component_name/module_id/module_setting:

 active[B]= Values true/fal se to enable or disable module

* context-path= Path of HTTP context under which module should be available

* vhostg[s]= Comma separated list of virtual hosts under which the module should be availble. If this
setting is not set, the HTTP module will be available for all virtual hosts.

With those ideas in mind, lets ook at the available modules for the HTTP API.

Rest Module

This module provides support for the REST API. enable it by using thislinein theinit.propertiesfile:

htt p/ Rest Modul e/ acti ve[ B] =t r ue

Assuming that comp-name for the classis http

rest-scripts-dir= Path to directory containing scripts processing REST requests. By default this
directory is scripts/rest

api-keyg[s|= Commaseparated list of stringswhich would be possibleto use askeysto pass
api-key parameter to request an authorization to execute. If nothing is passed,
then no request will be allowed. To allow any request, this property needs to
be set to open_access.

DNS Webservice Module

dns-webservice module provides support for resolution of DNS names using the HTTP protocol. This
might be useful for web applications that need to resolve DNS address to a specific IP. For example,
discover 1P and port of WebSocket service to use to connect to XM PP server.

To activate this module, use the following line;
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htt p/ dns-webservi ce/ acti ve[ B] =t rue

Assuming that comp-name for the classis http

Use of the HTTP API

To begin using the HTTP API, point abrowser to the following url http://your.server.domain:8080/ui/ and
you will be presented with the following image to login with.

Gawm i Tigass M Jabber Todey Tigass Mel  Tigess Dag

Sure.IM, Tigase.IM, Jabber. ME and more

futhenticate @

T D

Praseswrad

|

Tli.].;ml:' Me_:--;-:-.n:_lnqpr on Andnos

Use your admin-level XMPPid and it’s password to login. Please use bare JID for logins.

NOTE: Normal userscan login here as well to use chat and basic functions, but they will not have
admin privileges as shown in this guide

Browser interface walk-through
Chat

Chat is the first window that you will see after logging in. It's quite bare here since there is no roster to
speak of. If you had a roster, users would be shown. Lets add a user. Click the user add icon, and then
fill in the fields below.
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Once both users have added and authorized each other’ s roster listing, the users and groups will be shown
on the left, with the right side being used for chat functionality.
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Discovery

The Discovery tab encapsulates the service discovery function of XMPP servers, and will provide alist
of available services. Clicking on the service will give you options for executing commands, checking
settings, MUC rooms and more.

Management

The Management tab is your administration and settings tool for the XM PP server. Here you can change
settings, add and remove users, send server-wide notifications, write and execute scripts, and even obtain
server statistics at aglance.

NOTE: some changesto settings may beinstant, and othersrequire a server restart

Statistics

The statistics tab lists all running componentsin the server.

HTTP API Scripting

Scriptsinthe HTTP APl component are used for processing all of requests.

To add a new action to HTTP APl component you need to create a script in Groovy in which there is
an implementation of class extending tigase.http.rest.Handler class. The URI of the script will be created
from the location of script in scripts folder. For example, if TestHandler script with regular a expression
will be set to /test and will be placed in scripts/rest/tested, the handler will be called for following URI /
rest/tested/test.

Properties
If you are extending classes, you will need to set the following properties:

regex regular expression which is used to match request URI and parse parameters embed-
ded in URI, example below:

INT([r@l]+) @["@/]+)/

requiredRole Role of the user required to be able to access this URI. Available values: null, "user”,
"admin". If requiredRole is not null, authentication will be required.

iSAsync If set to true, it will be possible to wait for results, perhaps waiting for an |Q stanza
to send results.

Properties Containing Closures

Extended class should also set closures for one or more of the following properties: execGet, execPut, ex-
ecPost, and execDel ete depending on which HTTP action or actions you need to support for the following
URI. Each closure has dynamic arguments lists. Below is alist of arguments passed to closure which
describes how and when the list of arguments change.

I. service: Implementation of Service interface, used to access database or send/recieve XM PP stanzas.

I1. callback: Closure which needs to be called to return data. Accepts only one argument of type
String,byte[],Map. If data is type of Map it will be encoded to JSON or XML depending on ‘Con-
tent-Type' header.
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I11.user: Will be passed only if requiredRole is not null. In other cases this argument will not be in
argumentslist!

IV content: Parsed content of the request. Will not be in argumentslist if Content-L ength of request
is empty. If Content-Type is of XML or JSON type, type returned as Map. Otherwise it will be an
instance of HttpServletRequest.

V. x: Additional arguments passed to callback are groups from regular expression matching URI. Groups
arenot passed aslist, but are added to a list of arguments as next arguments.

If the property for corresponding HTTP action is not set, the component will return a404 HTTP error.

REST APl & HTTP Guide

This component covers both REST API as well as basic HTTP component configuration. REST stands
for REpresentational State Transfer which is a stateless communication method that in our case passes
commandsusing HTTP GET, PUT, POST, and DEL ETE commandsto resources within the Tigase server.
Although REST uses HT TP to receive commands, REST itself is not intended for use in a browser.

Setup & Configuration
Tigase's REST component requires the following in classpath
* servlet-api-3.1jar

If you have installed Tigase v7.1.0 or later, the jar is aready installed. If you are using an older ver-
sion of Tigase, you may download the file from this link [https://projects.tigase.org/attachments/down-
load/1504/servlet-api-3.1.jar]. Once thisisinstalled, you will also need to add the following linesin your
init.properties file to enable the HT TP component.

--conp- nane-4=http
--conp-cl ass-4=tigase. http. Ht pMessageRecei ver

In this default configuration, Tigase will try to start a standalone Jetty HT TP server at port 8080 and start
up the default modules, including RestModule which will add context for REST API in the /rest path.
RestModule will also load al groovy scripts located in scripts/rest/* directories and will bind them to
proper actions for the /rest/* paths.

NOTE: Scripts that handle HTTP requests are available in the component repository in src/scriopts/
groovy/tigase/rest/ directory.

Component Properties

Here are some additional properties for the HttpMessageReceiver component that can be set in the
init.propertiesfile.

» {compname}/http/portgi]= - Sets a comma separated list of ports on which the HTTP server will listen
for connections. Default is 8080.

o {compname} /********* [socket=ss| - Setsthe port for SSL connections, replace# with the port number
of your choice.

o {compname}/********* [domain=example.com - This setsthe domain name of the SSL certificatefrom
Tigase XMPP certificate store, also sets the port to # to listen for HTTPS connections.

» {compname} /server-class= - Sets the name of the class used to manage the HTTP server. Currently
there are the following options:
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1. tigase.http.JettyStandaloneHttpServer - Starts standalone Jetty HTTP Server instance (requires
Tigase HTTP API - Jetty HTTP Server)

2. tigase.http.jetty.Jetty OSGIHttpServer - Uses Jetty HTTP Server instance available as OSGi service
(may be used only in OSGi envoirment) (require Tigase HTTP API - Jetty HTTP Server)

3. tigase.http.java.JavaStandal oneHttpServer - Uses HttpServer provided by Java JDK to start stan-
dalone HTTP server (may not work on JDK from every JDK provider).

4. {compname}/http/threads= - Setsthe number of threads availablefor HT TP component. Defaultis4.

5. { compname} /http/request-timeout= - Sets the timeout time in ms for threads to close on inactive
connections. Default is 60 seconds.

Modules

Tigase's REST Component comes with two modules that can be enabled, disabled, and configured
separately. Common settings for modules for component properties are used in the following format:
component_name/module_id/module_setting/ the following settings are available for both listed modules:

* active[B] - Boolean values true/fal se to enable or disable the module.
« context-path - Path of HTTP context under which the module should be available.

» vhosty[s] - Comma separated list of virtual hosts for which the module should be available. If not con-
figured, the module will be available for al vhosts.

Rest Module
Thisisthe Module that provides support for the REST API. Available properties:

* rest-scripts-dir - Provides ability to specify path to scripts processing REST requestsif you do not wish
to use default (scripts/rest).

* api-keyq[s] - Comma separated list of strings which would be possible to use as keys to pass api-key
parameter to request authorization for request execution. If nothing is passed, then no request will be
alowed. To alow any request, this property needs to be set using the following:

htt p/ rest/api - keys[ s] =open_access

Y ou may set api-keysto any string you wish, however, when you make requests of the HTTP API service,
the included API key must match EXACTLY. Keep the API key to ASCII characters to maintain com-
patibility. For example, if you were to set the following APl key:

http/ rest/api - key[ s] =a7D2dn8l ps138w

Requests made to the HTTP service must conclude with the same key: http://local host:8080/rest/ad-
hoc/sess-man@domain.com?api-key=a7D2dm3l ps138w

dns-webservice

This module provides resolution of DNS names using HTTP protocol. This particular module might be
useful for web applications that need to resolve the DNS address to a particular IP. For example to help
discover the IP and port of WebSocket services used to connect to the XM PP server.

Usage Examples

Here are some examples using the HTTP APl using available scripts.
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Retrieving list of available ad-hoc commands

To retrieve a list of available commands, REST needs to use the GET method from the following re-
source: /rest/adhoc/sess-man@domain.com. This provides a list of available adhoc commands from the
sess-man@domai n.com [mailto:sess-man@domain.com] resource. Thiscan be changeto any bare JID that
you wish to get commands from so it can be aMUC room, monitor component, or in this case, the Session
manager. With the server running, lets connect to the address http://localhost:8080/rest/ and the following
resource /adhoc/sess-man@domain.com which will retrieve a list of all ad-hoc commands available at
sess-man@domain.com [mailto:sess-man@domain.com]. This particular action is protected by authenti-
cation using HT TP basic authentication so valid credentials are necessary. User credentialsare availablein
the Tigase' s user database installation, so use the bare JID and password of an admin-authorized account
to conduct this activity. The result will be an XML format output of available commands, similar to an
|Q stanza, below an example of that result.

<items>
<itenp
<j i d>sess- man@lomai n. conx/ j i d>
<node>http://jabber. org/ protocol /adm n#get - acti ve- user s</ node>
<nane>Cet |ist of active users</nane>
</itenp
<itenp
<j i d>sess- man@lomai n. conx/ j i d>
<node>del - scri pt </ node>
<nanme>Renove conmand scri pt </ nane>
</itenp
<itenp
<j i d>sess- man@lomai n. conx/ j i d>
<node>add- scri pt </ node>
<nanme>New conmand scri pt </ nane>
</itenp
</items>

Thereisalso the ability to return aJSON formatted result. To achievethis, you need to pass Content-Type:
application/json to the HTTP header of the request, or add the type parameter and set it to application/json
setting. An example of a JSON result is below.

{
-"items": |
{
-"jid": -"sess-man@lomai n. cont,
-"node": -"http://jabber.org/protocol/adm n#get-active-users",
-"nane": -"Cet list of active users”
_}'
{
-"jid": -"sess-man@lomai n. cont,
-"node": -"del-script”,
"nanme": -"Renove command script”
_}'
{
-"jid": -"sess-man@lomai n. cont,
-"node": -"add-script",
"nanme": -"New command script”
-}
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}

Again, either of these methods can be used on any component with available ad-hoc commands. Feel free
to experiment and see what options are available for each component.

Executing ad-hoc commands

Once you have found a command you wish to use, you can send that command using the HTTP POST
method. In this example, lets request alist of active users as seen in the previous section. NOTE: likethe
previous example, these commands require basic HT TP authentication.

The following command is sent to http://local host:8080/rest/adhoc/sess-man@domain.com

<conmand>
<node>http://j abber. org/ protocol / adm n#get - acti ve- user s</ node>
<fields>
<itemp
<var >donai nj i d</ var >
<val ue>donmai n. conk/ val ue>
</itenp
<itemp
<var>max_itens</var >
<val ue>25</ val ue>
</itenp
</fields>
</ command>

This particular command regiures the three fields <node>, domainjid, and max_items. These three values
are the node for the command, as returned in available commands, the domain results are to be returned
from, and the maximum number of results. Keep in mind that Content-type: text/xml must be passed to
the HTTP header to get an XML result. Not doing so may Yield errors or incomprehensible results. The
result for this command will look like this:

<conmand>
<j i d>sess- nan@omai n. conx/j i d>
<node>http://jabber. org/ protocol /adm n#get - acti ve- user s</ node>
<fields>
<itenp
<var>Users: 3</var>
<l abel >text-multi</I| abel >
<val ue>adnm n@onmi n. conx/ val ue>
<val ue>user 1@onmi n. conx/ val ue>
<val ue>nor bo@onai n. conx/ val ue>
</itenp
</fields>
</ comuand>

Similar results can be sent and received using JSON in asimilar fashion. Again, be sureto set ContentType:
application/json in the header or default settings.

{
-"command" -: {
-"node" -: -"http://]jabber.org/protocol/adm n#get-active-users",
-"fields" -: |
{
-"var" -: -"domainjid",
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-"val ue" - "subdonai n. domai n. cont
_}'
{
-"var" -: -"max_itens",
-"val ue" -"25"
-}
-1
-}
}
Theresults will look quite similar to the XML results:
{
-"command": {
-"jid": -"sess-man@lomai n. cont,
-"node": -"http://jabber.org/protocol /adm n#get-active-users",
-"fields": |
{
-"var": -"Users: 2",
-"label™: -"text-multi",
-"value": [
-"m ni onl@ubdonai n. donmai n. com’,
-"overadm n@ubdomai n. donmai n. cont
-1
-}
-1
-}
}

Sending any XMPP Stanza

XMPP messages or any other XMPP stanza can be sent using this API by sending HTTP POST request
on http://localhost:8080/rest/stream/api-key=API_KEY with a serialized XM PP stanza as content, where
API_KEY isthe API key specified in theinit.propertiesfile. Each request needs to be authorized by send-
ing a valid administrator JID and password as a user/password of BASIC HTTP authorization method.
The content of the HTTP request should be encoded in UTF-8 and Content-Type should be set to appli-

cation/xml.

Handling of request

If no from attribute is set in the stanza, the HTTP API component will supplant it’s JID instead, however if
oneisset it will be preserved. However, iniq stanzas, if no from attribute is set the HT TP response content
will be sent back as aresponse. Successful requests will return aHTTP response code of 200.

Examples. Any of these examples must be sent as an HTTP POST request to /rest/stream/?api-
key=API_KEY of the HTTP APl component.

Sending XMPP message with from set to HTTP APl component a full JID

<nmessage xm ns="jabber:client" type="chat" to="test @xanpl e.conlresource-1">

<body>Exanpl
</ message>

e nmessage 1</ body>

Sending XMPP message with from set to HTTP APl component with a bare JID

<nmessage xm ns="jabber:client" type="chat" to="test @xanpl e.coni>
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<body>Exanpl e nessage 1</ body>
</ message>

Sending XMPP message with from set to a specified JID to a full JID

<nessage xm ns="jabber:client" type="chat" from="sender @xanpl e. com' to="test @xan
<body>Exanpl e nessage 1</ body>
</ message>

Sending messages through REST

You can also send messages, or really any XMPP stanza to users and components through REST API.
Sending XM PP messages or stanzasusing HTTP is realized as a groovy script bundled in the installation
packagefromv7.0.2. If you want to be sure your current install supportsthisfeature, check for the presence
of Stream.groovy file in the scripts/rest/stream/ directory.

Asin other examples, be sure that you have the following line in your init.properties:
http/rest/api-keys[s]=test_key
Y ou may aso opt to have open_access set to disable API key parameter.

Usage

Using the HTTP POST method, XMPP stanzas can be sent using the built in HTTP API. In alocal in-
stallation, the request can be sent to http://local host:8080/rest/stream/?api-key=API_KEY with aseralized
XMPP stanza as content, where API_KEY isthe API key for HTTP APl which is set in etc/init.properties
asrest/api-keyq[ 9. Inthe casewelaid out, it would betest_key. Because XM PP uses XML for formatting,
all content in these requests M UST be encoded in UTF-8 and Content-type must be set to application/xml.
Letstake alook at some examples.

In all examplesthe data is sent asan HTTP POST request to /rest/stream/?api-key=test-key.
Send XMPP stanza with from set to HTTP APl component to bare JID

<nessage xm ns="jabber:client" type="chat" to="test @xanpl e.conlresource-1">
<body>Exanpl e nessage 1</ body>
</ message>

Once this message is sent, the Groovy script adds the remaining information automatically, and the fol-
lowing iswhat is receieved by test@example.com [mailto:test@example.com]/resource-1.

<nmessage xm ns="jabber:client" type="chat" from"http@xanple.coni to="test@xanpl
<body>Exanpl e nessage 1</ body>
</ message>

Asyou can see, the HTTP component is automatically populated as the sender.
Send XMPP stanza with from set to HTTP APl component to full JID

<nmessage xm ns="jabber:client" type="chat" to="test @xanpl e.coni>
<body>Exanpl e nessage 1</ body>
</ message>

The syntax and formatting is the same, with the recepiant messaging being exactly the same.

<nmessage xm ns="jabber:client" type="chat" from"http@xanple.coni to="test@xanpl
<body>Exanpl e nessage 1</ body>

145


mailto:test@example.com
mailto:test@example.com

Configuring the Tigase Serv-
er to Load a Component

</ message>
Send XMPP stanza with from set to specified JID

You may specify any JID that is registered in the server to send the stanza, ones that use a name that is
not registered will return an error.

<nessage xm ns="jabber:client" type="chat" fronm="sender @xanpl e. con' to="test @xan
<body>Exanpl e nessage 1</ body>
</ message>

Ends with the result being somewhat customized.

<nmessage xm ns="jabber:client" type="chat" from "sender @xanpl e. com' to="test @xan
<body>Exanpl e nessage 1</ body>
</ nessage>

Avatar retrieval requests

There are different formats for avatar retrieval depending on how they are stored, see below for the re-
sources for each type of avatar.

* /rest/avatar/user@domain - which returnsfirst avatar found (PEP, V Card4 or VCardTemp in this order)
 /[rest/avatar/user @domain/avatar - which returns PEP avatar
* /rest/avatar/user@domain/vcard4 - which returns avatar from V Card4

* /rest/avatar/user@domain/vcard-temp - which returns avatar from V CardTemp

Setting HTTP API Privacy Rules

The HTTP API component has settings that alow you to specify who is alowed to use the HTTP API
interface, keeping unauthorized users from accessing the feature. This feature is implemented using a
Groovy admin ad-hoc stript for the Session Manager component. As a result of this method, it will be
avaiulableto execution using the default GTTP API componene capability to execute the script. The actual
work of filtering, however, will be conducted by the DomainFilter plugin.

New Rest APl added to obtain a JID login time

GetUserInfo command has been expanded to obtain user login and logout times in addition to standard
information. To obtain the information, send a POST request to http://xmpp.domain.net:8080/rest/ad-
hoc/sess-man@xmpp.domain.net ?api-key=test-api-key with the following:

<comrand>
<node>get - user - i nf o</ node>
<fields>
<itenp
<var >accountj i d</var >
<val ue>user @npp. domai n. net </ val ue>
</litenp
<itenp
<var >Show connect ed resources in table</var>
<val ue>t rue</ val ue>
</litenp
</fields>
</ conmand>
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Configuration

Usage

The HTTP API privacy scipt is loaded automatically. DomainFilter is a default plugin loaded by Tigase
on startup. This means there is very little you need to do to have this running. Again, you may define a
custom API key to limit access using the following line in init.properties

http/rest/api-keys[s]=test_key

Setting privacy rules can be done by sending a POST request to the session manager using this address:
http://local host:8080/rest/sess-man@domain.com?api-key=test_key

<conmand>
<node>user - domai n- per nx/ node>
<fields>
<itenp
<var >j i d</var >
<val ue>user @omai n. conx/ val ue>
</litenp
<itenp
<var>fiteringPolicy</var>
<val ue>CUSTOWK/ val ue>

<litenp
<itemp
<var>filteringList</var>
<val ue>
1] al | ow sel f;

2|lallowjid| adm n@est?2. com
3lallowjid| pubsub@est.com
4| deny| al | ;
</ val ue>
<litenp
</fields>
</ commrand>

Here all parameters are passed to be excuted by ad-hot command. Using the user-domain-perm node we
were able to add jidsto a CUSTOM filter. Here is a brief breakdown:

* jid denotes which JID the settings will be applied too.
« filteringPolicy - ThisusesaCUSTOM typelist that allowsfor multi-item list of custom processing rules.

« filteringLise - Thisis a multi-item list, semi-colon delimited, where each line denotes one item with a
rulein thisformat: +order_number|policy|UID_type[|UID]:

 order_number can be any integer, as long as no numbers repeat.

* policy can either alow or deny.

» UID_typeisthe User ID Type, can bejid, domain, or al.

» UID istheuser JID affected. If UID_typeis set to all then thiswill be ignored.

These ad-hoc commands replicate settings found in Domain Based Packet Filtering in the admin
guide. They may also be influenced by the --domain-filter-policy [http://docs.tigase.org/tigase-serv-
er-Properties Guide/html?#domainFilterPolicy] property of init.properties.
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Scripting

As you can see from the above commands, Tigase uses pre-defined scripts for processing of all requests
inHTTP API. Although thelist may be small for now, this does mean with alittle bit of Groovy scripting,
you can create your own scripts to interpret REST commands and send them to the server!

All scripts for this purpose will be an implementation of class extending tigase.http.rest.Handler class.
The URI of the scripts will be inside the scripts folder. For example, if the script uses TestHandler with
aregular expression set to /test and is placed inside the scripts/rest/ the handler will be called with this
URI: scripts/rest/test/.

Properties

When extending classes, you will need to set the following listed properties. regex:: Regular expression
which is used to match request URI and parse parameters embedded in URI, for example:

requiredRole Role of user required to be able to access this URI. Available values are null, user,
and admin. Authentication for the script will be required if requiredRole is not null.

isAsync If set to true, it will be possible to wait for results pending the arrival of 1Q stanzas
for instance.

Properties containing closures

Extended class should also set for closures for one or more of the following properties. execGet, execPut,
execPost, execDelete, depending on which HTTP action is needed to support the following URI. Each
closure hasadynamic argumentslist generated at runtime. Below isalist of arguments passed to closure
which describe how and when the list of arguments change.

service Implementation of serviceinterface which isused to access database or send/receove XM PP
Stanzas.

callback Callback closures needsto be called to return data. However they only accept one argument
of typestring,byte[],Map. If dataisMap tupe, it will beencoded to JSON or XML depending
on Content-Type header.

user Is passed only if requiredRole is not null. Otherwise this argument will not be in the argu-
ment list.
content Parsed content of therequest. Thiswill not bein thelist of argumentsif Content-L engeth

of request is empty. If Content-Type is set to XML or JSON the return result will be as
Map, otherwise it will be an instance of HttpServletRequest.

X Additional arguments passed to callback are groups from regular expression matching the
URI. Groups are not passed as a list, but are added to the list of arguments and next argu-
ments.

If aproperty for corresponding HTTP action is not set, the component will return an HTTP 404 error.
Example Script

Letshave alook at a script that isincluded with the install package to get a better idea of how these scripts
work. This script will GET a list of all registered account and output them according to an HTML file
we will look at later.
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i mport tigase.http.rest. Service
i mport tigase.xnpp.BareJdl D

/ *

Class inplenments ability to retrieve by service admnistrator |ist of registere
Handl es requests for -/rest/users/

b I

Exampl e format of content of response:
* <users><items><itenpuserl@omai n</itenk<itenpuser2@onmai n</itenk</itens><count>
*/

cl ass UsersHandl er extends tigase. http.rest.Handl er {

publ i c UsersHandl er () {
description = |

regex -: -"/",

GET -: [ info:'Retrieve list of registered user jids',

description: -"""Request do not require any paraneters and returns |ist of all
Exampl e response will look like this:

\${util.format Data([users:[itens:[' userl@xanple.com,'user2@xanple.com,’'userl@
"
1
regex = -/\//

requi redRol e = -"adm n"
i SAsync = fal se
execCGet = { Service service, callback, jid -->

def users = service. getUserRepository().getUsers()
cal | back([users:[itens:users, count:users.size()]]);
-}
-}

}

Aswe can seg, it'safairly short code. First it calls the rest service (required for al of the REST activity),
and the BareJID handler. Next we extend out custom class to extend tigase.http.rest.Handler. Our author
has provided a helpful description of the code to better describe it's operation and expected result. The
last section isthe actual code that defines what will match our query, in this case anything, a requirement
that an admin make the command, that the connection will terminate with results, and what commands
will be passed.

The matching HTML, which will shape the output of the code isincluded here.

${ util.include(' header', [title:"All users']) -}
<table style="margin: auto;">
<tr>

<t h>Avat ar </t h>

<t h>User JID</th>

</tr>

<% result.users.itenms.each { user --> %

<tr>

<td>

<ing styl e="max-height: 50px; max-wi dth: 50px;" src="${util.link("/avatar/" + user
</td>

<td>

<a href="${util.link("/user/"+user)}">%${user}</a>
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</td>

</tr>

<%-} %

</t abl e>

${ util.include(' footer') -}

Thisfile builds atable using the user fields from the GET request. NOTE: Not all scripts need a matching
HTML file, basic requests may not need special handling.

REST APl & PubSub

All PubSub Scripts are found within the scripts/rest/pubsub directory of Tigase's installation directory.
All examples in this section are prepared for a PubSub component available at pubsub@example.com
[mailto: pubsub@example.com]. To use these examplesfor your installation, that JID needsto be replaced
with with your pubsub JID.

All parameters passed in the content of HTTP request needs to be wrapped with <data/> tag at the root
of the XML document. Returned results will be wrapped within the <result/> tag in the root of the XMl
document.

Create a Node
HTTP URL: example.com/rest/pubsub/pubsub@exampl e.com/create-node
Available HTTP methods:
GET

Method returns example content which contains all required and optional parameters that may be passed
to the newly created node.

POST
Command requires fields node and pubsub#node_type to be filled with proper values for execution.
» node Field containsid of node to create

» owner Field may contain JID or JIDS which will be considered owner of the node. If thisfield isempty,
server will use JID of HTTP API Component (rest@example.com [mailto:rest@example.com])

 pubsub#node_type Field should contain one of two types:
« leaf Node to itemsthat will be published
« collection Node to nodes what will contain other nodes

Below is an example of creating a leaf type node with the owner set to admin@example.com
[mailto:admin@example.com].

<dat a>
<node>exanpl e</ node>
<owner >adm n@xanpl e. conk/ owner >
<pubsub prefix="true">
<node_t ype>| eaf </ node_t ype>
</ pubsub>
</ dat a>

Server response:
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<result>
<Note type="fixed">
<val ue>Qper ati on successful </val ue>
</ Not e>
</result>

Delete a node
HTTP URL: example.com/rest/pubsub/pubsub@example.com/del ete-node
Available HTTP methods:
GET

Command returns example content which contains all required and operational parameters that may be
passed.

POST
Command requires field node to be filled where node is the id of the node to delete.
Below is an example of removing a node with an id of example

<dat a>
<node>exanpl e</ node>
</ dat a>

Server response

<result>
<Note type="fixed">
<val ue>Qper ati on successful </val ue>
</ Not e>
</result>

Subscribe to a node
HTTP URI: example.com/rest/pubsub/pubsub@exampl e.com/subscribe-node
Available HTTP methods:
GET
Method returns example content which contains all required and optional parameters that may be passed.
POST
Command requires node and jid fields to be filled.
* nodeistheid of the node to subscribe too.
* jidisthe JID or JIDS to be subscribed to the node.

Below isan example of the XML information passed between client and server with testl@example.com
and test2@exampl e.com subscribing to example node.

<dat a>
<node>exanpl e</ node>
<jids>
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<val ue>t est 1@xanpl e. conk/ val ue>
<val ue>t est 2@xanpl e. conk/ val ue>
</jids>
</ dat a>
Server response;

<result>
<Note type="fixed">
<val ue>Qper ati on successful </val ue>
</ Not e>
</resul t>

Unsubscribe from a node
HTTP URI: example.com/rest/pubsub/pubsub@example.com/unsubscribe-node
Available HTTP methods:
GET
Method returns example content which contains all required and optional parameters that may be passed.
POST
Like the Subscribe to a hode section, the command requires both the node and jid fields to be filled.
* nodeistheid of the node to unsubscribe from.
* jidisthe JID or JIDS to be unsubscribed from the node.

Below isan example of the XML information passed between client and server with testl@example.com
and test2@exampl e.com unsubscribing to example node.

<dat a>
<node>exanpl e</ node>
<jids>
<val ue>t est @xanpl e. conx/ val ue>
<val ue>t est 2@xanpl e. conk/ val ue>
</jids>
</ dat a>

Server response:

<result>
<Note type="fixed">
<val ue>Qperati on successful </val ue>
</ Not e>
</result>

Publish an item to a node
HTTP URI: example.com/rest/pubsub/pubsub@example.com/publish-item
Available HTTP methods:
GET

Method returns example content which contains all required and optional parameters that may be passed.
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POST

Command requires the node and entry fieldsto befilled. Available fields:
» node Field contains the id of the node to be published to.

* item-id Field to contain the id of the entry to publish.

» expire-at Field may contain a timestamp after which item should not be delivered to subscribed users.
Timestamp should follow this pattern: YYY'Y-MM-DDhh:mm:sswith atrailing Z to indicate UTC time
in a24h format.

« entry Field should contain multi-line entry content which should be valid XML value for an item.

Below is an example exchange between client and server for publishing an item with id item-1 to node
example.

<dat a>
<node>exanpl e</ node>
<itemid>teml</itemid>
<expi re-at >2015- 05- 13T16: 05: 00+02: 00</ expi r e- at >
<entry>
<itementry>
<title>Example 1</title>
<cont ent >Exanpl e cont ent </ cont ent >
</litementry>
</entry>
</ dat a>

Server response:

<result>
<Note type="fixed">
<val ue>Qper ati on successful </val ue>
</ Not e>
</resul t>

List Available Nodes
HTTP URI: example.com/rest/pubsub/pubsub.example.com/list-nodes
Available HTTP methods
GET

This method returns list of available PubSub nodes for the domain passed as part of the URI
(pubsub.example.com).

Below is an example exchange between client and server for listing all nodes, the result having test,
node_54idf40037 and node 3ws51z0037

<result>

<title>List of available nodes</title>
<nodes | abel =" Nodes" type="text-multi">
<val ue>t est </ val ue>

<val ue>node_54i df 40037</ val ue>

<val ue>node_3ws5| z0037</ val ue>
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</ nodes>
</result>

List Published Items on Node
HTTP URI: example.com/rest/pubsub/pubsub.example.com/list-items
Available HTTP methods
GET
Method returns example content which contains all required and optional parameters that may be passed.
POST

This command requires the node field to be filled. The node field contains the ID of the node from which
we want the list of published items.

Below is an example exchange between client and server asking for all items published in the example
node.

<dat a>
<node>exanpl e</ node>
</ dat a>

Server Response

<resul t>

<title>List of PubSub node itens</title>
<node | abel =" Node" type="text-single">
<val ue>exanpl e</ val ue>

</ node>

<itens |abel ="Itens" type="text-multi">
<val ue>i tem 1</ val ue>

<val ue>i t em 2</ val ue>

</itens>

</result>

Itemsitem-1 and item-2 are the listed items.

Retrieve Published Item on Node
HTTP URI: example.com/rest/pubsub/pubsub.example.com/retrieve-item
Available HTTP methods
GET
Method returns example content which contains all required and optional parameters that may be passed.
POST

Command requires that fields node and item-id are filled. Available Fields: - node The node the item is
published to. - item-id The id of the item you wish to retrieve.

Example communication between client and server:

<dat a>
<node>exanpl e</ node>
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<itemidyitem 1</itenp
</ dat a>

Server response:

<result>

<title>Retrive PubSub node itenx/title>

<node | abel =" Node" type="text-single">

<val ue>exanpl e</ val ue>

</ node>

<itemid |abel ="Item | D" type="text-single">
<val ue>i tem 1</ val ue>

</itemid>

<item |l abel ="Item type="text-nulti">

<val ue>&l t;item expire-at=&quot; 2015- 05- 13T14: 05: 00Z&quot ; id=&quot ;item l&quot ; &g
&t;title&gt; Exanple 1& t;/titl e&gt;

&l t; cont ent &gt ; Exanpl e content & t; / cont ent &gt ;
&t;/itementry&gt; & t;/itenkgt;

</ val ue>

</itenp

</result>

Node that inside the item element, there is an XML encoded element, this will be retrieved without any
decoding.

Other Example REST Commands and Documentation

Other example REST commands, and accompanied documentation can be found at localhost:8080/rest/
on any server running Tigase and the HT TP component.

Admin Ul Guide

The Admin User Interface isan HTTP-based interface that sends REST commands to the server to update
configurations, change settings, and retrieve statistics.

A Note about REST

REST stands for REpresentational State Transfer which is a stateless communication method that in our
case passes commands using HTTP GET, PUT, POST, and DELETE commands to resources within the
Tigase server. Although REST uses HTTP to receive commands, REST itself is not intended for usein a
browser. For more information, please see the REST APl guide.

Configuration

Allows you to list server components and their configurations, as well as manage server components and
plugins.

List server/component configuration section covers al the component options including the basic-conf
and will allow you to change each setting by changing the values in the field and clicking submit. All
settings are listed by the component name in the dropdown menu either as default, or as defined by --
component-name property.
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Tigase XMPP Server

List server/component configuration

Components

Configuration
List server/component

St

configuration
basic-confexample xmpp com
Manage active server components
basic-conf@example xmpp com
Manage active server plugins
basic-confexample xmpp com

Example scripts

Notifications

Other

Scripts

Statistics

Users

Manage active server components allows you to do exactly that, but you can also add and disable compo-
nents from this interface.
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Tigase XMPP Server

Manage active server components

Action

Configuration
List server/component

configuration
basic-conf@example xmpp com
Manage active server components
basic-conf@lexample xmpp com
Manage active server plugins
basic-conf@example xmpp com

Example scripts

Notifications

Other

Scripts

Statistics

Users

Here you can List, Add, Edit, and Remove components. - List provides alist of al running components,
each with its name, info, and class. - Add provides an interface to add a class and a name for components.
You will not be able to add invalid component names or classes. - Edit enables you to edit the specific
properties of any running component. Even options for which there are no current values will be listed,
you can consider thislist acomprehensive list of settings and optionsfor the current component. - Remove
provides away to remove running components.

Managing server plugins allows you to turn on or off plugins from this window VIA check-boxes. Note
that the changes are made in real-time.
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Tigase XMPP Server

Manage active server plugins

Configuration
List server/component
configuration
basic-confexample xmpp com
Manage active server components
basic-conf@example xmpp com
Manage active server plugins
basic-confexample xmpp com

Example scripts

Notifications

Other

Scripts

Statistics

Users

Example Scripts

amp
basic-filter

caps

disco

domain-filter
error-couter
http://jabber.org/proto
http://jabber.org/proto
http://jabber.org/proto
http://jabber.org/proto
invisible-command
jabber:ig-auth
jabberiqiig
jabber:1q:last

4 4

Thisisalist of script examplesthat can be run and do menial functionsfor each component. They may not
have particular value themselves, but are present to be used as reference when writing custom scripts. Get
list of available commands is one script, that is present for every component that is active on the server,
and asitstitleimplies, will provide alist of all commands for that component. Lastly, the two scriptsfrom
the Scripting section of this guide. Generally, there is not much needed to seein this section.

Notifications

This section has one simple command: to be able to send a mass message to all logged in users. There
are three types of messages that can be sent from this section: - normal Messages will show as a pop-
up in most clients. - headline Certain clients will take headline messages and insert them into MUC or
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chats between users, otherwise it will create a pop-up like normal messages. - chat Chat messages will
open up achat dialog with users.

Other

This section contains a considerable list of options and settings affecting server functions.
Activate log tracker for a user

This allows you to set alog file to track a specific user. Set the bare or full JID of the user you want to
log, and a name of the files you wish the log to be written to. The files will be written in the root Tigase
directory unless you give a directory like logs/filename. The log files will be named with a .0 extension
and will be named .1, .2, .3 and so on as each file reaches 10M B by default. filename.0 will always be the
most recent. Logging will start once the command has been issued, and cease once the server restarts.

Add SSL certificate

Here you can add SSL certificates from PEM filesto specific virtual hosts. Although Tigase can generate
its own self-signed certificates, this will override any default certificates. The certificates cannot contain
a passphrase, or be encrypted. Be sure that the contents contain both the certificate and private key data.
Y ou also have the option to save the certificate to disk, making the change permanent.

Add listener script

This section allows you to create a custom function for the eventbus component. These scripts can have
the server conduct certain operations if set criteria are met. Y ou may write the script in either Groovy or
EMCAscript. Please see the eventbus section for more details.

Add Monitor Task

Y ou can write scripts for Groovy or ECMA Script to add to monitor tasks here. This only adds the script
to available scripts however, you will need to run it from another prompt. Note that these scripts may only
work with the monitor component.

Add Monitor Timer Task

This section alows you to add monitor scripts in Groovy while using a delay setting which will delay
the start of the script.

Add New ltem - ext

Depending on whether you have any external components loaded or not, this may show. This allows you
to add additional external components to the running instance of Tigase.

Add New Item - Vhost
This alows you to add new virtual hosts to the XMPP server. A breakdown of the fieldsis as follows:

» Domain name: the full domain name of the new vhost. Tigase will not add anything to this domain, so
if itisti be asubdomain of example.com, you will need to enter sub.domain.com.

» Enabled: Whether the domain isturned on or off.
» Anonymous enabled: Allow anonymous logins.

* In-band registration: Whether or not to allow users to register accounts upon login.
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TLSrequired: Require logins to the vhost to conduct a TLS handshake before opening streams.

S2S secret: aserver-generated code to differentiate traffic between servers, typically thereis no need to
enter your own, but you may if you need to get into low level code.

Domainfilter policy: Setsthefilter policy for thisdomain, see This section for adescription of therules.
Domain filter domains: a specific setting to restrict or control cross domain traffic.
Max users. maximum users alowed to be registered to the server.

Allowed C2S, BOSH, Websocket ports: Comma separated list of ports that this vhost will check for
all of these services.

Presence forward address. specific address where presence information is forwarded too. This may be
handy if you are looking to use a single domain for presence processing and handling.

Message forward address: Specific address where all messages will be sent too. This may be useful to
you if you have asingle server handling AMP or message storage and want to keep the load there.

Other Parameters: Other settings you may wish to pass to the server, consider this a section for options
after acommand.

Owner: The owner of the vhost who will also be considered an administrator.
Administrators: comma separated list of JIDs who will be considered admins for the vhost.
XEP-0136 Message Archiving Enabled: Whether to turn on or off this feature.

XEP-0136 Required store method: If XEP-0136 is turned on, you may restrict the portion of message
that is saved. Thisisrequired for any archiving, if null, any portion of the message may be stored.

Client certificate required: Whether the client should submit a certificate to login.
Client certificate CA: The Certificate Authority of the client certificate.
XEP-0136 retention period: integer of number of days message archives will be set.

Trusted JIDs: Comma separated list of JDs who will be added to the trusted list, these are JIDS that
may conduct commands, edit settings, or other secure work without needed secure logins.

XEP-0136 retention type: Sets the type of data that retention period will use. May be User defined
(custom number type), Unlimited, or Number of Days.

XEP-0136 - store MUC messages. Whether or not to store MUC messages for archiving. Default is
user, which alows usersto individually set this setting, otherwise tue/false will override.

see-other-host redirection enabled: in serversthat have multiple clusters, this feature will help to auto-
matically repopulate the cluster list if one goes down, however if this is unchecked, that list will not
change and may attempt to send traffic to a down server.

XEP-0136 Default store method: The default section of messages that will be stored in the archive.

Change user inter-domain communication permission

Hereyou can restrict usersto be able to communicate on specific domains, thisworks similar to the domain
filtering policy using the same rule sets. For more details, see Domain Based Packet Filtering section for
rule details and specifics. Note that the changes may be made to mutiple JIDs at the same time.
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Connections Time

Lists the longest and average connection time from clients to servers.

Create Node

This section allows you to create anew node for the pubsub component. Hereis abreakdown of thefields:

The node to create: thisis the name of the node that will be created.

Owner JID: user J D who will be considered the owner of the node.

pubsub#node type: sets the type of node the the new node will be. Options include:
« leaf Node that can publish and be published too.

« collection A collection of other nodes.

A friendly name for the node: Allows spaces and other characters to help differentiate it from other
nodes.

Whether to deliver payloads with event notifications: asit says, to publish events or not.
Notify subscribers when the configuration changes: default isfalse

Persist items to storage: whether or not to physically store items in the node.

Max # of itemsto persist: Limit how many items are kept in the node archive.

The collection with which the node is affiliated: If the node is to be in a collection, place that node
name here.

Specify the subscriber model: Choose what type of subscriber model will be used for this node. Options
include:

« authorize - Requires all subscriptions to be approved by the node owner before items will be pub-
lished to the user. Also only subscribers may retrieve items.

« open - All users may subscribe and retrieve items from the node.

» presence - Typicaly used in an instant message environment. Provides a system under which users
who are subscribed to the owner JID’ s presence with afrom or both subscription may subscribe from
and retrieve items from the node.

e roster - Thisisalso used in an instant message environments, Users who are both subscribed to the
owners presence AND is placed in specific allowed groups by the roster are able to subscribe to the
node and retrieve items from it.

« whitelist - Only explicitly allowed JDs are allowed to subscribe and retrieve items from the node,
thislist is set by the owner/administrator.

Specify the Publisher model: Choose what type of publisher model will be used for this node. Options
include:

e open - Any user may publish to this node.
¢ publishers- Only userslisted as publishers may be able to publish.

 subscribers- Only subscribers may publish to this node.
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» When to send the last published item: This allows you to decide if and when the last published item to
the node may be sent to newly subscribed users.

¢ never - Do not send the last published item.
¢ on_sub - Send the last published item when a user subscribes to the node.

« on_sub_and_presence - Send the last published item to the user after a subscription is made, and
the user isavailable.

» The domains allowed to access this node: Comma separated list of domains for which users can access
this node. By default isis blank, and there is no domain restriction.

» Whether to deliver items to available users only: Items will only be published to users with available
status if thisis selected.

» Whether to subscription expired when subscriber going offline: This will make all subscriptionsto the
node valid for asingle session and will need to be re-subscribed upon reconnect.

» The XSL transformation which can be applied to payloadsin order to generate an appropriate message
body element: Sinceyouwant aproperly formatted <body> element, you can add an X SL transformation
here to address any payloads or extra elements to be properly formatted here.

» TheURL of the X SL transformation which can be applied to payloadsin order to generate an appropriate
message body element: This would be the URL of the XSL Transform, e.g. http://www.w3.0rg/1999/
XSL/Transform.

» Roster groups allowed to subscribe: alist of groups for whom users will be able to subscribe. If thisis
blank, no user restriction will be imposed.

* Notify subscribers when owner changes their subscription or affiliation state: This will have the node
send amessage in the case of an owner changing affiliation or subscription state.

» Allows get list of subscribers for each subscriber: Allows subscribers to produce a list of other sub-
scribers to the node.

» Whether to sort collection items by creation date or update time: optionsinclude
« byCreationDate - Items will be sorted by the creation date, i.e. when the item was made.

« byUpdateTime - Itemswill be sorted by the last update time, i.e. when the item was | ast edited/pub-
lished/etc..

DNS Query
A basic DNS Query form.
Default config - Pubsub

Here you may set the default configuration for any new pubsub node. These changes will be made for all
future nodes, but will not affect currently active nodes.

Default room config

This page allows admins to set the default configuration for any new MUC rooms that may be made on
the server.
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Delete Monitor Task

This removes a monitor task from the list of available monitor scripts. This action is not permanent as it
will revert to inital settings on server restart.

Delete Node

Provides a space to remove a node from the server. It must be the full name of the node, and only one
node can be removed at atime.

Deleting ALL Nodes

This page allows the logged in admin to delete all nodes from the associated vhost. This changeisirre-
versible, be sure to read and check the box before submitting the command.

Fix User’s Roster
Y ou can fix ausersroster from this prompt. Fill out the bare JID of the user and the names you wish to add
or remove from the roster. Thiswill NOT edit a user’ sroster, but rather compare client roster to database

and fix any errors between them.

Fix User’s Roster on Tigase Cluster

This does the same as the Fix User’s Roster, but can apply to users who may not be logged into the local
vhost, but are logged into a clustered server.

Get User Roster

As the title implies this gets a users roster and displays it on screen. You can use a bare or full JD to
get specific rosters.

Get any file

Enables you to see the contents of any file in the tigase directory. By default you arein the root directory,
if you wish to go into directory use the following format: logs/tigase.log.0

Get Configuration File

If you don’t want to type in the location of a configuration file, you can use this prompt to bring up the
contents of either tigase.conf or init.properties.

Get init.properties File

Will output the current init.properties file, thisincludes any modifications made during the current server
session.

Get list available commands

Thismay be listed multiple times for different components, but thiswill do as the section suggest and list
available commands for that particular component.

Load test

Here you can run a test with the pubsub component on any node to test functionality and proper settings
for the node.
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Load Errors

Will display any errors the server encountersin loading and running. Can be useful if you need to address
any issues.

New command script

This space allows you to create a new command script that will work within the associated component.
Note that under the hyperlinked title, there is a listing of muc.server.org or pubsub.server.org, use these
to determine where the new command will operate.

OAuth Credentials

This allows the setting of new custom OAuth credentials for the server, and you can also require the use
of OAuth tokens for users when they login. Thisis a setting for the specific host you are logged into. If
you are logged into xmppl.domain.com, it will not affect settings for xmpp2.domain.com.

Pre-Bind BOSH user session

Thisalows a JID to be paired with a BOSH session before that user logs in, can reduce CPU use if you
have a user that logsin viaBOSH on aregular basis, or aweb client that will regularly connect. Y ou may
also specify HOLD and WAIT integers to affect how BOSH operates with the associated JID.

Publish item to node

Thiswindow allowsyou to not only test, but publish an item to the specified node. All fields must befilled
inin order to avoid the server dropping an improperly formatted stanza.

Read ALL nodes
Here you can display all nodes and items from nodes that are currently in storage.
Rebuild database

This will force Tigase to rebuild databases for the pubsub component, this may be useful for pubsub
subscribers who continue to get pushed events after they unsubscribe.

Reload component repository

Thiswill reload any vhosts that the server isrunning. This may be useful if oneis disconnected or broken
during runtime.

Remove an item

Thiswill remove arunning vhost from the server, you will be presented with alist to pick from.

Remove command script

Like new command script, take a look at the subheading to determine which component you want to
remove the script from. Once there, select the command you wish to remove from the server. If remove
from disk is selected, then the change will be permanent. Otherwise, the command will be removed until
the next server restart.

Remove listener script

Select from alist the listener script you wish to remove. Thiswill only affect custom listener scripts added
to the eventbus component.
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Remove room

This provides fields to remove a room from the MUC component. you may suggest an alternative room
which will move occupants to the alternative room once the current oneis removed.

Retrieve items

Here you can retrieve items from PubSub nodes, this simulates the get | Q stanza from the pubsub compo-
nent. - Service name - The address of the pubsub component. - Node hame - Item node to retrieve items
from. - Item ID - The item ID of the item you wish to retrieve. - Items Since - UTC timestamp to start
search from: YYYY-MM-DDTHH:MM:SSZ

S2S Bad State Connections

This will list any connections to other servers that are considered bad or stale. This will populate very
rarely as Tigase automatically adjusts around clustered servers that go down. In the event a connection
stays bad, it is recommended to reset those connections in the next space.

S2S Reset Bad State Connections

This will reset the connections with other servers that are considered bad and have shown up in the S2S
Bad State Connections page.

S2S Get CID Connection State

For internal developer use only.
Subscribe to a node

This provides a space for an administrator to manually have a JID subscribe to a particular node.
Unsubscribe from node

Here you can unsubscribe users from a particular node. Users can be a comma separated list.
Update item configuration

Typically two entries will be seen for this entry, one for basic-conf and another for vhost-man. They each
have their own sections, but provide for a plethora of server options. Changes to the server are done in
realtime, and may not be permanent.

basic-conf

This will prompt a list of nearly every component setting currently available in the Tigase installation.
They are broken down as follows: Component/catagory or setting/setting So for example, if you want-
ed to change admins for the eventbus component, you will select 'eventbus/admins. Another example
might be if you wanted to turn on or off a task in monitor component, lets say disk-checker-task, you
would find 'monitor/disk-checker-task/enabled'. Clicking Submit query will show current status and set-
tings, and possible fieldsto change. Most changes done in this manner will be reset to default or aswritten
ininit.properties file on server restart.

vhost-man

You will be presented with alist of domains that Tigase is currently hosting, you will be able to change
settings for one domain at a time using this function. Once a domain is selected, you will be able to set
or change the following settings:
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Domain name: the full domain name of the new vhost. Tigase will not add anything to this domain, so
if itisti be asubdomain of example.com, you will need to enter sub.domain.com.

Enabled: Whether the domain is turned on or off.

Anonymous enabled: Allow anonymous logins.

In-band registration: Whether or not to allow users to register accounts upon login.
TLSrequired: Require logins to the vhost to conduct a TLS handshake before opening streams.

S2S secret: aserver-generated code to differentiate traffic between servers, typically thereis no need to
enter your own, but you may if you need to get into low level code.

Domainfilter policy: Setsthefilter policy for thisdomain, see This section for adescription of therules.
Domain filter domains: a specific setting to restrict or control cross domain traffic.
Max users. maximum users allowed to be registered to the server.

Allowed C2S, BOSH, Websocket ports: Comma separated list of ports that this vhost will check for
all of these services.

Presence forward address: specific address where presence information is forwarded too. This may be
handy if you are looking to use a single domain for presence processing and handling.

Message forward address: Specific address where all messages will be sent too. This may be useful to
you if you have asingle server handling AMP or message storage and want to keep the load there.

Other Parameters: Other settings you may wish to pass to the server, consider this a section for options
after acommand.

Owner: The owner of the vhost who will aso be considered an administrator.
Administrators: comma separated list of JIDs who will be considered admins for the vhost.
XEP-0136 Message Archiving Enabled: Whether to turn on or off this feature.

XEP-0136 Required store method: If XEP-0136 is turned on, you may restrict the portion of message
that is saved. Thisisrequired for any archiving, if null, any portion of the message may be stored.

Client certificate required: Whether the client should submit a certificate to login.
Client certificate CA: Client Certificate Authority.
XEP-0136 retention period: Integer of number of days message archives will be set.

Trusted JIDs: Comma separated list of JDs who will be added to the trusted list, these are JIDS that
may conduct commands, edit settings, or other secure work without needed secure logins.

XEP-0136 retention type: Sets the type of data that retention period will use. May be User defined
(custom number type), Unlimited, or Number of Days.

XEP-0136 - store MUC messages. Whether or not to store MUC messages for archiving. Default is
user, which allows usersto individually set this setting, otherwise true/false will override.

see-other-host redirection enabled: in servers that have multiple clusters, this feature will help to auto-
matically repopulate the cluster list if one goes down, however if this is unchecked, that list will not
change and may attempt to send traffic to a down server.
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XEP-0136 Default store method: The default section of messages that will be stored in the archive.

Update user roster entry

This section allows adminsto edit individual usersrosters, although it provides similar functionality to fix
users roster, thisis designed for precision editing of a user roster.

Roster owner JID: The BareJID of the user roster you wish to edit.

JID to manipulate: The specific BareJID you want to add/remove/change.

Comma separated groups: Groups you wish to add the JID too.

Operation Type: What function will be performed?

¢ Add - Add the JID to manipulate to the owner JID’ s roster and groups.

* Remove - Remove the JID to manipulate from the owner JID’ s roster and groups.

Subscription type: The type of subscription stanza that will be sent to the server, and subsequently
between the two users will be employed.

« None - Select this if neither the owner or the user to be manipulated wishes to receive presence
information.

e From - The Roster Owner will not receive presence information from the JID to manipulate, but the
opposite will betrue.

e To - The JD to manipulate will not receive presence information from the Roster Owner, but the
opposite will betrue.

* Both - Both JDswill receive presence information about each other.

Update user roster entry extended version

This section is an expanded version of the previous one, all fields aready specified are the same with
these additions:

Roster owner name: A friendly name or nickname if you wish to change/create one. not required
Comma separated of owner groups: Groups that the user wants to join/leave. not required

Roster item JID: The specific JID that needs to be edited.

Roster item name: A friendly name or nickname that will be changed/created. not required

Comma separated list of item groups: A group or list of groups that the roster item JID will be added
to/removed from.

Action:

¢ Add/updateitem - Will add or update the item JID in the roster owner’ s roster.

¢ Removeitem - Will remove theitem JID from the roster owner’ s roster.

¢ Add/update both rosters- Will add or update the item in both roster owner and roster item’ sroster.

* Remove from both rosters - Will remove the item from both roster owner and roster item'’ s roster.
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Scripts
This section will enable administrators to custom write or enter their own scripts for specific components.

Each active component will have an entry for new and remove command scripts and scripts written there
will be for that component.

New Command Script
» Description: A friendly name of the script, will be the title of the link in the menu on the | eft.
» Command ID: Internal command that Tigase will use when referencing this script.

» Group: The group for the script, which may be any of the headings on the | eft (Configuration, Example
scripts, Notifications, Other etc..) or your own. If no group exists, anew one will be created.

» Language: The language the script is written in. Currently Tigase supports Groovy and EM CA Script.
o Script text: the fulltext of the script.
» Saveto disk: Scriptsthat are saved to disk will be permanently stored in the server’s directory /scripts/

admin/[ Component]/commandID.jsNOTE Scriptsthat are NOT saved to disk will not survive a server
restart.

Remove Command Script
As with New Command Script, there is an entry for each component. This page will provide a space to
remove commands for the selected component. Y ou will be provided alist of scripts associated with that

component. You also have the open to remove from disk, which will permanently delete the script from
the hard drive the server is on. If thisis unchecked, the script will be unavailable until the next restart.

Statistics
This section is more useful to test statistics scripts and components, as many of them produce very small
amounts of information, however these may be collected by other components or scripts for a better in-
formation display.

Get User Statistics
Provides a script output of user statisticsincluding how many active sessionsarein use, number of packets
used, specific connections and their packet usage and location. All resources will return individual stats
along with P addresses.

Get Active User List

Provides a list of active users under the selected domain within the server. An active user is considered
auser currently logged into the XM PP server.

Get list of idle users
Provides alist of userswho are idle on the server.
Get list of online users

Provides alist of users who are currently online.
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Get number of active users

Provides alist of active users, users who are not idle or away.
Get number of idle users

Provides a number of idle users.
Get top active users

Will produce alist of user-limited users who are considered most active in packets sent.
Users
Add User

Here you can add new users to any domain handled by vHosts, users are added to database immediately
and are ableto login. NOTE: You cannot bestow admin statusto these usersin this section.

Change User Password

This enables you to change the password of any user in the database. Although changes will take effect
immediately, users currently logged in will not know the password has been changed until they try to log
inagain.

Delete User

This removes the user or users (comma separated) from the database. The deleted users will be kicked
from the server once submit is clicked.

End user session
Disconnects the current selected user by ending their session with the server.
Get User Info

This section allows admins to get information about a specific user including current connections as well
as offline and online messages awaiting delivery.

Get registered user list
Thiswill display all registered users for the selected domain up to the number specified.
Modify User

Allows you to modify some user details including E-mail and whether it is an active user.

Tigase Web Client

Tigase now has a fully featured XM PP client built right into the HTTP interface. Everything you would
expect from an XM PP client can now be done from the comfort of your browser window with no software
install required!

Lets walk through setup.

Tigase web client requires the Http.M essage.Receiver plugin to be active. To enable thisadd the following
linesto your init.propertiesfile:
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Chat

--conp-nane-5: http
--conp-cl ass-5:tigase. H t pMessageRecei ver

NOTE: If you selected HTTP API to be enabled on setup, you already have everything you need.
This sets up an HTTP server with the default port of 8080. See the HTTP API guide for component con-
figuration.

To access the client, point a browser to the following address: xmpp.your-server.net:8080/ui/

It will ask you for alogin, any bare JID of users registered with the server will work. NOTE: Use your
bare JID for login

Once you have logged in successfully, you will be presented with the following screen.

Fuaw B Tigame Il oot Tiadesy T Bl Mg Oy

Chit Mty Dincowery blansgemen Sl

The commands are broken into categories shown here. All changes made in these sections are instant and
should be seen the same asif you were using an external XM PP client like Psi.

NOTE The BOSH client will automatically translate all requests to the server name. In some rare cases
this may not be resolvable by the browser and you will be unable to login. Should that happen, you may
disable that feature using the following line in your init.properties:

bosh/send-node-hostname[B]=false

Y ou may have to specifically designate the bosh URL when using the advanced tag in the login screen.

This is the default window, and your main interface for chatting inside XM PP with this server. NOTE:
you can only communicate to user slogged onto the current server, or connected clusters Users from
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your roster will be on the |eft panel, the right all active discussions and MUCs, as well as the currently
selected chat will be available.

Sure  TigaselM JabberToday TigaseNet Tigase.Org

Chat History Discovery Management —Statistics

Usersthat arelogged in and on your roster will be displayed on the left side. Double-clicking will bring up
anew chat window with the user. Y ou can Right-click on them to bring up a sub menu with the following;

SurelM TigaselM JabberToday
Chat History Discovery Ma

Craig
2.

& John

=}
Chat
Modify
Delete
Information

» Chat replicates a double-click and opens a new window for chat.
* Modify brings up a dialogue that allows you to change the JID of the contact, a nickname, and group.

» Delete removes the user from your roster. This will aso remove subscription authorization for the se-
lected user to receive presence information effectively removing you from their roster. NOTE: thiswill
not block user packetsfrom your JID

* Info brings up the User Info (thisis the disco#info command for the selected user)

The top right section has a few icons with specific functionality, they are;
. adds a new user to your roster.

. creates a new Multi-user chatroom.

. allows you to edit your user information such as picture and nickname.
. closes the active chat window.

. provides a place to change your password or publish changes to your user info. NOTE: you are
limited to changing the General fields

Discovery

Thisis your service discovery panel, which breaks down by component in the sidebar. Each component
name and its associated JID islisted to help you find what you need. Most components give you an option
to Execute commands with afew exceptions allowing browsing and the ability to joinaMUC.
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Browse allows you to dig deeper into certain components; for example list the chatrooms available in the
MUC component. At thetop of the pagethe specific JID of the component areyou inwill bedisplayed. This
isatext field, and can be edited to reflect the JID of the component (or just the server name) to navigate.

Join to Room will join you to aMUC room that is selected. Alternatively, selecting Join to Room while
MUC component is selected, you can join and start anew MUC room.

Execute Command Provides a hierarchy of commands and options to view and edit settings, run com-
mands and scripts, view contents of files, and see statistics. Since each Component can have a unique
structure it is best to explore each to see what options are available.

Management

Thisis an advanced window for settings and management for the XM PP server.
Configuration
List server/component configuration

From a drop-down menu you can view al the active components, or the server configuration (basic-conf).
Thisisaread-only list of the current settings.

Manage active server components

This section gives you a drop-down menu for components - List will provide
a list of active running components with the following format component name
componentlnfo{ Title=Server, Server version/revision (submission date), Class=component class} For ex-
ample: amp :: componentinfo{ Title=Tigase XMPP Server, Version=7.1.0-SNAPSHOT-b3990/574c329f
(2015-08-28/10:32:06), Class=tigase.server.amp.AmpComponent}

» Add Allows you to activate a component in a similar way you would in the init.properties files. define
a name for the component, and the class for the component. Once you click Confirm that component
will be active and running.

 Edit will allow you to edit details of the selected component. All possible values for the component will
be listed, even ones that do not have specific settings. Changes will be immediate, although changes
will revert to ones specified in init.properties upon restart.

* Remove alows you to remove components from a dropdown list. Components will be removed upon
confirmation, however settings will be reverted on server restart.

Manage active server plugins
Hereisalist of all available plugins, and you can activate or deactivate them by checking or un-checking

each one and clicking confirm. All changes are made in realtime, however changes will be reverted on
server restart.

Notifications
This section has one simple command: to be able to send a mass message to all logged in users. Y ou may

choose to change the type of message to headline or Normal which will show as a pop-up in most XMPP
clients. Chat messages will open up a chat dialog with users.
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Other
This section contains a considerable list of options and settings affecting server functions.

Activate log tracker for a user
This allows you to set alog file to track a specific user. Set the bare or full JD of the user you want to
log, and a name of the files you wish the log to be written to. The files will be written in the root Tigase
directory unless you give a directory like logs/filename. The log files will be named with a .0 extension
and will be named .1, .2, .3 and so on as each file reaches 10M B by default. filename.0 will always be the
most recent. Logging will cease once the server restarts.

Add SSL certificate

Here you can add SSL certificates from PEM filesto specific virtual hosts. Although Tigase can generate
its own self-signed certificates, thiswill override those default certificates.

Add Monitor Task

Y ou can write scripts for Groovy or ECMA Script to add to monitor tasks here. This only adds the script
to avail able scripts however, you will need to run it from another prompt.

Add Monitor Timer Task

This section alows you to add monitor scripts in Groovy while using a delay setting which will delay
the start of the script.

Add New ltem - ext

Provides amethod to add external componentsto the server. By default you are considered the owner, and
the Tigase load balancer is automatically filled in.

Add New Item - Vhost
This allows you to add new virtual hosts to the XM PP server

Change user inter-domain communication permission
You can restrict users to only be able to send and receive packets to and from certain virtual hosts. This
may be helpful if you want to lock users to a specific domain, or prevent them from getting information
from a statistics component.

Connections Time
Lists the longest and average connection time from clients to servers.

DNS Query
A basic DNS Query form.

Default room config

Allows you to set the default configuration for new MUC rooms. This will not be able to modify current
in use and persistent rooms.

173



Configuring the Tigase Serv-
er to Load a Component

Delete Monitor Task

This removes a monitor task from the list of available monitor scripts. This action is not permanent as it
will revert to initial settings on server restart.

Fix User's Roster

You can fix a users roster from this prompt. Fill out the bare JID of the user and the names you wish to
add or remove from the roster. Y ou can edit a users roster using this tool, and changes are permanent.

Fix User’s Roster on Tigase Cluster
This does the same as the Fix User’ s Roster, but can apply to usersin clustered servers.

Get User Roster

As the title implies this gets a users' roster and displays it on screen. You can use a bare or full JD to
get specific rosters.

Get any file

Enables you to see the contents of any filein the tigase directory. By default you are in the root directory,
if you wish to go into directory use the following format: logs/tigase.log.0

Get Configuration File

If you don’t want to type in the location of a configuration file, you can use this prompt to bring up the
contents of either tigase.conf or init.properties.

Get init.properties File

Will output the current init.properties file, thisincludes any modifications made during the current server
session.

Load Errors

Will display any errorsthe server encounters in loading and running. Can be useful if you need to address
any issues.

New command script - Monitor

Allowsyou to write command scriptsin Groovy and store them physically so they can be saved past server
restart and run at any time. Scripts written here will only be able to work on the Monitor component.

New command script - MUC

Allowsyou to write command scriptsin Groovy and store them physically so they can be saved past server
restart and run at any time. Scripts written here will only be able to work on the MUC component.

OAUth credentials
Uses OAuth to set new credentials and enable or disable a registration requirement with asigned form.

Pre-Bind BOSH user session

Allows admins to pre-bind a BOSH session with afull or bare JID (with the resource automatically pop-
ulated on connection). Y ou may also specify HOLD or WAIT parameters.

174



Configuring the Tigase Serv-
er to Load a Component

Reload component repository

Thiswill show if you have any external components and will reload them in case of any stuck threads.

Scripts

This section provides a list of command scripts for all active components. Each component has the fol-
lowing options - Get list available commands will list script commands for the component divided by
either Scripts or Groups. - New command script provides a method to author new command scripts for
specific components written in EMCA Script or Groovy. Y ou do have an option to save the script to disk
which will make the script permanent within the server. - Remove command script alowsyou to remove
the selected script from the repository. If Remove from disk is not checked, the script will be unavailable
until server restart. If itis, it will be permanently removed from the server.

Y ou will be unable to edit or run commands from this section.
Statistics

These statistics might be more useful as script resultsyield small bits of data, but you may find them useful
when looking for server loads or finding user issues.

Get User Statistics

Provides a script output of user statisticsincluding how many active sessionsarein use, number of packets
used, specific connections and their packet usage and location. All resources will return individual stats
along with | P addresses.

Get Active User List

Provides alist of active users under the selected domain within the server. An active user is considered
auser currently logged into the XM PP server.

Get list of idle users
Thiswill list al idle users separated by vhost.
Get list of online users

Thiswill list users separated by the vhost they are connected to. The list will include the bare JID as well
as any resources for that JID.

Get number of active users

This displays the number of current active users.
Get number of idle users

This section returns the number of active users per specific vhost.
Get top active users

This will list the top number of active users by packets sent and online time. This list will only be built
with users currently online and from all vhosts.

Users
Add New User

Here you can add new users to any domain handled by vHosts, users are added to database immediately
and are ableto login. NOTE: You cannot bestow admin statusto these usersin this section.
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Change user password

Allowsfor adminsto change the password of aspecific user without needing to know the original password
for the selected bare JID. Users currently logged in will not know password has been changed until they
attempt to re-login.

Delete user
Provides atext window for admins to input the bare JID of the user they wish to remove from the server.
Get User Info

This section allows admins to get information about a specific user including current connections as well
as offline and online messages awaiting delivery.

Get registered user list

Provides alist of vhoststo search and a maximum number of usersto list. Once run, the script will display
alist of registered bare J Ds of users from the selected vhost.

Modify User

Allows you to modify some user details including E-mail and whether it is an active user.

Message Archiving Component

NOTE: Thiscomponent isincompleteand doesnot support all methods specified in XEP-0136 Tigase
server supports many of the features in XEP-0136, however it isnot yet in full compliance with the XEP.
The reason for thisis that it uses the archived message date as the thread id of message due to the face
that some clients sens messages with no thread id (e.g. Psi, Psi+). Due to this fact it is also possible to
guery the component about messages without specifying thread ids. For now the component also stores
bare JIDs of recipients.

Installation

The message archiving component is not included with the standard build of Tigase, and thus will need
to be compiled or downloaded. Here are the two methods:

Download

The easiest way is to download the tigase-message-archiving-1.2.0-SNAPSHOT jar [https://
proj ects.tigase.org/attachments/downl oad/3435/tigase-message-archiving-1.2.0-SNAPSHOT .jar] file in-
to your /jars directory.

Compile

The Tigase Message Archive component iskept in aseparate repository from Tigase-server. It will compile
in a similar manner though. Be sure you have Maven 3.0 or later installed. (to check use mvn version)
First, obtain a clone of the repository using the following command:

$ git clone https://repository.tigase.org/git/nessage-archiving.git
The repository will be downloaded to the /message-archiving/ directory.

$cd message- ar chi vi ng
/ message- ar chi vi ng$ nvn cl ean package
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Once Maven has finished compiling, go into the /target directory and you will find the required jar there.
Move that to Tigase's/jars folder and your component is ready to run.

Configuration

To activate message archiving, place the following linesin the init.propertiesfile:

- - conp- nane- 3=nessage- ar chi ve
--conp-cl ass- 3=ti gase. ar chi ve. MessageAr chi veConponent

These two lines are the component required to be active. As with activating any component, be sure the
component name and class match, and that the number is not used by another component.

nmessage- ar chi ve/ archi ve-repo-uri =j dbc: mysql : //1 ocal host/ nessagear chi vedb?user =t est

This next line defines that message archives will be stored in a specific database, in this case mes-
sagearchivedb hosted on localhost. If thisis blank, the archive will be stored in the default user repository.

--sm pl ugi ns=nmessage- ar chi ve- xep- 0136
sess- man/ pl ugi ns- conf/ nessage- ar chi ve- xep- 0136/ conponent -j i d=ar chi ve@uost . com

The next line turns on the message archive plugin, while thisis not always necessary, in order to configure
extraoptions, thisline is needed. Finally, this line specifies the name for the component, if left blank the
component’s JID will be message-archive@l ocal-machine-name.

NOTE: Message tagging can take up considerable resources! There are a high number of prepared
statements which are used to process and archive messages as they go through the server, and you may
experience an increase in resource use with the archive turned on. It is recommended to drecrease the
repository connection pool to help balance server load from this component using the following line in
init.properties:

- - dat a- r epo- pool - si ze=5
Saving Options

By default, Tigase Message Archivewill only store the message body with some metadata, thiscan exclude
messages that are lacking a body. If you decide you wish to save non-body elements within Message
Archive, you can now can how configure this using the following line from init.properties:

sess-man/ pl ugi ns- conf/ uni fi ed-archi ve/ nsg- ar chi ve- pat hs[ s] =/ message/ body, / nessage/
Where above will set the archive to store messages with <body/> or <subject/> elements.

Tip

Enabling this for elements such asiq, or presence will quickly load the archive. Configure this

setting carefully!

Usage

Now that we have the archive component running, how do we use it? Currently, the only way to activate
and modify the component is through XM PP stanzas. Lets first begin by getting our default settings from
the component:

<iq type='get' id="prefq >
<pref xm ns="urn: xnmpp: archive' />
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<lig>

It's a short stanza, but it will tell us what we need to know, Note that you do not need a from or ato for
this stanza. The result is asfollows:

<iq type='result' id="prefq to="adnm n@omain.con cpu' >
<pref xm ns='"urn: xnpp: ar chi ve' >

<auto save='false'/>

<default otr='"forbid nuc-save="fal se" save="body"/>
<met hod use="prefer" type="auto"/>

<met hod use="prefer" type="local"/>

<met hod use="prefer" type="nanual "/>

</ prefqg>

</ig>

See below for what these settings mean.

XEP-0136 Field Values

<auto/> « Required Attributes
 save= Boolean turning archiving on or off
e Optional Settings

» scope= Determines scope of archiving, default is \'stream’ which turns off after
stream end, or may be \'global’ which keeps auto save permanent,

<default/> Default element sets default settings for OTR and save modes, includes an option for
archive expiration.

* Required Attribures

* otr= Specifies setting for Off The Record mode. Available settings are:
 approve The user MUST explicitly approve OTR communication.
» concede Communications MAY be OTR if requested by another user.
+ forbid Communications MUST NOT be OTR.
» oppose Communications SHOULD NOT be OTR.
 prefer Communications SHOULD be OTR.
* require Communications MUST be OTR.

 save= Specifies the portion of messages to archive, by default it is set to body.
» body Archives only the items within the <body/> elements.
» message Archive the entire XML content of each message.

* stream Archive saves every byte of communication between server and client.
(Not recommended, high resource use)

¢ Optional Settings
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 expire= Specifies after how many seconds should the server del ete saved messages.

<item/> The Item element specifies settings for a particular entity. These settings will override
default settings for the specified JIDS.

¢ Required Attributes

» JD= The Jabber ID of the entity that you wish to put these settings on, it may be
afull JD, bare JID, or just adomain.

« otr= Specifies setting for Off The Record mode. Available settings are:
 approve The user MUST explicitly approve OTR communication.
 concede Communications MAY be OTR if requested by another user.

+ forbid Communications MUST NOT be OTR.
 oppose Communications SHOULD NOT be OTR.
 prefer Communications SHOULD be OTR.

* require Communications MUST be OTR.

» save= Specifies the portion of messages to archive, by default it is set to body.
* body Archives only the items within the <body/> elements.

* message Archive the entire XML content of each message.

* stream Archive saves every byte of communication between server and client.
(Not recommended, high resource use)

e Optional Settings
 expire= Specifiesafter how many seconds should the server del ete saved messages.
<method/> This element specifies the user preference for available archiving methods.
e Required Attributes
* type= Thetype of archiving to set
* auto Preferences for use of automatic archiving on the user’s server.
* loca Set to uselocal archiving on user’s machine or device.
» manual Preferencesfor use of manual archiving to the server.
» use= Setslevel of use for the type
* prefer The selected method should be used if it is available.
+ concede Thiswill be used if no other methods are available.
+ forbid The associated method MUST not be used.

Now that we have established settings, lets send a stanza changing a few of them:
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<iqg type='set' id="pref2' >
<pref xm ns='urn: xnmpp: ar chi ve' >
<auto save='true' scope='global'/>
<itemjid="domain.com otr= forbid save='body'/>
<nmet hod type='auto' use='prefer'/>
<net hod type='local' use='forbid />
<nmet hod type=' manual ' use='concede' />
</ pref>
<lig>

This now sets archiving by default for al users on the domain.com server, forbids OTR, and prefers auto
save method for archiving.

Manual Activation

Turning on archiving requires a simple stanza which will turn on archiving for the use sending the stanza
and using default settings.

<iqg type='set' id='turnon' >
<pref xm ns='urn: xnmpp: ar chi ve' >
<auto save='true'/>
</ pref>
<lig>

A sucessful result will yield this response from the server:
<iqg type='result' to='"user@onain.conm id="turnon'/>

Oncethisisturned on, incoming and outgoing messages from the user will be stored intig ma msgstable
in the database.

Automatic Activation of MUC messages

Enabling thisfeature allows MUC messages to be stored in the Message Archive repository and are added
in the same way as for any other message. For this setting consider the MUC room JID, this will be the
"user" that the messages will be archived with. Thisisthe same JD used for retrevial as well as sending
to storage. Archived MUC messages will be in the same format as normal archival messages with one
exception, each message will have a <name> attribute attached which will be the room nick for the user
that sent the message. This featureis disabled by defaullt.

NOTE: It is worth to mention that even if more than on user resources joins the same room and each
resource will receive the same messages, then only a single message will be stored in Message Archiving
repository. Itisalsoimportant to note that MUC messagesare archived to user messages archive only when
user isjoined to MUC room. For example, if message was sent to room but it was not sent to particular
user, it will not be archived.

Configuration

Enabling archiving of MUC messages is done by adding one more line to your init.propertiesfile. Along
with defining comp-name and comp-class add thisline:

sess- man/ pl ugi ns- conf/ nessage- ar chi ve- xep- 0136/ st or e- nuc- nessages=val ue

value may be one of the following values: - user Allows value to be set on domain level by user if the
domain level setting allows that. [what?] - true Enables the feature for all usersin every hosted domain.
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This cannot be overridden by settings for individual domains or users. - false Disables the feature for all
usersin every hosted domain. This cannot be overridden by settings for individual domains or users.

To configure this setting for individual vhosts, you will need to execute a configuration command using
one of the following settings: - user Allows user to start this feature - true Enables feature for users of the
configured domain. Users will be unable to disable this feature. - false Disables feature for users of the
configured domain. Users will be unable to disable this feature.

Searching for Messages

Tigase Message Archiving Component allows users to query for messages or collections that contain a
string. A simple stanza sent to the message archive component will begin a search. For example, the
following stanzarequests a search for messageswith "test failed" in the <body> element. NOTE: Searches
can ONLY be conducted within <body> elements.

<query xm ns="http://tigase.org/protocol/archive#query">
<cont ai ns>test fail ed</contains>
</ query>

Thisquery element must be the child of alist or retrieve element.
Search options include:
» with= Specify J D of user sending message

» from= Search from this time and date, Format: YYYY-MM-DDTHH:MM:SSZ Time is in 24h set to
GMT

» end= Searchuntil thistimeand date, Format: YYYY-MM-DDTHH:MM:SSZ Timeisin24hsettoGMT
Example queries

Retrieving messages with "test failed" string with user juliet@capulet.com [mailto:juliet@capul et.com]
between 2014-01-01 00:00:00 and 2014-05-01 00:00:00

<iq type="get" id="query2">
<retrieve xm ns='"urn:xnpp: archi ve
wi th="juliet@apul et.con
from=' 2014-01- 01TOO: 00: 00Z
end=' 2014- 05- 01T00: 00: 00Z' >
<query xm ns="http://tigase.org/protocol/archi ve#query">
<cont ai ns>test fail ed</contains>
</ query>
</retrieve>
</ig>

Retrieving collections containing messages with "test failed" string with user juliet@capulet.com
[mailto:juliet@capul et.com] between 2014-01-01 00:00:00 and 2014-05-01 00:00:00

<iqg type="get" id="query2">
<list xm ns="urn: xmpp: ar chi ve'
wi th="juliet@apul et.com
fron¥' 2014- 01- 01T00: 00: 00Z'
end='2014- 05- 01T00: 00: 00Z' >
<query xm ns="http://tigase.org/protocol/archive#query">
<cont ai ns>t est fail ed</contai ns>
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</ query>
</list>
<lig>

Message Tagging Support

Tigase now is able to support querying message archives based on tags created for the query. Currently,
Tigase can support the following tags to help seach through message archives: - hashtag Words prefixed
by a hash (#) are stored with a prefix and used as atag, for example #Tigase - mention Words prefixed by
an at (@) are stored with a prefix and used as atag, for example @Tigase

NOTE: Tags must be written in messages from users, they do not act aswildcards. To search for #Tigase,
amessage must have #Tigase in the <body> element.

This feature allows users to query and retrieve messages or collections from the archive that only contain
one or more tags.

Activating Tagging

To enable this feature, the following line must be in the init.properties file (or may be added with Admin
or Web Ul)

nmessage- ar chi vi ng/ t ags- support[ B] =true

Where message-archiving is the class name of the component.
Usage

To execute arequest, the tags must be individual children elements of the retrieve or list element like the
following request:

<query xm ns="http://tigase. org/protocol/archive#query">
<t ag>#Peopl e</ t ag>
<t ag>@Jser 1</t ag>

</ query>

Y ou may also specify specific senders, and limit the time and date that you wish to search through to keep
the resulting list smaller. That can be accomplished by adding more fields to the retrieve element such as
'with', 'from', and 'end' . Take alook at the below example:

<iq type="get" id="query2">
<retrieve xm ns='"urn: xnmpp: archi ve
wi th="juliet@apul et.con
frone' 2014- 01- 01T00: 00: 00Z
end=' 2014- 05- 01T0O0: 00: 00Z' >
<query xm ns="http://tigase.org/protocol/archi ve#query">
<t ag>#Peopl e</ t ag>
<tag>@Jser 1</ t ag>
</ query>
</retrieve>
</ig>

This stanza is requesting to retrieve messages tagged with @User1 and #people from chats with the user
juliet@capul et.com [mailto:juliet@capul et.com] between January 1st, 2014 at 00:00 to May 1st, 2014 at
00:00.
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NOTE: All timesarein Zulu or GMT on a 24h clock.

Y ou can add as many tags as you wish, but each one isan AND statement; so the more tags you include,
the smaller the results.

Tag Searching

You can also retrieve alist of Tagsthat have already been used and are stored in the message archive. You
can search for exact or apartial of the tag or mention. The following request is searching for tags that are
'like' #tedt, in this case any tags with #test present will show in alist.

<iq type="set" id="tagquery">
<tags xm ns="http://tigase.org/protocol/archive#query" |ike="#test"/>
</ig>

The result will return tags with #test in them:

<ig type="result" id="tagquery">
<tags xm ns="http://tigase.org/protocol/archive#query" |ike="#test">
<t ag>#t est 1</t ag>
<t ag>#t est 123</t ag>
<t ag>#t est wi n</t ag>
<set xm ns="http://]jabber.org/protocol/rsni>
<first index='0">0</first>
<l ast >2</| ast >
<count >3</ count >
</set>
</tags>
</ig>

You may retrieve alist of tags or mentions by using just the # or @ symbolsin the like= field.

Purging Information from Message Archive

This feature allows for automatic removal of entries older than a configured number of days from the
Message Archive. It is designed to clean up database and keep its size within reasonable boundaries.

There are 4 settings available for this feature: To enable the feature: message-archive/remove-ex-
pired-messages[B]=true

This setting changes the initial delay after the server is started to begin removing old entries. In other
words, MA purging will not take place until the specified time after the server starts. Default setting is
PT1H, or one hour. message-archive/remove-expired-messages-delay=PT2H

This setting sets how long MA purging will wait between passes to check for and remove old entries.
Default setting is P1D which is once a day. message-archive/remove-expired-messages-period=PT2D

NOTE that these commands are also compatible with unified-archive component, just replace message
with unified.

Configuration of number of days in VHost

VHost holds a setting that determines how long a message needs to be in archive for it to be considered
old and removed. This can be set independently per Vhost. This setting can be modified by either using
the HTTP admin, or the update item execution in adhoc command.
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Command-line utility Sets after how many days message should be removed - by default we use 24 hours.
So if entry is older than 24 hours then it will be removed, ie. entry from yesterday from 10:11 will be
removed after 10:11 after next execution of purge. This configuration is done by execution of Update
item configuration adhoc command of vhost-man component, where you should select domain for which
messages should be removed and then in field XEP-0136 - retention type select value Number of days
and in field XEP-0136 - retention period (in days) enter number of days after which events should be
removed from UA.

In adhoc select domain for which messages should be removed and then in field XEP-0136 - retention
type select value Number of days and in field XEP-0136 - retention period (in days) enter number of days
after which events should be removed from UA.

In HTTP Ul select Other, then Update Item Configuration (Vhost-man), select the domain, and from there
you can set XEP-0136 retention type, and set number of days at XEP-0136 retention period (in days).

Vaue of remove-expired-messages-delay and remove-expired-messages-period isin format described at
Duration.parse() in Java documentation.

Advanced Message Processing - AMP
XEP-0079

Tigase server 5.1.0 or later offers support for Advanced Message Processing [http://xmpp.org/exten-
sions/xep-0079.html], called AMP or XEP-0079.

It is enabled by default but there are several configuration options that you may tweak.

Configuration of AMP is not very complex, but asit isimplemented as a component in the Tigase server
it does needs afew settings to get it right.

Hereisafirst, brief overview of the AMP configuration and later detailed explanation of each parameter.

- -sm pl ugi ns=anp, - nressage, - msgoffl i ne

--anp-repo-uri =jdbc: nysql :// 1 ocal host/ti gasedb?user =db_usr &asswor d=db_pwd
--anp-security-1level =STRI CT

sess-man/ pl ugi ns- conf/ anp/ anp-j i d=anp@our -domain.tld

First of all: plugins:

Even though the whole functionality is implemented inside the component you need a way to forward
messages with AMP payload to that component. Thisiswhat the 'amp’ plugin does. The'amp' plugin inter-
cepts all <message/> packets even without AMP payload, redirecting some of the to the AMP component
and others processing in a standard way. Therefore you no longer need 'message’ plugin or ‘msgoffline
plugin. Those are al functions are offered by the 'amp’ plugin now. Hence you have to switch ‘'message’
and 'msgoffline' plugins off (the 'amp’ plugin is loaded by default):

--sm pl ugi ns=+anp, - mressage, - nsgof f | i ne

The 'amp' plugin needs to know where to forward al the AMP packets. By default plugin uses host-
name of the given machine as this is true to the most installations. However, this is configured by the
last line of the example configuration, which forwards al packets to the address ‘amp@your-domain.tid
[mailto:amp@your-domain.tid]":

sess- man/ pl ugi ns- conf/ anp/ anp-j i d=anp@our -domai n.tld
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Secondly: component:

By default Tigase loads the component with the standard name ‘amp'

Optional parameters:

There is also one parameter shared between the component and the plugin. Connection to the database
where offline messages are stored. The AMP component has a dedicated schemafor storing offline mes-
sages designed for a high traffic and high load installations. It does not use UserRepository for storing

messages.

By default the same physical database as for UserRepository is used but you can change it and store
messages in a completely separate location to reduce performance degradation of rest of the system. You
can set a database connection string using following property:

--anmp-repo-uri =jdbc: nysql ://1 ocal host/ti gasedb?user=db_usr &asswor d=db_pwd

The XEP-0079 [http://xmpp.org/extensions/xep-0079.html] specification has a Section 9. - Security Con-
siderations [http://xmpp.org/extensions/xep-0079.html#security]. Asit describes, in some casesthe AMP
protocol can be used to reveal user’s presence information by other users who are not authorised for pres-
ence updates. There are afew possible ways to prevent this.

Tigase' simplementation offers 3 modesto handle AMP requests to prevent revealing user’ s status to non-
authorized users:

--anmp-security-1level =STRI CT

In this mode the server performs strict checking. The AMP specification is fully handled. This however
involves roster loading for each offline user, hence it may impact the service performance. It may not be
feasible or possible to run in this mode for services under a high load with lots of AMP messages.

In the XEP this mode is described in the following way:

Accept the relevant condition only if the sender is authorized to receive the receiver’s presence, as a
result of which the server MUST reply with a <not-acceptable/> error condition if the sender is not so
authorized; thisisthe RECOMMENDED behavior. Thisis also the default in Tigase.
--anp-security-I| evel =PERFORMANCE

Dummy checking is performed efficiently by just returning an error response every time thereis a chance
that the default action may reveal user status without looking into the user’s roster. This does not affect
performance but it does impact the AMP compliance.

In the XEP this mode is described in the following way:

Accept the relevant condition only if the action is "drop", as a result of which the server MUST reply
with a <not-acceptable/> error condition if the action is "alert", "error", or "notify"; thisis slightly less
restrictive but still unnecessarily restricts the functionality of the system, so is NOT RECOMMENDED.
It does not do any checking. It acts like all users are authorized to receive notifications, even if it may
reveal user status to unauthorized users. It does not impact the server performance and it offers full AMP

compliance.

--anp-security-Ilevel =NONE
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PubSub Component

Configuration

Tigase' s Publish Subscribe component is an X EP-0060 [ http://www.xmpp.org/extensi ons/xep-0060.html]
compliant plugin handling al publish and subscribe activity within Tigase server. To enablethe component
the following should be in your init.properties file

--conp- nane-2 = pubsub
--conp-class-2 = tigase. pubsub. PubSubConponent

Pubsub naming

Within Tigase, all pubsub component address MUST be domain-based address and not a JD style
address. This was made to simplify communications structure. Tigase will automatically set com-
ponent names to pubsub.domain, however any messages send to pubsub@domain will result in a
SERVICE_UNAVAILABLE error.

Pubsub nodes within Tigase can be found as acombination of JID and node where nodes will be identified
akin to service discovery. For example, to address afriendly node, use the following structure:

<i g to=' pubsub. donai n' >
<query node='friendly node'/>
</ig>

Configure Roster Maxmimum size

Starting with Tigase v7.1.0, administrators can configure the maximum allowable roster size per user via
the init.propertiesfile.

sess-man/ pl ugi ns-conf/jabber\:iga\:roster/ max_roster_size=100

This sets the roster limit to 100 entries per user. It can be set to any integer, however by default no limit
IS set.

AdHoc Commands

Similar to the HTTP API, AdHoc commands based on groovy scripts can be sent to this component to
do a number of tasks. All scripts for these Ad-hoc commands are found at sec/main/groovy/tigase/ad-
min in source distrubitions, or at thislink [https://projects.tigase.org/projects/tigase-pubsub/repository/re-
visionsg/master/show/src/main/groovy/tigase/admin]. To use them, the scripts need to be copied into the
scripts/admin/pubsub folder in the Tigase installation directory. For al examples, the component address
will be pubsub.example.com.

Create a Node
Ad-hoc command node: create-node Required role: Service Administrator
Command requiresfields node and pubsub#node_typeto befilled with proper valuesfor execution. - node

Field containing id of node to create. - pubsub#node type Contains one of two possible values. * |eaf-
node Node that will be published. * collection Node that will contain other nodes.
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Other fields are optional fields that can be set to change configuration of newly create node to different
configuration than default.

Example call using TCLMT:

bin/tclnt.sh --u adm n@xanpl e.com --p adm nl123 renote pubsub. exanpl e. com create-n
Delete a Node

Ad-hoc command node: delete-node Required role: Service Administrator

Command requires node field to befilled. - node Field containing id of node to delete.

Example call using TCLMT:

bin/tclnt.sh --u adm n@xanpl e.com --p adm n123 renpte pubsub. exanpl e. com del ete-n

Subscribe to a Node
Ad-hoc command node: subscribe-node Required role: Service Administrator

Command requires node and jids nodes to be filled. - node Field containing node to subscribe to. - jids
Field containing list of JIDsto subscribe to the node.

Example call using TCLMT:

bin/tclnt.sh --u adm n@xanpl e.com --p adm n123 renpte pubsub. exanpl e. com subscrib

Unsubscribe to a Node
Ad-hoc command node: unsubscribe-node Required role: Service Administrator

Command requires node and jids nodes to befilled. - node Field containing node to unsubscribe to. - jids
Field containing list of JIDs to unsubscribe to the node.

Example call using TCLMT:

bin/tclnt.sh --u adm n@xanpl e.com --p adm nl23 renote pubsub. exanpl e. com unsubscr

Publish an item to a Node

Ad-hoc command node: publish-item Required role: Service Administrator

Command requires fields node and entry to be filled. - node Field containing id of node to publish to. -
item-id Field may containid of entry to publish, can be empty. - entry Field should contain multi-line entry
content that should be valid XML valuesfor items.

This command due to it's complexity cannot be easily executed by TCLMT using default remote script
which provides support for basic adhoc commands. Example call using TCLMT:

bin/tclnt.sh --u adm n@xanpl e.com --p adm nl123 renote pubsub. exanpl e. com publ i sh-
Example Groovy script to execute create-node command using JAXMPP2

i mport tigase.jaxnpp.j2se.Jaxnmpp
i mport tigase.jaxmpp.core.client.AsyncCall back
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i mport tigase.jaxnmpp.core.client.exceptions.JaxnppException

i mport tigase.jaxmpp.core.client.xnpp.stanzas. Stanza

i mport tigase.jaxmpp.core.client.Sessi on(hj ect

i mport tigase.jaxmpp.j 2se. Connecti onConfi guration

i mport tigase.jaxmpp.core.client.xmn.El emrent

i mport tigase.jaxmpp.core.client.xmn . DefaultEl ement

i mport tigase.jaxmpp.core.client.xnpp.forns. Jabber Dat aEl enent

Jaxnpp j axnmpp = new Jaxmpp();

jaxmpp.with {
get Connecti onConfi guration().set Connecti onType( Connecti onConfi gurati on. Connect
get Connecti onConfi guration().setUserJl D{"adm n@xanpl e. cont')
get Connecti onConfi guration().set User Passwor d("adm n123")

}
j axnpp. | ogi n(true);

def packet = 1Q create();
packet.setAttribute("to", -"pubsub.exanple.cont);

El ement conmand = new Def aul t El ement (" command”) ;
conmand. set XMLNS( " htt p:/ /] abber. or g/ prot ocol / commands") ;
conmand. set Attri but e("node", -"create-node");

packet . addChi | d( conmand) ;

El ement x = new Defaul t El enment (" x"
X. set XMLNS("j abber: x: data");

comand. addChi | d(x) ;

def data = new Jabber Dat aEl enent ( x) ;
dat a. addText Si ngl eFi el d("node", -"exanple");
dat a. addLi st Si ngl eFi el d(" pubsub#node_t ype", -"leaf");

j axmpp. send( packet, new AsyncCal | back() {
voi d onError(Stanza responseStanza, tigase.jaxnmpp.core.client.XVMPPException. Er
println -"received error during processing request”;

-}

voi d onSuccess(Stanza responseStanza) throws JaxnmppException {
X = responseStanza. get First Chil d("commuand") . getFirst Chid("x");
dat a = new Jabber Dat aEl enment ( x) ;
def error = data.getField("Error");
println -"command executed with result = -" + (error -? -"failure, error =

-}

voi d onTi meout () {
println -"command tined out"”
-}
1)

Thr ead. sl eep(30000) ;
j axnpp. di sconnect () ;
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PubSub Node Presence Protocol

Occupant Use Case === Log in to Pubsub Node To log in to PubSub Node user must send presence to
PubSub component with additional information about node:

<presence
frone' hag66@hakespeare. it/ pda
id='nl3nt3l"'
t o=' pubsub. shakespeare.lit'>
<pubsub xm ns='tigase: pubsub:1' node='princely_nusings'/>
</ presence>

Component will publish thisinformation in node:

<nmessage fron¥ pubsub. shakespeare.lit' to='franci sco@enmark.lit' id="foo' >
<event xm ns='http://jabber.org/protocol/pubsub#event' >
<i tens node='princel y_nusings' >
<itenp
<presence xm ns='tigase: pubsub: 1' node='princely_musings' jid="hag66@hake
</itenp
</items>
</ event >
</ message>
<nmessage fron¥ pubsub. shakespeare.lit' to='bernardo@enmark.lit' id="bar'>
<event xm ns='http://jabber.org/protocol/pubsub#event' >
<i tens node='princel y_nusings' >
<itenp
<presence xm ns='tigase: pubsub: 1' node='princely_musings' jid="hag66@hake
</itenp
</items>
</ event >
</ message>

And then will send notification with presences of al occupants to new occupant.

Log out from PubSub Node

To logout from single node, user must send presence stanza with type unavailable:

<presence
frone' hag66@hakespeare. it/ pda
t ype=' unavai l abl €'
t o=' pubsub. shakespeare.lit'>
<pubsub xm ns='tigase: pubsub:1' node='princely_nusings'/>
</ presence>

Component will send eventsto all occupants as described:

<nmessage fron¥ pubsub. shakespeare.lit' to='franci sco@enmark.lit' id="foo' >
<event xm ns='http://jabber.org/protocol /pubsub#event' >
<i tens node='princel y_nusings' >
<itenp
<presence xm ns='tigase: pubsub: 1' node='princely_musings' jid="hag66@hake
</itenp
</itenms>
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</ event >
</ message>

If component receives presence stanza with type unavailable without specified node, then component will
log out user from all nodes he logged before and publish events.

Retrieving list of all Node Subscribers

Toretrieve list of node subscribers, node configuration option tigasettallow_view_subscribers must be set
to true:

<iq type='set’
frone' ham et @ennark.lit/el sinore
t o=" pubsub. shakespeare.lit"’
i d='config2' >
<pubsub xm ns='"http://jabber. org/ protocol / pubsub#owner' >
<confi gure node='princel y_mnusi ngs' >
<x xm ns='j abber:x:data' type=' submt'>
<field var=" FORM TYPE type="hidden' >
<val ue>http://j abber. org/ protocol / pubsub#node_confi g</val ue>
</field>
<field var="tigase#al | ow_vi ew subscri bers' ><val ue>1</val ue></fiel d>
</ x>
</ confi gure>
</ pubsub>
</ig>

When option is enabled, each subscriber may get list of subscribers the same way as owner [http:/
Xmpp.org/extensi ons/xep-0060.html#owner-subscriptions-retrieve] .

<iq type=' get'’
fronF' ham et @ennark.lit/el sinore
t o=" pubsub. shakespeare.lit"’
i d=' submanl' >
<pubsub xm ns='http://jabber. org/ protocol / pubsub#owner' >
<subscri pti ons node='princel y_nusings' />
</ pubsub>
</ig>

Thereis extension to filter returned list:

<iq type=' get'’

fronF' ham et @ennark.lit/el sinore

t o=" pubsub. shakespeare.lit"’

i d=' submanl' >

<pubsub xm ns='"http://jabber. org/ protocol / pubsub#owner' >
<subscri pti ons node='princel y_nusi ngs' >
<filter xm ns='"tigase: pubsub:1' >

<jid contains= @enmark.lit' -/>

</filter>
</ subscri ptions>
</ pubsub>

</ig>

In this example will be returned all subscriptions of users from domain "denmark.lit".
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Store Full XML of Last Presence

A new feature has been implemented in v7.1.0 that allows Tigase to store a more detailed <unavailable/>
presence stanza to include timestamps and other information.

Requirements

Ensure that presence-offline plugin is enabled in init.properties. To do this, add +presence-offline to the
--sm-pluginsline.

The following two lines configure options to broadcast probes to offline users.

sess- man/ pl ugi ns- conf/ ski p-of fli ne=fal se
sess- man/ pl ugi ns- conf/ ski p-of fl i ne-sys=fal se

Without these lines, Tigase will not send presence probes to users that the server knows to be offline.

The full XML presence is stored under the tig_pairs table with a pkey of last-unavailable-presence will
look like this:

<presence fron¥"user @xanpl e. conf’ xm ns="j abber:client" type="unavail abl e">
<st at us>Logged out </ st at us>
<del ay stanp="2015-12-29T16: 51: 50. 748Z" xm ns="ur n: xnmpp: del ay"/ ></ presence>

As you can see, the plugin has added a delay stamp which indicates the last time they were seen online.
This may be suppressed by using the following line in your init.propertiesfile.

sess- man/ pl ugi ns- conf/ del ay- st anp=f al se
Y ou may aso limit probe responses only to newly connected resources.
sess-man/ pl ugi ns-conf/ probe-full-jid=true

When a user logs on, they will receive the same full unavailable presence statements from contacts not
logged in. Also the repository entry containing their last unavailable presence will be removed.

NOTE: Thiswill increase traffic with userswith many people on their rosters.

Offline Message Sink

Description

Messages sent to offline users is published in PubSub node, from where that message is sent to al the
node subscribers as a PubSub notification.

<nmessage fron¥' pubsub. cof f eebean. | ocal' to='bard@hakespeare.lit' id="foo' >
<event xm ns='http://jabber.org/protocol/pubsub#event' >
<i tens node=' message_si nk' >
<item i d="ae890ac52d0df 67ed7cf df 51b644e901" >
<nessage type="chat" xm ns="jabber:client" id="x2ps6u0004"
to="user B_h6x1bt 0002@of f eebean. | ocal "
from="user A_uyhx8p0001@of f eebean. | ocal / 1149352695-ti gase- 20" >
<body>Hel | o</ body>
</ message>
</itenp
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</itens>
</ event >
</ message>

Configuration
The PubSub node must be created and configured beforehand:
Create node

<iqg type='set’
t o=" pubsub. cof f eebean. | ocal *
id='createl' >
<pubsub xm ns='"http://jabber. org/ protocol / pubsub' >
<creat e node=' nessage_si nk' />
</ pubsub>
<lig>

After that is done, you need to add SessionManager as a publisher:
Add sess-man as publisher

<iq type='set'
t o=' pubsub. cof f eebean. | ocal '
id="ent2' >
<pubsub xm ns='"http://jabber. org/ protocol / pubsub#owner' >
<affiliations node=' message_sink' >
<affiliation jid="sess-nman@offeebean.local' affiliation="publisher'/>
<faffiliations>
</ pubsub>
</ig>

Finally, the AMP plugin must be configured as well
init.properties configuration
sess- man/ pl ugi ns- conf/ anp/ meg- pubsub-j i d=pubsub. cof f eebean. | ocal
sess- man/ pl ugi ns- conf/ anp/ nsg- pubsub- node=nmessage_si nk
sess- man/ pl ugi ns- conf/ anp/ msg- pubsub- publ i sher =sess- man@of f eebean. | ocal

Of course be sure that AMP pluginisin your --sm-pluginsline.
Usage

Because these sinks use a standard PubSub component, administration of the sink node is identical to
any other PubSub node. X EP-0060 [http://www.xmpp.org/extensions/xep-0060] defines standard PubSub
usage and management.

Managing Subscriptions
Add new Subscriber
<iqg type='set’
t o=' pubsub. cof f eebean. | ocal *

i d=' subman2' >
<pubsub xm ns='http://jabber. org/ protocol / pubsub#owner' >
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<subscri pti ons node=' nessage_si nk' >
<subscription jid="bard@hakespeare.lit' subscription="subscribed />
</ subscri ptions>
</ pubsub>
<lig>

Remove Subscriber

<iq type='set'
t o=' pubsub. cof f eebean. | ocal *
i d=' subman2' >
<pubsub xm ns='"http://jabber. org/ protocol / pubsub#owner' >
<subscri pti ons node=' message_si nk' >
<subscription jid='"bard@hakespeare.lit' subscription='none'/>
</ subscri pti ons>
</ pubsub>
</ig>

PubSub Schema Changes

Tigase PubSub Component is currently version 3.2.0 which isintroduced in Tigase server v7.1.0

PubSub 3.2.0 Changes

PubSub v 3.2.0 adds anew procedure TigPubSubGetNodeM eta which supports PubSub metadata retrieval
while conducting a disco#info query on nodes.

Y ou will need to upgrade your database if you are not using v3.2.0 schema. Tigase will report being unable
to load PubSub component if you do not have this schema version.

The MySQL schema can be found Here [https://projects.tigase.org/projects/tigase-pubsub/repository/re-
visions/master/entry/database/mysgl-pubsub-schema-3.2.0.s1].

The Derby schema can be found Here [https.//projects.tigase.org/projects/tigase-pubsub/reposito-
ry/changes/database/derby-pubsub-schema-3.2.0.sq].

The PostGRESQL schema can be found Here [https.//projects.tigase.org/projects/tigase-pubsub/reposito-
ry/changes/database/postgresql-pubsub-schema-3.2.0.sq]].

The MS SQL schema can be found Here [https://projects.tigase.org/projects/tigase-pubsub/reposito-
ry/changes/database/sql server-pubsub-schema-3.2.0.sq].

The same files are also included in all distributions of v7.1.0 in [tigaseroot]/database/ . All changes to
database schema are meant to be backward compatible.

For instructions how to manually upgrade the databases, please refer to Tigase v7.1.0 Schema Updates
section.

PubSub 3.1.0 Changes

The PubSub Schema has been streamlined for better resource use, this change affects all users of Tigase.
To prepare your database for the new schema, first be sure to create a backup! Then apply the appropriate
pubsub schemato your MySQL and it will add the new storage procedure.

The MySQL schema can be found Here [https://projects.tigase.org/proj ects/tigase-pubsub/repository/re-
visions/master/entry/database/mysgl-pubsub-schema-3.1.0.sq]].
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The Derby schema can be found Here [https://projects.tigase.org/projects/tigase-pubsub/reposito-
ry/changes/database/derby-pubsub-schema-3.1.0.sq].

The PostGRESQL schema can be found Here [https.//projects.tigase.org/projects/tigase-pubsub/reposito-
ry/changes/database/postgresql-pubsub-schema-3.1.0.sq]].

The MS SQL schema can be found Here [https://projects.tigase.org/projects/tigase-pubsub/reposito-
ry/changes/database/sql server-pubsub-schema-3.1.0.sq]].

The same files are also included in all distributions of v7.1.0 in [tigaseroot]/database/ . All changes to
database schema are meant to be backward compatible.

PubSub v3.0.0 Changes

To update older installations of Tigase to the PubSub Schema v3.0.0 follow these instructions. Note this
should be done before upgrading to PubSub v3.1.0.

Step by Step guide.
Prepare Old Database for Upgrade

In database directory of Tigaseinstallation you will find SQL fileswhich will prepare old database schema
for upgrade using following this naming pattern; <database type>-pubsub-schema-3.0.0-pre-upgrade.sql
Where <database type> can be one of thefollowing: mysql, sglserver, ie. for MySQL you will find thefile
mysql-pubsub-schema-3.0.0-pre-upgrade.sql. Y ou need to execute statementsfrom thisfile on your source
database, which will drop old procedures and functions used to access database and also this statements
will rename old tables by adding suffix _1 to each of old tables. Example:

MySQL  mysql -u tigase -p tigase pubsub < database/mysql-pubsub-schema-3.0.0-pre-upgrade.sql

MSSQL sglemd -S %servername% -U %root_user% -P %root_pass¥ -d %database% -i database
\sgl server-pubsub-schema-3.0.0-pre-upgrade.sql

Update Tigase PubSub Component
For this you need to copy the Tigase PubSub Component jar file to jars directory inside Tigase XMPP
Server installation directory. It is also recommended to copy files from database directory of Tigase Pub-
Sub Component to database directory in Tigase XMPP Server installation directory.
If you happen to use one of the the distribution packaged (either installer or -dist-max flavored archive)
then all required files are aready available - both new schemafileswill be available in database/ directory

as well as both versions of PubSub component will be present in jars directory - PubSub3 as tigase-
pubsub.jar and PubSub?2 as tigase-pubsub-2.2.0.jar.old (provided for compatibility reasons).

Load New Schema
In the database directory you will find files containing new schemasfor:
* MySQL - mysqgl-pubsub-schema-3.0.0.sql
» PostgreSQL - postgresgl-pubsub-schema-3.0.0.sq
* MSSQL - sglserver-pubsub-schema-3.0.0.s

» DerbyDB - derby-pubsub-schema-3.0.0.sgl and pubsub-db-create-derby.sh
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For most databases, with the exception of Derby, you only need to execute statements from the proper
file. For example:

MySQL mysqgl -u tigase -p tigase _pubsub < database/mysql-pubsub-schema-3.0.0.sq]

MS SQL sglemd -S Y%servername%s -U %root_user% -P %root_passyo -d Yodatabase¥% -i database
\sgl server-pubsub-schema-3.0.0.sq]

PostgreSQL psgl -h $DB_HOST -q -U ${USR_NAME} -d $DB_NAME -f database/sglserver-pub-
sub-schema-3.0.0.sq]

For DerbyDB you need to execute the pubsub-db-create-derby.sh script and pass proper JDBC URI to
database to which you want to load schema (if database does not exist, it will be created).

dat abase/ pubsub- db- cr eat e- der by. sh

NOTE: It is possible to use same database which was used before - then after upgrade you will have new
tables and old tables with _1 suffix.

Execute Migration Utility

Finish

In the /database directory you will find the pubsub-db-migrate.sh file which you need to execute and pass
arguments with JIDBC URIs needed to connect to source and destination database. If you used dedicated
tables for PubSub you will also need to pass a class name used to access database (value of pubsub/pub-
sub-repo-class variable from etc/init.propertiesfile).

Example for dedicated table used for PubSub:

dat abase/ pubsub-db-m grate. sh --in-repo-class tigase. pubsub. repository. PubSubDAO
-in -"jdbc: mysql://1ocal host/tigase pubsub?user=ti gase&passwor d=passwd’
-out -'jdbc:nysql://local host/tigase pubsub?user=ti gase&passwor d=passwd’

Example for use without dedicated PubSub tables:

dat abase/ pubsub- db- m grate. sh
-in -"jdbc:nmysql://1ocal host/tigase?user=ti gase&passwor d=passwd’
-out -'jdbc:nysql://Iocal host/tigase?user=ti gase&password=passwd’

Example for use with dedicated tables in a Windows environment:

dat abase/ pubsub-db-m grate.cnd --in-repo-class tigase. pubsub. repository. PubSubDAO
-in -'"jdbc:sql server://<host nane>\\<i nstance>: <port >; dat abaseNanme=<nane>; user =ti ga
-out -'jdbc:sqgl server://<host name>\\<i nst ance>: <port >; dat abaseNane=<nane>; user =ti g

During execution this utility will report information about migration of PubSub data to the new schema,
and the same information will be storein pubsub_db_migration.log.

After successful migration you will have al data copied to new tables. Old tables will be renamed by
adding suffix _1. After verification that everything works OK, you can delete old tables and it’s content
asit want be used any more.

Server Monitoring

All the documentation and resources related to the Tigase server monitoring.
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Setting up Remote Monitoring in the Server Retrieving Statistics from the Server

Setting Up Remote Monitoring in the Server

Tigase server can be remotely monitored over following protocols: IMX/RMI, SNMP and HTTP. Even
though IMX offers the biggest control and visibility to the server states, all of the monitoring servicesgive
the same basic set of the server statistics:

* Number of network connections for s2s, c2s and Bosh

* Last second, last minute and last hour load for al main components: SM, MR, ¢2s, s2s, Bosh, MUC
and PubSub

» System statistics - memory usage (heap and non heap) and the server uptime in milliseconds and human
readable text.

» Users gtatistics - number of registered users and number of online user session.

JMX/RMI and SNMP servers offer basic security and can restrict access while the HTTP server doesn’t
offer any access restriction mechanisms. Therefore HTTP monitoring is recommended to operate behind
afirewall.

The monitoring itself causes very low overhead in terms of the resources and CPU consumption on top
of the normal Tigase processing requirements so it can be left on without worrying about performance
degradation.

Note. Thisworks with the Tigase server fromversion 4.2.0 or SVN revision 1418.

What You Need

Using v7.1.0 and later, statistics binaries are built-in dist-max and no extrafiles are needed. If you have
downloaded -dist file, you will need tigase-extras.

To ensure, two files are necessary to run monitoring:

1. tigase-extras [https://projects.tigase.org/projects/tigase-extras/files] or the current snapshot [https:/
projects.tigase.org/proj ects/tigase-server/repositoryr].

2. jdmkrt.jar file from OpenDMK [https://opendmk.java.net/] project version 5.1 or later. A copy of
this jar file in also available in our maven repository: jdmkrt.jar [http://maven.tigase.org/openDMK/
jdmkrt/1.0-b02/].

Both files should be in the /jars directory.

Activation

You can either run the Tigase installer and use the configuration wizard to activate the monitoring or edit
etc/init.properties file and add following line:

- -noni tori ng=j mx: 9050, htt p: 9080, snnp: 9060

Asyou see thereisonly asingle line where you put list of monitoring servers you want to activate. Each
server isresponsiblefor activation of adifferent protocol and takes asingle parameter - port number. There
are following protocols supported right now:

e jmXx - activating monitoring via IMX/RMI
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« http - activating monitoring over HTTP protocol
* snmp - activating monitoring over SNMP protocol

Y ou can have all protocols active at the same time or any combination of them or none.

Security

JMX

SNMP

Both IMX and SNMP offer security protection to limit access to monitoring data. The security configu-
ration is a bit different for both.

After the server installation or in the SVN repository you can find 2 filesin the etc/ directory: jmx.access
and jmx.password.

e jmx.accessisauser permissionfile. Y ou can useit to specify whether the user can accessthe monitoring
data for reading only 'readonly' or with read-write 'readwrite’ access. There are example entries in the
file already and the content may simply look like:

nmoni tor readonly
admn readwite

e jmx.password is a user password file. You can set user passwords here and the format again is very
simple and the same asfor jmx.access. There are example entries already provided for you convenience.
Content of the file may look like the example below:

adm n admi n_pass
nmoni t or noni t or _pass

Using above to files you can control who and how can access the IM X monitoring services.

Access to SNMP monitoring is controlled using ACL (access control lists) which can be configured in
the file snmp.acl located in etc/ directory. It contains lots of detailed instructions how to setup ACL and
restrict access per user, host and what kind access is allowed. The simplest possible configuration may
look like this:

acl = {
{
conmunities = public, private
access = read-only
managers = public. host.com private. host.com
-}
{
conmunities = admn
access = read-wite
managers = | ocal host, adm n. host.com
-}
}

You might also need Tigase MIB definition: TIGASE-MAN-
AGEMENT-MIB.mib [https://projects.tigase.org/projects/tigase-server/repository/changes/src/main/re-
sources/mib/I3VM-MANAGEMENT-MIB.mib] for the server specific statistics. The MIB contains defi-
nition for al the server statistics exposed via SNMP.

197


https://projects.tigase.org/projects/tigase-server/repository/changes/src/main/resources/mib/JVM-MANAGEMENT-MIB.mib
https://projects.tigase.org/projects/tigase-server/repository/changes/src/main/resources/mib/JVM-MANAGEMENT-MIB.mib
https://projects.tigase.org/projects/tigase-server/repository/changes/src/main/resources/mib/JVM-MANAGEMENT-MIB.mib
https://projects.tigase.org/projects/tigase-server/repository/changes/src/main/resources/mib/JVM-MANAGEMENT-MIB.mib

Configuring the Tigase Serv-
er to Load a Component

HTTP

Access the server at example.com:9080 and you will be presented with an Agent View.

Retrieving statistics from the server

By default we can retrieve server statistics using XM PP, no additional setup is necessary.

Retrieving statistics using XMPP

Accessing statistics over XM PP protocol requires any XMPP client capable of executing XEP-0050: Ad-
Hoc Commands [ http://xmpp.org/extensions/xep-0050.html]. It's essential to remember, that only admin-
istrator (a user whose JID is configured as administrative) can access the statistics.

Psi XMPP Client

For the purpose of this guide Psi [http://psi-im.org/] client will be used. After successfully configuring
and connecting to account with administrative privileges we need to access Service Discovery, either from
application menu or from context menu of the particular account account:

R 8 X < E‘:ﬂ
V. @R O W

":} local :: ad _min@atlantiscitv.....ﬂ.mfm"_
- Status »
Mood
Activity
Geolocation
Avatar
Groupchat S

Add a Contact
Service Discovery
New Blank Message
Contacts Manager
Privacy Lists

XML Console

Modify Account...
Plugins >
Admin »
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In the Service Discovery window we need to find Server Satistics component:

| 7 Service Discovery
: : ,:J W R : EA Auto )
Address: atlantiscity o Node: i
Name JID A
7 Cluster connection manager cl-comp@atlantiscity
7 Cluster controller cluster-contr@atlant...
> Monitor monitor @atlantiscity
7 S2S connection manager clustered s2s@atlantiscity
‘7 Session manager clustered, acs-online-cache... sess-man@atlantiscity
7 Server statistics stats @atlantiscity
'3 Component: vhost-man stats @atlantiscity
'3 Component: message-router stats@atlantiscity
'3 Component: amp stats @atlantiscity
3 Component: bosh stats @atlantiscity
7 Component: c2s stats @atlantiscity
'3 Component: cl-comp stats @atlantiscity
'3 Component: monitor stats @atlantiscity
7 Component: s2s stats @atlantiscity
'3 Component: sess-man stats @atlantiscity
'3 Component: ws2s stats @atlantiscity
7 VHost Manager vhost-man@atlantis...
7 Websocket connection manager clustered ws2s @atlantiscity
Filter by JID:

Auto-browse into objects
Automatically get item information

"'sli

[

We can either access statistics for all components or select particular component after expanding the tree.
To execute ad-hoc command simply double click on the particular node which will open window with
statistics:
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© stats@atlantiscity

message-router/Local
hostname:

atlantiscity.local
message-router/Uptime:

2 mins, 13 sec
message-router/CPU usage:
0.2%

message-router/Max Heap
mem:

182,272 KB
message-router/Used Heap:
34,377 KB

c2s/Open connections:

1

sess-man/Open user
connections:

1

sess-man/Maximum user
connections:

1

sess-man/Open user
sessions:

2

presence/Users status
changes:

1
Stats level: INFO

A= | Previous Next

Cancel

~ Finish
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In this window, in addition to see the statistics, we can adjust Stats level by selecting desired level from
the list and confim by clicking Finish.

Retrieving statistics using JMX

In order to access statistics over IMX we need to enable support for it in Tigase - Monitoring Activation.
Afterwards we can use a number of toolsto get to the statistics, for example the following:

JConsole

After opening JConsole we either select local process or provide details of the remote process, including
IP, port and credentials from etc/jmx.* files:
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00 Java Monitoring & Management Conso
Connection Window Help

8 0 0O JConsole: New Connection

New Connection

(e) Local Process:

Name
sun.tools.jconsole.JConsole

tigase.server.XMPPServer —--property-file etc/my_in
Note: The management agent will be enabled on this

() Remote Process:

Usage: It;hostnamegt;:It;portgt; OR service:jmx:lt;pr:

Username: Password:

| Connect |

Afterwards we navigate to the MBeans tab from where we can accessthet i gase. st at s MBean. It
offers similar optionsto XM PP - either accessing statistics for all components or only for particular com-
ponent as well as adjusting level for which we want to obtain statistics:
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Connection

Window Help

© 6 6

pid: 86933 tigase.server. XMPPServer --

[ Overview  Memory Threads C(

4 Yy Vv vV Y Y YTVYY

| JMImplementation
| | com.sun.management

. |java.lang

| java.nio

. | java.util.logging

. localhost

. | org.apache.derby

| system

I tigase.stats

v @ StatisticsProvider
b Attributes

o seratons

~Operation invocation

java.util.Map ‘
JaValHLMEP 1 getallstats | ( Jevel

java.util.Map ‘

getComponentStats
| NN

java.util.M —3
java.util.Map getCurStat /(
=

java.util.M -
java.util.Map getStatsHis
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StatsDumper.groovy

In order to collect statistics over period of time following groovy script can be used: StatsDumper.groovy
[files/StatsDumper.groovy]. It's a Simple IMX client that connects to Tigase and periodically saves all
statisticsto files.

It takes following parameters:

$ groovy StatsDunper.groovy [hostname] [usernane] [password] [dir] [port] [delay(n
* hostname - address of the instance

* username - JMX username

* password - IMX username

e dir - directory to which save the files with statistics

* port - port on which to make the connection

» delay(ms) - initial delay in milliseconds after which statistics should be saved

* interval(ms) - interval between each retrieval/saving of statistics

* loadhistory(bool) - indicates whether or not load statistics history from server (if such is enabled in
Tigase)

Statistics description

Statistics are divided between components and processors. Y ou may see the same statistics collected for
multiple components which are defined in common components section. Note that statistics are defined
by { $component}/statistic so if you wanted Max queue size on pubsub, you would look for pubsub/Max
gueue size. Statistics will not be provided by components that are not enabled.

Statistics common to components

These statistics may be found in multiple components and may be seen multiple times. For example both
s2s and c2s will have Bytes sent statistic, so each can be found the following way:

s2s/ Byt es received
c2s/ Bytes received

add-script last {interval}
The number of times that add-script adhoc command has been run within the last interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

add-script/Average processing time: The average timein ms, returned as an integer, it takes for add-script
to execute.
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Available from the following components:
anp, bosh, c¢2s, cl-conp, eventbus, nessage-archive, nessage-router, nonitor,
List of possible statistics:

{ conpnane}/ adhoc- conmand/ add- scri pt |ast hour

{ conpnane}/ adhoc- conmmand/ add- scri pt |ast mnute

{ conpnane}/ adhoc- conmand/ add- scri pt |ast second

{ conpnane}/ adhoc- conmand/ add- scri pt/ Aver age processing tine

Average processing time on last 100 runs [ms]

The average processing time in milliseconds for all commands and scripts for this component over the

last 100 times component is called. This number will populate with less than 100 runs, and will continue
averaging until 100 runs happens, at that point, it's the most recent 100 instances. This statistic will reset

every time the server shuts down or restarts.

Statistics Level: FINEST

Result Format: Integer

Available from the following components:

anp, bosh, c¢2s, cl-conp, eventbus, nessage-archive, nessage-router, nonitor,

List of possible statistics:

{conpnane}/ Average processing tine on last 100 runs [ns]

Bytes received

Thetotal number of bytesthat the component has received during the current server instance. This statistic
resets at server shutdown or restart.

Statistics Level: FINE|FINEST

c2sisFINE, all othersare FINEST

Result Format: Integer

Available from the following components:

bosh, c¢2s, cl-conmp, proxy, s2s, ws2s
List of possible statistics:

{conpnane}/Bytes received

Bytes sent

The total number of bytes that the component has sent during the current server instance. This statistic
resets at server shutdown or restart.

Statistics Level: FINE|FINEST
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c2sisFINE, all others are FINEST
Result Format: Integer
Available from the following components:
bosh, c¢2s, cl-conp, proxy, s2s, ws2s
List of possible statistics:
{conpnane}/ Byt es sent
del-script last {interval}
The number of times that del-script adhoc command has been run within the last interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

del-script/Average processing time: The average time in ms, returned as an integer, it takes for del-script
to execute.

Available from the following components:

anp, bosh, c¢2s, cl-conp, eventbus, nessage-archive, nessage-router, nonitor, nuc,
List of possible statistics:

{compnane}/ adhoc- comrand/ del -script |ast hour

{compnane}/ adhoc- comrand/ del -scri pt |ast mnute

{compnane}/ adhoc- comrand/ del -script |ast second
{compnane}/ adhoc- comrand/ del - scri pt/ Aver age processing tine

Last {interval} packets
The number of packets that have been handled by this component in the last interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Available from the following components:
anp, bosh, c¢2s, cl-conp, eventbus, nessage-archive, nessage-router, nonitor, nuc,
List of possible statistics:

{conpnane} /| ast hour packets
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{conpnane} /| ast m nute packets
{conpnane}/| ast second packets

list-commands last {interval}
The number of list-commands requests sent to the component in the last interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

list-commands/Average processing time: The average time in ms, returned as an integer, it takes for list-
commands to execute.

Available from the following components:

anp, bosh, c¢2s, cl-conp, eventbus, nessage-archive, nessage-router, nonitor, nuc,
List of possible statistics:

{conpnane}/|i st-comuands | ast hour

{conpnane}/list-comands | ast mnute

{conpnane}/li st-comuands | ast second
{conpnane}/|i st-comuands/ Aver age processing tine

{IN|JOUT|Total} queue overflow

The number of timesthein or out queue has overflown for this component. That is there are more packets
gueues than the max queue size. A total statistic is also available that combines both results.

Statistics Level: FINEST

Result Format: Integer

Available from the following components:

anp, bosh, c¢2s, cl-conp, eventbus, nessage-archive, nessage-router, nonitor, nuc,
List of possible statistics:

{conpnane}/ I N queue overfl ow

{conpnane}/ QUT queue overfl ow
{conpnane}/ Tot al queue overfl ow

{inlout} queue wait: {priority}
The number of packets with {priority} priority currently in the incoming or outgoing queue.
Available{priority}: SYSTEM|CLUSTER|HIGH|NORMAL |[LOW|PRESENCE|LOWEST

Statistics Level: FINEST

207



Configuring the Tigase Serv-
er to Load a Component

Result Format: Integer

Available from the following components:

anp, bosh, c2s, cl-conp, eventbus, nessage-archive, message-router, nonitor, nuc,
List of possible statistics:

{conpnane}/In queue wait: SYSTEM
{conpnane}/In queue wait: CLUSTER
{conpname}/In queue wait: H GH
{conpnane}/In queue wait: NORVAL
{conpnane}/In queue wait: LOW
{conpnane}/In queue wait: PRESENCE
{conpname}/In queue wait: LONEST
{conpnane}/ Qut queue wait: SYSTEM
{conpnane}/ Qut queue wait: CLUSTER
{conpnane}/ Qut queue wait: H GH
{conpnane}/ Qut queue wait: NORMAL
{conpnane}/ Qut queue wait: LOW
{conpname}/ Qut queue wait: PRESENCE
{conpname}/ Qut queue wait: LOWNEST

{INJOUT}_QUEUE processed {type}

The number of stanzas of different types that have been processed VIA the In or Out Queue of this com-
ponent. This number will reset at the end of the server instance. Each component will have alist of the
different types of stanzas it can process.

Available {type}:

nmessages

presences

cluster

ot her

I Q no XMLNS

| Q http://jabber.org/ protocol/disco#itens
I Q bind

| Q jabber:iqg:roster

| Q session

| Q vCard

| Q command

| Q jabber:iqg:private

| Q http://jabber.org/ protocol/di sco#i nfo
total 1Q

Note

Severa statistics are only available from statistics component, shutdown thread will ONLY print
the following: messages, presences, cluster, other, IQ no XLMNS, total Q.

Statistics Level: FINER

Result Format: Integer
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Available from the following components:

anp, bosh, c¢2s, cl-conp, eventbus, nessage-archive, nessage-router, nonitor, nuc,

List of possible statistics:

{conpnane}/ | N_QUEUE
{conpnane}/ | N_QUEUE
{conpnane}/ | N_QUEUE
{conpnane}/ | N_QUEUE
{conpnane}/ | N_QUEUE
{conpnane}/ | N_QUEUE
{conpnane}/ | N_QUEUE
{conpnane}/ | N_QUEUE
{conpnane}/ | N_QUEUE
{conpnane}/ | N_QUEUE
{conpnane}/ | N_QUEUE
{conpnane}/ | N_QUEUE
{conpnane}/ | N_QUEUE
{conpnane}/ | N_QUEUE
{ conpnane}/ OUT_QUEUE
{ conpnane}/ OUT_QUEUE
{ conpnane}/ OUT_QUEUE
{ conpnane}/ OUT_QUEUE
{ conpnane}/ OUT_QUEUE
{ conpnane}/ OUT_QUEUE
{ conpnane}/ OUT_QUEUE
{ conpnane}/ OUT_QUEUE
{ conpnane}/ OUT_QUEUE
{ conpnane}/ OUT_QUEUE
{ conpnane}/ OUT_QUEUE
{ conpnane}/ OUT_QUEUE
{ conpnane}/ OUT_QUEUE
{ conpnane}/ OUT_QUEUE

max queue size

processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed
processed

nessages

presences

cl uster

ot her

I Q no XMLNS

| Q http://jabber.org/protocol/disco#itens
| Q http://jabber.org/protocol/di sco#i nfo
| Q bind

| Q jabber:iq:roster

| Q jabber:iqg:private

| Q session

| Q vCard

| Q command
total 1Q

nessages

presences

cl uster

ot her

I Q no XMLNS

| Q http://jabber.org/protocol/disco#itens
| Q http://jabber.org/protocol/disco#i nfo
| Q bind

| Q jabber:iq:roster

| Q jabber:iq:private

| Q session

| Q vCard

| Q command

total 1Q

The maximum number of items allowed in the packet queue for this component.

Statistics Level:

Result Format: Integer

Available from the following components:

bosh, c¢2s,

anp,

List of possible statistics:

cl - comp,

event

{conpnane}/ max queue size

Open Connections

bus, nessage-archive, nmessage-router, muc, nonitor

The number of open connections to the component.
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Packets

Packets

Statistics Level: INFO|FINEST

c2sisINFO, al other components are FINEST
Result Format: Integer

Available from the following components:

bosh, c¢2s, cl-comp, proxy, s2s, ws2s
List of possible statistics:

{conpnane}/ Open connecti ons

received

Thetotal number of packetsreceived by the component from external sourcesin the current instance. This
number resets at server shutdown or restart.

Statistics Level: FINE

Result Format: Integer

Available from the following components:

anp, bosh, c¢2s, cl-conp, eventbus, nessage-archive, nessage-router, nonitor,
List of possible statistics:

{compnane}/ Packets received

sent

The total number of packets sent by the component in the current instance. This number resets at server
shutdown or restart.

Statistics Level: FINE

Result Format: Integer

Available from the following components:

anp, bosh, c2s, cl-conp, eventbus, nessage-archive, message-router, nonitor,
List of possible statistics:

{conpnane}/ Packets sent

Processed packets thread: {in|out}

How many packets have been processed in and out by each processing thread. Statistics will provide an
array for each processor, listed from 0, 1, 2, 3 etc.. Let’s say that we have 4 threads set for ws2s, alist
will be seen like this:

ws2s/ Processed packets thread: INs[2, 6, 4, 2]
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ws2s/ Processed packets thread: OQUT=[8, 0, 1, 3]
ws2s/ Processed packets thread (outliers) |IN=mean: 79.0, deviation: 441, outliers:
ws2s/ Processed packets thread (outliers) OUT=nean: 16.5, deviation: 23.2058941, ou

Note that the processor arrray will only have as many threads as the component has as defined in { comp-
name} /Processing threads.

Statistics Level: FINEST

Result Format: Integer

Available from the following components:

anp, bosh, c¢2s, cl-conp, eventbus, nessage-archive, nessage-router, nonitor, nuc,
List of possible statistics:

{conpnane}/ Processed packets thread: IN

{conpnane}/ Processed packets thread: OUT

{conpnane}/ Processed packets thread (outliers) IN
{conpnane}/ Processed packets thread (outliers) QOUT

processing threads
The number of threads provided for the particular component.
Statistics Level: FINER
Result Format: Integer
Available from the following components:
anp, bosh, c¢2s, cl-conp, eventbus, nessage-archive, nessage-router, nonitor, nuc,
List of possible statistics:
{compnane}/ processi ng threads
Socket overflow

The number of times that this component has experienced socket overflow and had to drop packets. This
does not include the number of dropped packets.

Statistics Level: FINEST

Result Format: Integer

Available from the following components:

bosh, c¢2s, cl-conp, proxy, s2s, ws2s
List of possible statistics:

{conpnamne}/ Socket overfl ow
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Total {in|out} queues wait
The number of packetsin theinbound or outbound queuethat are currently waiting to be sent. Thisincludes
packets of all types. Thisisan instant statistics, in that the number in queue is only as many in the queue
the moment statistics are gathered.
Related Statistics: { compname}/Total queue wait: A combined total of Total in queue wait and Total
out queue wait statistics for this component. Total queues wait: A combined total of all component queue
walit statistics.
Statistics Level: FINEST
Result Format: Integer
Available from the following components:
anp, bosh, c2s, cl-conp, eventbus, nessage-archive, message-router, muc, nonitor,
List of possible statistics:
{conpnane}/ Total in queues wait
{conpnane}/ Total out queues wait

{conpnane}/ Tot al queues wait
Total queues wait

Total queues overflow

The number of timesthe component packet wait queue has overflown and had to drop packets. Thisstatistic
does not keep track of the number of dropped packets.

Related Statistics: total/Total queues overflow: The combined total of al queue overflow statistics for
al components.

Statistics Level: FINEST

Result Format: Integer

Available from the following components:

anp, bosh, c¢2s, cl-conp, eventbus, nessage-archive, nessage-router, nonitor, nuc,
List of possible statistics:

{conpnane}/ Tot al queues overfl ow
total / Total queues overfl ow

Waiting to send
The number of packets in the component’s queue that are waiting to be sent. This number will usually
be 0 however it will grow if alarge number of packets are jamming up your system, or your queue sizes
are set too low.

Statistics Level: FINEST

Result Format: Integer
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Available from the following components:
bosh, c¢2s, cl-conp, proxy, s2s, ws2s
List of possible statistics:
{conpnane}/Waiting to send
Watchdog runs
The number of times watchdog has been run on this component to check for stale connections.
Statistics Level: FINER
Result Format: Integer
Available from the following components:
bosh, c¢2s, cl-conmp, s2s, ws2s
List of possible statistics:
{ conpnane}/ Wat chdog runs
Watchdog stopped

The number of times watchdog identified and closed a connection it has found to be stale according to the
settingsin init.properties or by the defaults defined in this section.

Statistics Level: FINER

Result Format: Integer

Available from the following components:

bosh, cl-conp, c2s, s2s, ws2s

List of possible statistics:

{ conpnane}/ Wat chdog st opped
Watchdog tests

The number of timeswatchdog hasfound apotential stale connection and has conducted atest to determine
whether or not to close the connection. Thisis per component in the current server instance.

Statistics Level: FINER

Result Format: Integer

Available from the following components:
bosh, cl-comp, c2s, s2s, ws2s

List of possible statistics:
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{conpnane}/ Wat chdog tests

AMP

No exclusive amp specific statistics
bosh

Bosh sessions
The number of currently open and running BOSH sessions to the server.
Statistics Level: FINEST
Result Format: Integer
List of possible statistics:
bosh/ Bosh sessi ons
pre-bind-session last {interval}
The number of times the pre-bind-session command has been executed within the last specified interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

bosh/pre-bind-session/Average processing time: The average time in ms, returned as an integer, it takes
for pre-bind-session to execute.

List of possible statistics:
bosh/ adhoc- conmand/ pr e- bi nd- sessi on | ast hour
bosh/ adhoc- conmand/ pr e- bi nd- session | ast m nute

bosh/ adhoc- conmand/ pr e- bi nd- sessi on | ast second
bosh/ adhoc- conmand/ pr e- bi nd- sessi on/ Aver age processing tine

c2s

No exclusive ¢c2s specific statistics
cl-comp

adhoc-command/cluster-nodes-list last {interval}

The number of times per interval that the cluster-nodes-list command has been executed.
Available{interval}: hour|minutejsecond

Statistics Level: FINEST
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Result Format: Integer
Sub-level Statistics Available:

cl-comp/Adhoc-command/cluster-nodes-list/Average processing time: The average time in ms, returned
as an integer, it takes for cluster-nodes-list to execute.

List of possible statistics:
cl - comp/ adhoc- command/ cl ust er - nodes-1ist | ast hour
cl - comp/ adhoc- command/ cl ust er- nodes-list last mnute

cl - comp/ adhoc- command/ cl ust er - nodes-1ist | ast second
cl - comp/ adhoc- command/ cl ust er - nodes- 1 i st/ Average processing tine

adhoc-command/force-stop-service last {interval}
The number of times per interval that the force-stop-service command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

cl-comp/Adhoc-command/force-stop-service/Average processing time: The average time in ms, returned
as an integer, it takes for force-stop-service to execute.

List of possible statistics:
cl - comp/ adhoc- command/ f or ce- st op- servi ce | ast hour
cl - comp/ adhoc- command/ f or ce- st op-service | ast m nute

cl - comp/ adhoc- command/ f or ce- st op- servi ce | ast second
cl - comp/ adhoc- command/ f or ce- st op- servi ce/ Aver age processing tine

adhoc-command/service-keys last {interval}
The number of times per interval that the service-keys command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

cl-comp/Adhoc-command/service-keys/Average processing time: The average timein ms, returned as an
integer, it takes for service-keysto execute.

List of possible statistics:
cl - conp/ adhoc- command/ servi ce- keys | ast hour

cl - conp/ adhoc- command/ servi ce-keys | ast mnute
cl - conp/ adhoc- command/ servi ce- keys | ast second
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cl - comp/ adhoc- command/ ser vi ce- keys/ Aver age processing tine
adhoc-command/sim-serv-stopped {interval}

The number of times per interval that the sim-serv-stopped command has been executed.

Available{interval}: hour|minutejsecond

Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

cl-comp/Adhoc-command/sim-serv-stopped/Average processing time: The average time in ms, returned
as an integer, it takes for sim-serv-stopped to execute.

List of possible statistics:
cl - conp/ adhoc- command/ si m serv-stopped | ast hour
cl - conp/ adhoc- command/ si m serv-stopped | ast mnute
cl - conp/ adhoc- command/ si m serv- st opped | ast second
cl - conp/ adhoc- command/ si m serv- st opped/ Aver age processing tinme
Average compression ratio
The average compression ratio of data sent to other clusters during the session.
Statistics Level: FINE
Result Format: Float
List of possible statistics:
cl - conp/ Aver age conpression ratio
Average decompression ratio
The average compression ratio of data received from other clusters during the session.
Statistics Level: FINE
Result Format: Float
List of possible statistics:
cl - conmp/ Aver age deconpression ratio
Known cluster nodes
The number of cluster nodes currently connected to the server.
Statistics Level: INFO

Result Format: Integer
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List of possible statistics:
cl - conp/ Known cl uster nodes
Last {interval} disconnects
The number of cluster disconnections within the specified interval.
Available{interval}: day|hour
Statistics Level: FINE

Result Format: Comma separated Array. For day, each array isthe number of disconnections each hour,
most recent first. For hour each array is the number of disconnections each minute, most recent first.

List of possible statistics:

cl -conmp/ Last day di sconnects
cl - conmp/ Last hour di sconnects

Service connected time-outs
The number of time-outs during connection initialization of cluster nodes.
Statistics Level: FINEST
Result Format: Integer
List of possible statistics:
cl -conp/ Service connected tine-outs
Total disconnects
The number of clusters that have disconnected during the current session.
Statistics Level: FINEST
Result Format: Integer
List of possible statistics:

cl -conp/ Total disconnects
eventbus

No exclusive eventbus specific statistics
message-archive

Removal time of expired messages (avg)

The average amount of timein milliseconds it takes to remove expired messages from the repository. This
includes manual and automatic removal of messages.
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Statistics Level: FINE
Result Format: Integer
List of possible statistics:

nessage- ar chi ve/ Renoval time of expired nessages (avg)
message-router

CPUs no
The number of CPUs available on the host machine.
Statistics Level: FINEST
Result Format: Integer
List of possible statistics:
nmessage-rout er/ CPUs no
CPU usage
% of available CPU power used by Tigase Server at the moment statistics are taken. Two formats are
available for CPU usage: A float integer which expresses along decimal available from CPU Usage [%0],
and a string which provides a rounded number with a % sign from CPU usage.
Statistics Level: FINE
Result Format: Float|String

List of possible statistics:

nmessage-rout er/ CPU usage [%
nessage- r out er/ CPU usage

Free Heap
The amount of heap memory that is available for use, expressed in KB
Statistics Level: FINE
Result Format String
List of possible statistics:
nessage-rout er/ Free Heap
Free NonHeap
The amount of hon-heap memory that is available for use, expressed in KB

Statistics Level: FINE
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Result Format String

List of possible statistics:

nessage-rout er/ Free NonHeap
HEAP usage [%)]

Total percent of HEAP memory in use by Tigase.

Statistics Level: FINE

Result Format: Float

List of possible statistics:

nmessage- rout er/ HEAP usage [ %
Local hostname

Thelocal hosthame of the physical server.

Statistics Level: INFO

Result Format: String

List of possible statistics:

nessage-rout er/ Local host nane
Load average

The average system load for the previous minute. The way in which the load average is calculated is
operating system specific but istypically adamped time-dependent average.

Statistics Level: FINE
Result Format: Float
List of possible statistics:
nmessage-rout er/ Load average
Max Heap mem
Maximum amount of heap memory available as defined by JAVA_OPTIONS in tigase.conf, in Kb.
Statistics Level: INFO
Result Format: String
List of possible statistics:

nessage-rout er/ Max Heap nmem
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Max NonHeap mem
Maximum amount of non-heap memory available as defined by JAVA_OPTIONS in tigase.conf, in Kb.
Statistics Level: FINE
Result Format: String
List of possible statistics:

nmessage-r out er/ Max NonHeap nmem

NONHEAP usage [%]
Total amount of NONHEAP memory in use expressed as a percentage.
Statistics Level: FINE
Result Format: Float
List of possible statistics:
nmessage- ar chi ve/ NONHEAP usage [ %
Threads count
The total number of processing threads available across al components.
Statistics Level: FINEST
Result Format: Integer
List of possible statistics:
nmessage-rout er/ Thr eads count
Uptime
The total amount of time the server has been online for this session.
Statistics Level: INFO
Result Format: String
List of possible statistics:
nmessage-router/ Upti me
Used Heap
The amount of heap memory in usein KB.

Statistics Level: INFO
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Result Format: String
List of possible statistics:
nmessage-router/ Used Heap
Used NonHeap
The amount of non-heap memory in use shown in KB.
Statistics Level: FINE
Result Format: String
List of possible statistics:

nmessage-rout er/ Used NonHeap
monitor

adhoc-command/load-errors last {interval}
The number of times per interval that the load-errors command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

monitor/Adhoc-command/load-errors/Average processing time: The average time in ms, returned as an
integer, it takes for load-errors to execute.

List of possible statistics:
noni t or / adhoc- command/ | oad-errors | ast hour
noni t or/ adhoc- command/ | oad-errors | ast m nute

noni t or / adhoc- command/ | oad-errors | ast second
noni t or/ adhoc- comrand/ | oad- errors/ Aver age processing tine

muc

adhoc-command/remove-room last {interval}
The number of times per interval that the remove-room command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST

Result Format: Integer
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Sub-level Statistics Available:

muc/Adhoc-command/remove-room/Average processing time: The average time in ms, returned as an
integer, it takes for remove-room to execute.

List of possible statistics:
noni t or / adhoc- command/ r enove-room | ast hour
noni t or/ adhoc- conmand/ r enove-room | ast m nute

noni t or/ adhoc- command/ r enove-room | ast second
noni t or/ adhoc- comrand/ r enove-r oonf Aver age processing tine

adhoc-command/default-room-config last {interval}
The number of times per interval that the default-room-command command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

muc/Adhoc-command/default-room-config/Average processing time: The averagetimein ms, returned as
an integer, it takes for default-room-config to execute.

List of possible statistics:
nuc/ adhoc- command/ def aul t -room confi g | ast hour
nuc/ adhoc- command/ def aul t -room config |l ast mnute

nuc/ adhoc- command/ def aul t -room confi g | ast second
nuc/ adhoc- command/ def aul t -room confi g/ Average processing tine

proxy
Average transfer size in KB
Average size of packets sent through the proxy component during the current session.
Statistics Level: FINEST
Result Format: Integer
List of possible statistics:
proxy/ Average transfer size in KB
KBytes transferred
Total number of Kb transferred through the proxy component.

Statistics Level: FINEST
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Result Format: Integer

List of possible statistics:

proxy/ KBytes transferred
Open streams

Number of currently open proxy streams.

Statistics Level: FINEST

Result Format: Integer

List of possible statistics:

proxy/ Qpen streans
Transfers completed

Number of specific transfers completed through proxy component.

Statistics Level: FINEST

Result Format: Integer

List of possible statistics:

proxy/ Transfers conpl eted
pubsub

Added new nodes

The total number of new nodes that has been added in the current server instance. This statistic is reset
when the server resets.

Statistics Level: FINEST
Result Format: Integer
List of possible statistics:
pubsub/ Added new nodes
adhoc-command/delete-item last {interval}
The number of times per interval that the delete-item command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST

Result Format: Integer
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Sub-level Statistics Available:

pubsub/adhoc-command/del ete-item/Average processing time: The average time in ms, returned as an
integer, it takes for delete-item to execute.

List of possible statistics:
pubsub/ adhoc- conmand/ del ete-item | ast hour
pubsub/ adhoc- command/ del ete-item | ast mnute

pubsub/ adhoc- conmand/ del ete-item | ast second
pubsub/ adhoc- command/ del et e-i t enf Aver age processing tine

adhoc-command/delete-node last {interval}
The number of times per interval that the del ete-node command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/adhoc-command/del ete-node/Average processing time: The average time in ms, returned as an
integer, it takes for delete-item to execute.

List of possible statistics:
pubsub/ adhoc- conmmand/ del et e- node | ast hour
pubsub/ adhoc- command/ del et e- node | ast m nute

pubsub/ adhoc- conmand/ del et e- node | ast second
pubsub/ adhoc- conmand/ del et e- node/ Aver age processing time

adhoc-command/list-items last {interval}
The number of times per interval that the list-items command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/adhoc-command/list-items/Average processing time: The average time in ms, returned as an inte-
ger, it takes for list-items to execute.

List of possible statistics:
pubsub/ adhoc-conmand/list-itens |ast hour

pubsub/ adhoc-command/list-itens |ast mnute
pubsub/ adhoc-command/list-itens | ast second
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pubsub/ adhoc- command/ | i st-itens/ Average processing time
adhoc-command/list-nodes last {interval}

The number of times per interval that the list-nodes command has been executed.

Available{interval}: hour|minutejsecond

Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

pubsub/adhoc-command/list-nodes/Average processing time: The average time in ms, returned as an in-
teger, it takes for list-nodes to execute.

List of possible statistics:
pubsub/ adhoc- conmand/ | i st - nodes | ast hour
pubsub/ adhoc- command/ | i st -nodes | ast mnute

pubsub/ adhoc- command/ | i st - nodes | ast second
pubsub/ adhoc- command/ | i st - nodes/ Aver age processing tine

adhoc-command/publish-item last {interval}
The number of times per interval that the publish-item command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/adhoc-command/publish-item/Average processing time: The average time in ms, returned as an
integer, it takes for publish-item to execute.

List of possible statistics:

pubsub/ adhoc- comrand/ publ i sh-item | ast hour

pubsub/ adhoc- command/ publ i sh-item | ast m nute

pubsub/ adhoc- conmand/ publ i sh-item | ast second

pubsub/ adhoc- conmand/ publ i sh-itenf Aver age processing tine
adhoc-command/retrieve-item last {interval}

The number of times per interval that the retrieve-item command has been executed.

Available{interval}: hour|minutejsecond

Statistics Level: FINEST

Result Format: Integer
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Sub-level Statistics Available:

pubsub/adhoc-command/retrieve-item/Average processing time: The average time in ms, returned as an
integer, it takes for retrieve-item to execute.

List of possible statistics:
pubsub/ adhoc- command/retrieve-item | ast hour
pubsub/ adhoc-conmand/retrieve-itemlast mnute

pubsub/ adhoc-command/retri eve-item | ast second
pubsub/ adhoc- command/retrieve-item Average processing tine

AdHocConfigCommandModule last {interval}
The number of times per interval that the AdHocConfigCommandM odule command has been executed.
Available {interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/AdHocConfigCommandM odul e/ Average processing time: The averagetimein ms, returned asan
integer, it takes for AdHocConfigCommandModule to execute.

List of possible statistics:
pubsub/ AdHoc Conf i gCommandMbdul e | ast hour
pubsub/ AdHoc Conf i gCommandModul e | ast m nute

pubsub/ AdHoc Conf i gComandModul e | ast second
pubsub/ AdHoc Conf i gCommandMbdul e/ Aver age processing tine

Affiliations count (in cache)
The total number of pubsub affiliations that are resident in cache memory. Affiliations include JIDs that
are one of the following; Owner, Publisher, Publish-Only, Member, None, Outcast. This may not reflect
total pubsub affiliations in repository.
Statistics Level: FINEST
Result Format: Integer
List of possible statistics:
pubsub/ Affiliations count (in cache)

Average DB write time [ms]

The average time of all DB writes from PubSub component. Averageis calculated using two other statis-
tics: (Total writing time / Database writes)

Statistics Level: FINEST
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Result Format: Integer

List of possible statistics:

pubsub/ Average DB wite tine [ns]
cache/hits last {interval}

The number of times the cache has achieved a hit within the last interval. A hit is when a request for
information is matched to data that is inside the cache memory.

Available{interval}: hour|minutejsecond
Statistics Level: FINEST

Result Format: Integer

List of possible statistics:

pubsub/ cache/ hits | ast hour

pubsub/ cache/ hits | ast m nute
pubsub/ cache/ hits | ast second

cache/hit-miss ratio per {interval}
The ratio of cache hits to cache misses over the specified period. A cache hit is when arequest for infor-
mation from the cache is matched with information in the cache. A missis when that information reguest
cannot find a match in cache. A miss only indicates that that information was not found in the cache, not
that it is not in the repository.
Available{interval}: hour|minute
Statistics Level: FINE
Result Format: Float

List of possible statistics:

pubsub/ cache/hit-mnmiss rati o per hour
pubsub/ cache/hit-miss ratio per mnute

cachelrequests last {interval}
The number of memory cache requests made within the last interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
List of possible statistics:

pubsub/ cache/ Requests | ast hour
pubsub/ cache/ Requests | ast mnute
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pubsub/ cache/ Requests | ast second
Cached nodes

The number of nodes that is currently in memory cache.

Statistics Level: FINEST

Result Format: Integer

List of possible statistics:

pubsub/ Cached nodes

CapsModule
The number of times per interval that the CapsM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/CapsM odule/Average processing time: The average time in ms, returned as an integer, it takes for
CapsModule to execute.

List of possible statistics:
pubsub/ CapsModul e | ast hour
pubsub/ CapsModul e | ast m nute

pubsub/ CapsModul e | ast second
pubsub/ CapsModul e/ Aver age processing tine

db/GetNodeltems requests last {interval}
The number of times GetNodeltems command has been run within the specified interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/db/GetNodel tems/Average processing time: Theaveragetimeinms, returned asan integer, it takes
for GetNodeltems to execute.

List of possible statistics:

pubsub/ db/ Get Nodel t ens | ast hour
pubsub/ db/ Get Nodeltens | ast m nute
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pubsub/ db/ Get Nodel t ens | ast second
pubsub/ db/ Get Nodel t ens/ Aver age processing tine

DefaultConfigModule last {interval}
The number of times per interval that the DefaultConfigM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/DefaultConfigM odule/Average processing time: The average time in ms, returned as an integer,
it takes for DefaultConfigModule to execute.

List of possible statistics:
pubsub/ Def aul t Confi ghbdul e | ast hour
pubsub/ Def aul t Confi gMbdul e | ast m nute

pubsub/ Def aul t Confi gvbdul e | ast second
pubsub/ Def aul t Conf i gMbdul e/ Aver age processing tine

DiscoverinfoModule last {interval}
The number of times per interval that the DiscoverlnfoM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/DiscoverlnfoM odule/Average processing time: The average time in ms, returned as an integer, it
takes for DiscoverlnfoModule to execute.

List of possible statistics:
pubsub/ Di scover | nf oModul e | ast hour
pubsub/ Di scover | nfoModul e [ ast m nute

pubsub/ Di scover | nf oMbdul e | ast second
pubsub/ Di scover | nf oMbdul e/ Aver age processing tine

DiscoverltemsModule last {interval}
The number of times per interval that the DiscoverltemsM odule command has been executed.
Available{interval}: hour|minutejsecond

Statistics Level: FINEST
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Result Format: Integer
Sub-level Statistics Available:

pubsub/DiscoverltemsM odul e/Average processing time: The average time in ms, returned as an integer,
it takes for DiscoverltemsModule to execute.

List of possible statistics:
pubsub/ Di scover|tensMdul e | ast hour
pubsub/ Di scover|tensMdul e | ast m nute

pubsub/ Di scover|tenshMdul e | ast second
pubsub/ Di scover |t ensMdul e/ Aver age processing tine

JabberVersionModule last {interval}
The number of times per interval that the JabberV ersionM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/JabberV ersionM odul e/Average processing time: The average time in ms, returned as an integer,
it takes for JabberVersionModule to execute.

List of possible statistics:
pubsub/ Jabber Ver si onMbdul e | ast hour
pubsub/ Jabber Ver si onMbdul e | ast m nute

pubsub/ Jabber Ver si onMbdul e | ast second
pubsub/ Jabber Ver si onMbdul e/ Aver age processing tine

ManageAffiiationsModule last {interval}
The number of times per interval that the ManageAffiliationsM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/M anageAffiliationsM odule/Average processing time: The average time in ms, returned as an in-
teger, it takes for ManageAffiliationsModule to execute.

List of possible statistics:

pubsub/ ManageAffiliati onsMbdul e | ast hour
pubsub/ ManageAffiliati onsModul e | ast m nute
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pubsub/ ManageAffili ati onsModul e | ast second
pubsub/ ManageAffili ati onsMbdul e/ Aver age processing time

ManageSubscriptionModule last {interval}
The number of times per interval that the M anageSubscriptionM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/M anageSubscriptionM odul e/Average processing time: The average time in ms, returned as an
integer, it takes for ManageSubscriptionM odul e to execute.

List of possible statistics:
pubsub/ ManageSubscri pti onModul e | ast hour
pubsub/ ManageSubscri pti onModul e | ast m nute

pubsub/ ManageSubscri pti onModul e | ast second
pubsub/ ManageSubscri pti onModul e/ Aver age processing tine

NodeConfigModule last {interval}
The number of times per interval that the NodeConfigM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/NodeConfigM odule/Average processing time: The average time in ms, returned as an integer, it
takes for NodeConfigModule to execute.

List of possible statistics:
pubsub/ NodeConf i gMbdul e | ast hour
pubsub/ NodeConfi gModul e | ast m nute

pubsub/ NodeConfi gModul e | ast second
pubsub/ NodeConf i gModul e/ Aver age processing time

NodeCreateModule last {interval}
The number of times per interval that the NodeCreateM odule command has been executed.
Available{interval}: hour|minutejsecond

Statistics Level: FINEST
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Result Format: Integer
Sub-level Statistics Available:

pubsub/NodeCreateM odule/Average processing time: The average time in ms, returned as an integer, it
takes for NodeCreateM odule to execute.

List of possible statistics:
pubsub/ NodeCr eat eMbdul e | ast hour
pubsub/ NodeCr eat eModul e | ast m nute

pubsub/ NodeCr eat eModul e | ast second
pubsub/ NodeCr eat eModul e/ Aver age processing tinme

NodeDeleteModule last {interval}
The number of times per interval that the NodeDeleteM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/NodeDel eteM odule/Average processing time: The average time in ms, returned as an integer, it
takes for NodeDeleteM odul e to execute.

List of possible statistics:
pubsub/ NodeDel et eMbdul e | ast hour
pubsub/ NodeDel et eModul e | ast m nute

pubsub/ NodeDel et eModul e | ast second
pubsub/ NodeDel et eModul e/ Aver age processing tine

PresenceCollectorModule last {interval}
The number of times per interval that the PresenceCollectorM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/PresenceCollectorM odul e/Average processing time: The average time in ms, returned as an inte-
ger, it takes for PresenceCollectorModul e to execute.

List of possible statistics:

pubsub/ PresenceCol | ect or Modul e | ast hour
pubsub/ PresenceCol | ect or Modul e | ast m nute
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pubsub/ PresenceCol | ect or Modul e | ast second
pubsub/ PresenceCol | ect or Modul e/ Aver age processing tine

PendingSubscriptionModule last {interval}
The number of times per interval that the PendingSubscriptionM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/PendingSubscriptionM odule/Average processing time: The average time in ms, returned as an
integer, it takes for PendingSubscriptionModule to execute.

List of possible statistics:
pubsub/ Pendi ngSubscri pti onModul e | ast hour
pubsub/ Pendi ngSubscri pti onModul e | ast mnute

pubsub/ Pendi ngSubscri pti onModul e | ast second
pubsub/ Pendi ngSubscri pti onModul e/ Aver age processing tine

PresenceNotifierModule last {interval}
The number of times per interval that the PresenceNotifierM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/PresenceNotifierM odul e/Average processing time: The averagetimein ms, returned as an integer,
it takes for PresenceNotifierModule to execute.

List of possible statistics:
pubsub/ PresenceNoti fi er Mbdul e | ast hour
pubsub/ PresenceNoti fi er Modul e | ast mnute

pubsub/ PresenceNoti fi er Modul e | ast second
pubsub/ PresenceNoti fi er Modul e/ Aver age processing tine

PublishitemModule last {interval}
The number of times per interval that the PublishltemM odule command has been executed.
Available{interval}: hour|minutejsecond

Statistics Level: FINEST
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Result Format: Integer
Sub-level Statistics Available:

pubsub/PublishitemM odule/Average processing time: The average time in ms, returned as an integer, it
takes for PublishitemModule to execute.

List of possible statistics:
pubsub/ Publ i shl t emVbdul e | ast hour
pubsub/ Publ i shl t emvbdul e | ast m nute

pubsub/ Publ i shl t emvbdul e | ast second
pubsub/ Publ i shl t emvbdul e/ Aver age processing tine

PurgeltemsModule last {interval}
The number of times per interval that the PurgeltemsM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/PurgeltemsM odule/Average processing time: The average time in ms, returned as an integer, it
takes for PurgeltemsM odule to execute.

List of possible statistics:
pubsub/ Pur gel t ensMbdul e | ast hour
pubsub/ Purgel t ensModul e | ast m nute

pubsub/ Pur gel t ensModul e | ast second
pubsub/ Pur gel t ensModul e/ Aver age processing tine

Repository writes
Number of individual writes to Repository from the pubsub component since startup.
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:
pubsub/ Repository writes
RetractltemModule last {interval}
The number of times per interval that the RetractltemM odule command has been executed.
Available{interval}: hour|minutejsecond

Statistics Level: FINEST
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Result Format: Integer
Sub-level Statistics Available:

pubsub/RetractitemM odule/Average processing time: The average time in ms, returned as an integer, it
takes for RetractltemModule to execute.

List of possible statistics:

pubsub/ Retract|tembdul e | ast hour

pubsub/ Retract|temvbdul e | ast mnute

pubsub/ Retract|temvbdul e | ast second

pubsub/ Retract |t emvbdul e/ Aver age processing tine

RetrieveAffiliationsModule last {interval}
The number of times per interval that the RetrieveAffiliationsM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/RetrieveAffiliationsM odul e/Average processing time: The average time in ms, returned as an in-
teger, it takes for RetrieveAffiliationsModule to execute.

List of possible statistics:

pubsub/ Retri eveAffiliati onsMdul e | ast hour

pubsub/ Retri eveAffiliationsModule [ast m nute

pubsub/ Retri eveAffiliationsMdul e | ast second

pubsub/ Retri eveAffiliati onsModul e/ Aver age processing tine

RetrieveltemsModule last {interval}
The number of times per interval that the Retrievel temsModule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/Retrievel temsM odule/Average processing time: The average time in ms, returned as an integer,
it takes for RetrieveltemsModule to execute.

List of possible statistics:
pubsub/ Retri evel t ensMbdul e | ast hour

pubsub/ Retri evel tensMbdul e | ast m nute
pubsub/ Retri evel t ensMbdul e | ast second
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pubsub/ Retri evel t ensMbdul e/ Aver age processing time
RetrieveSubscriptionsModule last {interval}

The number of times per interval that the RetrieveSubscriptionsM odule command has been executed.

Available{interval}: hour|minutejsecond

Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

pubsub/RetrieveSubscriptionsM odule/Average processing time: The average time in ms, returned as an
integer, it takes for RetrieveSubscriptionsModul e to execute.

List of possible statistics:

pubsub/ Retri eveSubscri pti onsMbdul e | ast hour

pubsub/ Retri eveSubscri pti onsMbdul e | ast mnute

pubsub/ Retri eveSubscri pti onshbdul e | ast second

pubsub/ Retri eveSubscri pti onsMbdul e/ Aver age processing time

SubscribeNodeModule last {interval}
The number of times per interval that the SubscribeNodeM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/SubscribeNodeM odule/Average processing time: The average time in ms, returned as an integer,
it takes for SubscribeNodeM odule to execute.

List of possible statistics:

pubsub/ Subscri beNodeMbdul e | ast hour

pubsub/ Subscri beNodeMbdul e | ast m nute

pubsub/ Subscri beNodeMbdul e | ast second

pubsub/ Subscri beNodeMbdul e/ Aver age processing tine

Subscription count (in cache)

The total number of pubsub subscriptions that are resident in cache memory. This may not reflect total
pubsub subscriptions in repository.

Statistics Level: FINEST
Result Format: Integer

List of possible statistics:
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pubsub/ Subscri pti on count (in cache)
Total writing time
The cumulative total of time pubsub component has written to the database expressed in milliseconds.
Statistics Level: FINEST
Result Format: String (##ms)
List of possible statistics:
pubsub/ Total witing tine
UnsubscribeNodeModule last {interval}
The number of times per interval that the UnsubscribeNodeM odule command has been executed.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

pubsub/UnsubscribeNodeM odule/Average processing time: The average time in ms, returned as an inte-
ger, it takes for UnsubscribeNodeM odule to execute.

List of possible statistics:
pubsub/ Unsubscri beNodeMbdul e | ast hour
pubsub/ Unsubscri beNodeModul e | ast m nute

pubsub/ Unsubscri beNodeMbdul e | ast second
pubsub/ Unsubscri beNodeModul e/ Aver age processing time

Update subscription calls
Number of times Subscriptions have been updated (thisincludes new, deleted, and edited).
Statistics Level: FINEST
Result Format: Integer
List of possible statistics:
pubsub/ Updat e subscriptions calls
XmppPingModule last {interval}
The number of times per interval that the XmppPingM odule command has been executed.
Available{interval}: hour|minutejsecond

Statistics Level: FINEST
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Result Format: Integer
Sub-level Statistics Available:

pubsub/X mppPingModule/Average processing time: The average time in ms, returned as an integer, it
takes for XmppPingM odul e to execute.

List of possible statistics:
pubsub/ XmppPi nghbdul e | ast hour
pubsub/ XmppPi nghbdul e | ast m nute

pubsub/ XmppPi nghbdul e | ast second
pubsub/ XnmppPi nghbdul e/ Aver age processing time

repo-factory

repo-factory/Number of data repositories

The number of data repositories setup for this XM PP server.

Statistics Level: FINE

Result Format: Integer

List of possible statistics:

repo-factory/ Nunber of data repositories
repo-factory/repository {jdbclocation} connections count

The number of connections made to this database.

Statistics Level: FINE

Result Format: Integer

List of possible statistics:

repo-factory/repository {jdbclocation} connections count
repo-factory/repository {jdbclocation} reconnections

The number of reconnections made to this database.

Statistics Level: FINEST

Result Format: Integer

List of possible statistics:

repo-factory/repository {jdbclocation} reconnections
repo-factory/repository {jdbclocation} failed reconnections

The number of reconnections that have failed to connect to this database.
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rest

s2s

Statistics Level: FINEST
Result Format: Integer
List of possible statistics:

repo-factory/repository {jdbclocation} failed reconnections

No exclusive rest specific statistics

adhoc-command/get-cid-connection last {interval}

The number of times get-cid-connection command has been executed within the specified interval.
Available{interval}: hour|minutejsecond

Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

s25/adhoc-command/get-cid-connection/Average processing time: The average time in ms, returned as an
integer, it takes for get-cid-connection to execute.

List of possible statistics:

s2s/ adhoc- command/ get - ci d- connecti on | ast hour

s2s/ adhoc- command/ get - ci d-connecti on | ast mnute

s2s/ adhoc- command/ get - ci d- connecti on | ast second

s2s/ adhoc- comrand/ get - ci d- connecti on/ Average processing tine

adhoc-command/s2s-bad-state-conns last {interval}

The number of times s2s-bad-state-conns command has been executed within the specified interval.
Available{interval}: hour|minutejsecond

Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

adhoc-command/s2s-bad-state-conng/Average processing time: The average time in ms, returned as an
integer, it takes for s2s-bad-state-conns to execute.

List of possible statistics:

s2s/ adhoc- command/ s2s- bad- st at e-conns | ast hour
s2s/ adhoc- command/ s2s- bad- st at e-conns | ast m nute
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s2s/ adhoc- command/ s2s- bad- st at e- conns | ast second
s2s/ adhoc- command/ s2s- bad- st at e- conns/ Aver age processing tine

adhoc-command/reset-bad-state-conns last {interval}
The number of times reset-bad-state-conns command has been executed within the specified interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

adhoc-command/reset-bad-state-conns/Average processing time: The average time in ms, returned as an
integer, it takes for reset-bad-state-conns to execute.

List of possible statistics:
s2s/ adhoc- command/ r eset - bad- st at e-conns | ast hour
s2s/ adhoc- command/ r eset - bad- st at e-conns | ast m nute

s2s/ adhoc- conmand/ r eset - bad- st at e-conns | ast second
s2s/ adhoc- conmand/ r eset - bad- st at e- conns/ Aver age processing tine

CIDs number
Connectionl D for the server. This may include multiple CIDsif server is running multiple vhosts.
Statistics Level: FINEST
Result Format: String
List of possible statistics:
s2s/ Cl Ds nunber
Total DB keys
Total number of database keys.
Statistics Level: FINEST
Result Format: Integer
List of possible statistics:
s2s/ Total DB keys
Total {incoming|outgoing}

Thetotal number of server-to-server connections, outgoing islocal server connecting to other servers, and
incoming is connections from other servers. The results may or may not be the same.

Statistics Level: FINEST
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Result Format: Integer
List of possible statistics:

s2s/ Total incom ng
s2s/ Tot al out goi ng

Total {incoming|outgoing} TLS

The total number of server-to-server connectionsusing TLS, outgoing is local server connecting to other
servers, and incoming is connections from other servers. The results may or may not be the same.

Statistics Level: FINEST
Result Format: Integer
List of possible statistics:

s2s/ Total inconming TLS
s2s/ Total outgoing TLS

Total outgoing handshaking
Total number of outgoing connections that are currently handshaking to other servers.
Statistics Level: FINEST
Result Format: Integer
List of possible statistics:
s2s/ Tot al out goi ng handshaki ng
Total control waiting
Total number of connections that were manually told to wait.
Statistics Level: FINEST
Result Format: Integer
List of possible statistics:
s2s/ Total control waiting
Total waiting
Total number of connections that are currently waiting for response from other server.
Statistics Level: FINEST
Result Format: Integer

List of possible statistics:
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s2s/ Total waiting
Sess-man

Active user connections

Number of user connections that are considered active. An active user isauser that has sent stanzasto the
server or through the server within the last 5 minutes.

Statistics Level: FINER
Result Format: Integer
list of possible statistics:

sess-nman/ Active user connections

adhoc-command/connection-time last {interval}
The number of times connection-time command has been executed within the specified interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

adhoc-command/connection-time/Average processing time: The average time in ms, returned as an inte-
ger, it takes for connection-time to execute.

List of possible statistics:
sess- nman/ adhoc- conmand/ connection-time | ast hour
sess- nan/ adhoc- conmand/ connection-tinme |ast mnute

sess- man/ adhoc- conmand/ connection-time | ast second
sess- man/ adhoc- conmand/ connecti on-ti me/ Average processing tine

adhoc-command/http://jabber.org/protocol/admin#add-user last {interval}
The number of times admin#add-user command has been executed within the specified interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#add-user/Average processing time: The average time
in ms, returned as an integer, it takes for admin#add-user to execute.

List of possible statistics:
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sess- man/ adhoc- conmand/ http://j abber.
sess- man/ adhoc- conmand/ http://j abber.

sess- man/ adhoc- command/ http://j abber

or g/ prot ocol / adm n#add- user | ast hour
or g/ protocol / adm n#add-user |ast m nute

.org/ protocol /adm n#add- user | ast second
sess- man/ adhoc- conmand/ http://j abber.

or g/ prot ocol / adm n#add- user/ Aver age processin

adhoc-command/http://jabber.org/protocol/admin#add-user-tracker last {interval}

The number of times admin#add-user-tracker command has been executed within the specified interval.

Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer

Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#add-user-tracker/Average processing time: The aver-
agetimein ms, returned as an integer, it takes for admin#add-user-tracker to execute.

List of possible statistics:

sess- man/ adhoc- conmand/ http://j abber.
sess- man/ adhoc- conmand/ http://j abber.
sess- man/ adhoc- conmand/ http://j abber.
sess- man/ adhoc- conmand/ http://j abber.

or g/ prot ocol / adm n#add- user -t racker |ast hour
or g/ protocol / adm n#add- user-tracker last mnu
or g/ protocol / adm n#add- user -tracker |ast seco
or g/ protocol / adm n#add- user -t racker/ Average p

adhoc-command/http://jabber.org/protocol/admin#announce last {interval}

The number of times admin#announce command has been executed within the specified interval.

Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer

Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#announce/Average processing time: The average time
in ms, returned as an integer, it takes for admin#announce to execute.

List of possible statistics:

sess- man/ adhoc- conmand/ http://j abber.
sess- man/ adhoc- conmand/ http://j abber.
sess- man/ adhoc- conmand/ http://j abber.
sess- man/ adhoc- conmand/ http://j abber.

or g/ prot ocol / adm n#announce | ast hour

or g/ protocol / adm n#announce | ast m nute

or g/ prot ocol / adm n#announce | ast second

or g/ prot ocol / adm n#announce/ Aver age processin

adhoc-command/http://jabber.org/protocol/admin#change-user-password last {in-

terval}

The number of times admin#change-user-password command has been executed within the specified in-

terval.
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Available{interval}: hour|minutejsecond
Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#change-user-password/Average processing time: The
averagetimein ms, returned as an integer, it takes for admin#change-user-password to execute.

List of possible statistics:

sess- man/ adhoc- conmand/ htt p: //j abber. or g/ pr ot ocol / adm n#change- user - password | ast
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ pr ot ocol / adm n#change- user - password | ast
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ pr ot ocol / adm n#change- user - password | ast
sess- man/ adhoc- command/ http://j abber. or g/ prot ocol / adm n#change- user - passwor d/ Aver a

adhoc-command/http://jabber.org/protocol/admin#delete-user last {interval}

The number of times admin#delete-user command has been executed within the specified interval.
Available{interval}: hour|minutejsecond

Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#del ete-user/Average processing time: The averagetime
in ms, returned as an integer, it takes for admin#del ete-user to execute.

List of possible statistics:

sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / adm n#del et e-user | ast hour

sess- man/ adhoc- conmand/ htt p: //j abber. or g/ pr ot ocol / admi n#del et e-user |ast mnute
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ pr ot ocol / adni n#del et e-user | ast second
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ pr ot ocol / admi n#del et e- user/ Aver age proces

adhoc-command/http://jabber.org/protocol/admin#end-user-session last {interval}

The number of times admin#end-user-session command has been executed within the specified interval.
Available{interval}: hour|minutejsecond

Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#end-user-session/Average processing time: The aver-
agetimein ms, returned as an integer, it takes for admin#end-user-session to execute.

List of possible statistics:
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sess- man/ adhoc- conmand/ http://j abber.
sess- man/ adhoc- conmand/ http://j abber.

sess- man/ adhoc- command/ http://j abber

or g/ prot ocol / adm n#end- user - sessi on | ast hour
or g/ protocol / adm n#end- user -session last mnu

.org/ protocol /adm n#end- user -sessi on | ast seco
sess- man/ adhoc- conmand/ http://j abber.

or g/ prot ocol / adm n#end- user - sessi on/ Aver age p

adhoc-command/http://jabber.org/protocol/admin#get-active-users last {interval}

The number of times admin#get-active-users command has been executed within the specified interval.

Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer

Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#get-active-users/Average processing time: Theaverage
timein ms, returned as an integer, it takes for admin#get-active-users to execute.

List of possible statistics:

sess- man/ adhoc- conmand/ http://j abber.
sess- man/ adhoc- conmand/ http://j abber.

sess- man/ adhoc- command/ http://j abber

or g/ prot ocol / adm n#get - acti ve-users | ast hour
or g/ protocol / adm n#get - active-users last mnu

.org/ protocol /adm n#get - acti ve-users | ast seco
sess- man/ adhoc- conmand/ http://j abber.

or g/ protocol / adm n#get - acti ve- user s/ Average p

adhoc-command/http://jabber.org/protocol/admin#get-active-user-num last {inter-

val}

The number of times admin#get-active-user-num command has been executed within the specified inter-

val.

Available{interval}: hour|minutejsecond
Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#get-active-user-num/Average processing time: The av-
erage time in ms, returned as an integer, it takes for admin#get-active-user-num to execute.

List of possible statistics:

sess- man/ adhoc- conmand/ htt p://j abber.

sess- man/ adhoc- command/ http://j abber

or g/ protocol / adm n#get - acti ve-user-num |l ast h

.org/ protocol /adm n#get - acti ve-user-num | ast n
sess- man/ adhoc- conmand/ htt p://j abber.
sess- man/ adhoc- conmand/ htt p://j abber.

or g/ prot ocol / adm n#get - acti ve-user-num |l ast s
or g/ prot ocol / adm n#get - acti ve- user - num Aver ag

adhoc-command/http://jabber.org/protocol/admin#get-idle-users last {interval}

The number of times admin#get-idle-users command has been executed within the specified interval.
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Available{interval}: hour|minutejsecond
Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#get-idle-users/Average processing time: The average
timein ms, returned as an integer, it takes for admin#get-idle-users to execute.

List of possible statistics:

sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / admi n#get -i dl e-users | ast hour

sess- man/ adhoc- command/ http://j abber. or g/ prot ocol / adm n#get -i dl e-users | ast m nute
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / admi n#get -i dl e-users | ast second
sess- man/ adhoc- command/ http://j abber. or g/ prot ocol / adm n#get -i dl e- user s/ Average pro

adhoc-command/http://jabber.org/protocol/admin#get-idle-users-num last {inter-

val}

The number of times admin#get-idle-users-num command has been executed within the specified interval.
Available{interval}: hour|minutejsecond

Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#get-idle-users-num/Average processing time: The av-
eragetime in ms, returned as an integer, it takes for admin#get-idle-users-num to execute.

List of possible statistics:

sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / adm n#get -i dl e-users-num | ast ho
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / adm n#get -i dl e-users-num | ast m
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / adm n#get -i dl e-users-num | ast se
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / adm n#get -i dl e- user s- num Aver age

adhoc-command/http://jabber.org/protocol/admin#get-online-users-list last {inter-

val}

The number of times admin#get-online-users-list command has been executed within the specified inter-
val.

Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer

Sub-level Statistics Available:
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adhoc-command/http://jabber.org/protocol/admin#get-online-users-list/Average processing time: The av-
erage time in ms, returned as an integer, it takes for admin#get-online-users-list to execute.

List of possible statistics:

sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / adm n#get - onl i ne-users-1ist |ast
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / adm n#get - onl i ne-users-1ist |ast
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / adm n#get - onl i ne-users-1ist |ast
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ pr ot ocol / adm n#get - onl i ne-users-1i st/ Aver

adhoc-command/http://jabber.org/protocol/admin#get-top-active-users last {inter-

val}

Thenumber of times admin#get-top-active-users command has been executed withinthe specified interval.
Available{interval}: hour|minutejsecond

Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#get-top-active-users/Average processing time: The av-
eragetime in ms, returned as an integer, it takes for admin#get-top-active-users to execute.

List of possible statistics:

sess- man/ adhoc- conmand/ htt p: //j abber. or g/ pr ot ocol / adm n#get -t op- acti ve-users | ast
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ pr ot ocol / adm n#get -t op- acti ve-users | ast
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ pr ot ocol / adm n#get -t op- acti ve-users | ast
sess- man/ adhoc- command/ htt p: //j abber. or g/ prot ocol / adm n#get -t op- acti ve- users/ Aver a

adhoc-command/http://jabber.org/protocol/admin#get-registered-users-list last
{interval}

The number of times admin#get-registered-users-list command has been executed within the specified
interval.

Available{interval}: hour|minutejsecond
Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#get-registered-users-list/Average processing time: The
averagetimein ms, returned as an integer, it takes for admin#get-registered-users-list to execute.

List of possible statistics:
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / adm n#get - r egi st er ed- users-1i st

sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / adm n#get - r egi st er ed- users-1i st
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / adm n#get - r egi st er ed- users-1i st
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sess- man/ adhoc- conmand/ http://j abber.

or g/ prot ocol / adm n#get -r egi st ered-users-1ist/

adhoc-command/http://jabber.org/protocol/admin#get-user-roster last {interval}

The number of times admin#get-user-roster command has been executed within the specified interval.

Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer

Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#get-user-roster/Average processing time: The average
timein ms, returned as an integer, it takes for admin#get-user-roster to execute.

List of possible statistics:

sess- man/ adhoc- conmand/ http://j abber.
sess- man/ adhoc- conmand/ http://j abber.
sess- man/ adhoc- conmand/ http: //j abber.
sess- man/ adhoc- conmand/ http: //j abber.

or g/ prot ocol / adm n#get -user-roster |ast hour
or g/ prot ocol / adm n#get -user-roster |ast m nut
or g/ prot ocol / adnm n#get -user-roster |ast secon

or g/ prot ocol / adni n#get - user -rost er/ Aver age pr

adhoc-command/http://jabber.org/protocol/admin#remove-user last {interval}

The number of times admin#remove-user command has been executed within the specified interval.

Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer

Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#remove-user/Average processing time: The average
timein ms, returned as an integer, it takes for admin#remove-user to execute.

List of possible statistics:

sess- man/ adhoc- comand/ http://j abber.
sess- man/ adhoc- comand/ http://j abber.
sess- man/ adhoc- comand/ http://j abber.
sess- man/ adhoc- comand/ http://j abber.

or g/ prot ocol / adni n#r enmove- user | ast hour
or g/ prot ocol / adm n#renove-user last mnute
or g/ prot ocol / adm n#renove-user |ast second

or g/ prot ocol / admi n#r enove- user/ Aver age proces

adhoc-command/http://jabber.org/protocol/admin#user-stats last {interval}

The number of times admin#user-stats command has been executed within the specified interval.

Available{interval}: hour|minutejsecond
Statistics Level: FINEST

Result Format: Integer
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Sub-level Statistics Available:

adhoc-command/http://jabber.org/protocol/admin#user-stats/ Average processing time: The average time
in ms, returned as an integer, it takes for admin#user-stats to execute.

List of possible statistics:
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ pr ot ocol / adm n#user-stats | ast hour
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / adm n#user-stats | ast mnute

sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / adm n#user-stats | ast second
sess- man/ adhoc- conmand/ htt p: //j abber. or g/ prot ocol / adm n#user - st at s/ Aver age process

adhoc-command/get-user-info last {interval}
The number of times get-user-info command has been executed within the specified interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

adhoc-command/get-user-info/Average processing time: The average time in ms, returned as an integer,
it takes for get-user-info to execute.

List of possible statistics:
sess- man/ adhoc- conmand/ get - user-info | ast hour
sess- man/ adhoc- conmand/ get -user-info | ast mnute

sess- man/ adhoc- command/ get -user-info | ast second
sess- man/ adhoc- command/ get - user - i nf o/ Aver age processing tine

adhoc-command/modify-user last {interval}
The number of times modify-user command has been executed within the specified interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

adhoc-command/maodify-user/Average processing time: The average time in ms, returned as an integer,
it takes for modify-user to execute.

List of possible statistics:
sess- man/ adhoc- comand/ nodi fy-user | ast hour

sess- man/ adhoc- comand/ nodi fy-user | ast mnute
sess- man/ adhoc- comrand/ nodi f y-user | ast second

249



Configuring the Tigase Serv-
er to Load a Component

sess- man/ adhoc- conmand/ nodi f y- user/ Aver age processing tine
adhoc-command/oauth-credentials last {interval}

The number of times oauth-credentials command has been executed within the specified interval.

Available{interval}: hour|minutejsecond

Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

adhoc-command/oauth-credential S Average processing time: The average time in ms, returned as an inte-
ger, it takes for oauth-credentials to execute.

List of possible statistics:
sess- man/ adhoc- conmand/ oaut h-credenti al s | ast hour
sess- man/ adhoc- conmand/ oaut h-credentials | ast m nute

sess- man/ adhoc- conmand/ oaut h- credential s | ast second
sess- man/ adhoc- conmand/ oaut h- cr edent i al s/ Average processing tine

adhoc-command/roster-fixer last {interval}
The number of times roster-fixer command has been executed within the specified interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

adhoc-command/roster-fixer/Average processing time: The average time in ms, returned as an integer, it
takes for roster-fixer to execute.

List of possible statistics:
sess- man/ adhoc- conmand/ rost er-fi xer | ast hour
sess- man/ adhoc- conmand/ roster-fi xer | ast mnute

sess- man/ adhoc- conmand/ roster-fixer |ast second
sess- man/ adhoc- conmand/ rost er-fi xer/ Average processing tine

adhoc-command/roster-fixer-cluster last {interval}
The number of times roster-fixer-cluster command has been executed within the specified interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST

Result Format: Integer
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Sub-level Statistics Available:

adhoc-command/roster-fixer-cluster/Average processing time: The average time in ms, returned as an in-
teger, it takes for roster-fixer-cluster to execute.

List of possible statistics:
sess- man/ adhoc- conmand/ roster-fi xer-cluster | ast hour
sess- nman/ adhoc- command/ roster-fi xer-cluster |last m nute

sess- man/ adhoc- conmand/ roster-fixer-cluster |ast second
sess- man/ adhoc- conmand/ roster-fi xer-cl uster/ Average processing tinme

adhoc-command/user-domain-perm last {interval}
The number of times user-domain-perm command has been executed within the specified interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

adhoc-command/user-domain-perm/Average processing time: The average timein ms, returned as an in-
teger, it takes for user-domain-perm to execute.

List of possible statistics:
sess- man/ adhoc- conmand/ user - domai n- perm | ast hour
sess- man/ adhoc- conmand/ user - domai n-perm | ast m nute

sess- man/ adhoc- conmand/ user - domai n- perm | ast second
sess- man/ adhoc- conmand/ user - domai n- per nf Aver age processing tine

adhoc-command/user-roster-management last {interval}
The number of times user-roster-management command has been executed within the specified interval.
Available{interval}: hour|minutejsecond
Statistics Level: FINEST
Result Format: Integer
Sub-level Statistics Available:

adhoc-command/user-roster-management/Average processing time: The average time in ms, returned as
an integer, it takes for user-roster-management to execute.

List of possible statistics:

sess- man/ adhoc- conmand/ user - r ost er - managenent | ast hour

sess- man/ adhoc- conmand/ user - r ost er - managenent | ast mnute

sess- man/ adhoc- conmand/ user - r ost er - managenent | ast second

sess- man/ adhoc- commrand/ user - r ost er - managemnent / Aver age processing time
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adhoc-command/user-roster-management-ext last {interval}

The number of times user-roster-management-ext command has been executed within the specified inter-
val.

Available{interval}: hour|minutejsecond
Statistics Level: FINEST

Result Format: Integer

Sub-level Statistics Available:

adhoc-command/user-roster-management-ext/Average processing time: The average timein ms, returned
as an integer, it takes for user-roster-management-ext to execute.

List of possible statistics:
sess- man/ adhoc- conmand/ user - r ost er - managenent - ext | ast hour
sess- man/ adhoc- conmand/ user - r ost er - managenent - ext | ast mnute

sess- man/ adhoc- conmand/ user - r ost er - managemnent - ext | ast second
sess- man/ adhoc- conmand/ user - r ost er - nanagenent - ext / Aver age processing tine

Authentication timeouts

The number of connections that have timed out during the authentication process. Default timeout is 2
minutes.

Statistics Level: FINEST

Result Format: Integer

List of available statistics:

sess-man/ Aut henti cation tinmeouts
Closed user connections

User connections that have been terminated by the user (as opposed to the server).

Statistics Level: FINEST

Result Format: Integer

List of available statistics:

sess-man/ Cl osed user connections
default-handler/Invalid registrations

Number of invalid registrations attempted with the server

Statistics Level: FINEST

Result Format: Integer
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List of available statistics:

sess-man/ defaul t-handl er/Invalid registrations
default-handler/Registered users

Number of registered usersfor this server.

Statistics Level: FINEST

Result Format: Integer

List of available statistics:

sess- man/ def aul t - handl er/ Regi st ered users
Maximum user connections

Maximum number of connections that have been made during server instance, this number includes users
connecting multiple times.

Statistics Level: INFO
Result Format: Integer
List of possible statistics:

sess- nman/ Maxi mum user connecti ons
Maximum user sessions {today|yesterday}

The number of most simultaneous sessions within the specified interval. Today = previous 24 hours, Y es-
terday = 24 hours after previous 24 hours (does not go by calendar date).

Statistics Level: INFO[FINEST
Result Format: Integer
List of possible statistics:

sess- man/ Maxi mum user sessions today
sess- man/ Maxi mum user sessi ons yester day

Registered accounts
Sum total of registered accounts for the server.
Statistics Level: FINEST
Result Format: Integer
List of possible statistics:

sess- man/ Regi st ered accounts
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Open user connections

The current number of open user connections. This may be interpreted as number of connections from
users, however a user can have more than one connection (connection from mobile and PC for example).

Statistics Level: INFO

Result Format: Integer

List of possible statistics:

sess-man/ Qpen user connections
Open user sessions

The current number of open user sessions.

Statistics Level: INFO

Result Format: Integer

List of possible statistics:

sess-man/ Qpen user sessions
Total user connections

The cumulative number of connections that have been made to the server during the current instance.

Statistics Level: FINER

Result Format: Integer

List of possible statistics:

sess-man/ Total user connections
Total user sessions

The cumulative number of sessions that this server has negotiated during the current instance.

Statistics Level: FINER

result Format: Integer

List of possible statistics:

sess-nman/ Total user sessions
presence/Users status changes

The number of presence changes for all usersthat have been conducted during the server instance.

Stastics Level: INFO
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List of possible statistics:

sess- man/ presence/ Users status changes
sess-man/ presence-state/ Users status changes

sess-man/Processor

Processor statistics will result in afield of labels and values exclusive to that processor. The field shows
asfollows:
0, AvTine: 0, Runs:

, Queue: 0, Lost: O

Where: Queue: Number of packets in process queue AvTime: Average time in ms processor takes to
conduct it’ soperation. Runs: Number of times Processor hasbeen run. Lost: Number of packetslost during

processing.
Statistics Level: FINEST

List of possible statistics:

sess- man/ Processor :

sess- man/ Processor :

sess- man/ Processor :

sess- man/ Processor :

sess- man/ Processor:

sess- man/ Processor:

sess- man/ Processor:

sess- man/ Processor:

sess- man/ Processor:

sess- man/ Processor:

sess- man/ Processor :

sess- man/ Processor :

sess- man/ Processor :

sess- man/ Processor :

sess- man/ Processor :

sess- man/ Processor :

sess- man/ Processor:

sess- man/ Processor:

nmessage carbons
http://jabber.org/ protocol/stats
j abber:iqg:auth

vcard-tenp

anmp

presence-subscription

di sco

msgof f | i ne

ur n: xnpp: bl ocki ng

ur n: xnpp: pi ng

j abber:iq:register
urn:ietf:parans: xm : ns: xmpp- sasl
prp

presence
nmessage- ar chi ve- xep- 0136

def aul t - handl er

j abber:iqg:roster

starttls
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sess-nman/ Processor: presence-state

sess-man/ Processor: jabber:iqg:version

sess-man/ Processor: urn: xnpp:time

sess-man/ Processor: sessi on-open

sess-man/ Processor: jabber:iqg: privacy

sess-man/ Processor: urn:ietf:parans: xm : ns: xmpp- bi nd
sess-man/ Processor: http://jabber. org/ protocol / commands
sess-man/ Processor: vcard-xep0292

sess-man/ Processor: session-cl ose

sess-man/ Processor: urn:ietf:parans: xm : ns: Xxnmpp- sessi on
sess-man/ Processor: jabber:iqg:private

sess-man/ Processor: Average anp on last 100 runs [ns]
sess-man/ Processor: Average nmsgoffline on |ast 100 runs[ ns]
These are exanple scripts included with Tigase for denonstration purposes, it is |
sess-man/ gr oovy- exanpl e | ast hour

sess-man/ groovy-exanpl e | ast m nute

sess-man/ groovy- exanpl e | ast second
sess-man/ gr oovy- exanpl e/ Aver age processing tine
sess-man/ hel l o | ast hour

sess-man/ hello |last mnute

sess-man/ hell o | ast second

sess-man/ hel | o/ Aver age processing time
vhost-man

Checks is anonymous domain
Number of anonymous domain checks that have been run within vhost-man.
Statistics Level: FINEST

Result Format: Integer
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List of possible statistics:

vhost - man/ Checks i s anonynous donain

Checks: is local domain
Number of local domain checks that have been run within vhost-man.
Statistics Level: FINER
Result Format: Integer
List of possible statistics:

vhost - man/ Checks: is | ocal donain

Get components for local domain

Number of components loaded within local domain.

Statistics Level: FINER

Result Format Integer

List of possible statistics:

vhost - man/ Get conponents for |ocal domain
Get components for non-local domain

Number of components loaded outside local domain.

Statistics Level: FINEST

Result Format |nteger

List of possible statistics:

vhost - man/ Get conponents for non-1ocal domain
Number of Vhosts

Number of configured and running Virtual Hosts.

Statistics Level: FINE

Result Format |nteger

List of possible statistics:

vhost - man/ Nunber of VHosts

WS2S

No exclusive ws2s specific statistics
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Eventbus

New for Tigase version 7.1.0, is an eventbus component to help with monitoring has been implemented.
Thisallows you to set thresholds for certain predefined tasks and you or other JIDs can be sent a message
when those thresholds are passed. Y ou can even configure a mailer extension to have an E-mail sent to
system administrators to let them know an event has occured! L ets begin with setup and requirements.

Eventbus is based on a limited PubSub [http://www.xmpp.org/extensions/xep-0060.html] specification.
Events are delivered to subscribers as a normal PubSub notification.

Each component or client may subscribe for specific types of events. Only components on cluster nodes
are alowed to publish events.

Setup

Eventbus is enabled by default on v7.1.0 b4001 and later, no setup needed!

How it Works

Eventsin Eventbus are identified by two elements: name of event and its namespace:
<Event Nanme xm ns="ti gase: demp" >
<sanpl e_val ue>1</ sanpl e_val ue>
</ Event Nanme>
Where event name is Event Nane and namespaceist i gase: deno.
Listenersmay subscribefor aspecific event or for al eventswith specific anamespace. Becausein pubsub,
only one node name exists, so we have to add away to convert the event name and namespace to a node
name;
nodenane = eventnane + -"|" + nanmespace
So for example, to subscribe to <Event Name xml ns="ti gase: denp" >, node must be: Event -

Nane| t i gase: deno. If you wish to subscribe to al events with a specific namespace, use an asterisk
(*) instead of the event name: * |tigase:demo.

Note

If client is subscribed to /|tigase:demo node, then events will not be sent from node /|
tigase:demo, but from thereal node (in thiscase: Event Nane| t i gase: denp).

Available Tasks

Eventbus monitoring has several pre-defined tasks that can be monitored and set to trigger. What follows
isthe list of tasks with the options attributed to each task.

o disk-task - Used to check disk usage. Available Options
1. enabled[B] - Enable or disable task, Boolean value.

2. period[I] - Period of running check, Integer value.
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3. threshold - Percentage of used space on disk, Float value.
e cpu-temp-task - Used to check CPU temperature. Available Options
1. enabled[B] - Enable or disable task, Boolean value.
2. period[I] - Period of running check, Integer value.
3. cpuTempThreshold[1] - Temperature threshold of CPU in °C.
* load-checker-task - Used to check system load. Available Options
1. enabled[B] - Enable or disable task, Boolean value.
2. period[I] - Period of running check, Integer value.
3. averageL oadThreshold[L] - Average percent load threshold, Long value.
» memory-checker-task - Used to check memory usage. Available Options
1. enabled[B] - Enable or disable task, Boolean value.
2. period[l] - Period of running check, Integer value.

3. maxHeapMemUsagePercentThreshold[1] - Alarm when percent of used Heap memory islarger than,
Integer value.

4. maxNonHeapMemUsagePercentThreshold[I] - Alarm when percent of used Non Heap memory is
larger than, Integer value.

* logger-task - Used to transmit log entries depending on level entered.
1. enabled[B] - Enable or disable task, Boolean value.

2. level Threshold - Minimal log level that will be the threshold. Possible values are SEVERE, WARN-
ING, INFO, CONFIG, FINE, FINER, FINEST, and ALL.

» connections-task - Used to check users disconnections. NOTE: The event will be generated only if
both thresholds (amount and per centage) will be fulfilled.

1. enabled[B] - Enable or disable task, Boolean value.
2. period[l] - Period of running check in ms, Integer value.
3. thresholdMinimal[l] - Minima amount of disconnected users required to generate alarm.
4. threshold[1] - Minimal percent of disconnected users required to generate alarm.
Configuration
Configuration of the eventbus monitor can be done one of two ways; either by linesin init.propertiesfile,

or by sending XMPP stanzas to the server. Y ou may also send XMPP stanzas VIA HTTP REST. XMPP
stanza configurations will override onesin init.properties, but they will only last until the server restarts.

init.properties

Tasks can be configured in the init.properties file. See available tasks for the tasks that can be setup.
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To enable a specific monitor task, use the following line:
nmoni t or / $TASKNAME/ enabl ed[ B] =t r ue

Where monitor is the component name for tigase.monitor.MonitorComponent, and STASKNAME isone
of the available task names.

Thisformat will be the same for other settings for tasks. For example:
noni t or / $TASKNAME/ peri od[ 1 ] =1000
which sets the check period to 2000 milliseconds.

NOTE Once triggers have been activated, they will become dormant. Think of these as one-shot settings.

Subscription Limitations
To definelist of JIDs allowed to subscribe for events:
event bus/affiliations/all owedSubscri bers=franci sco@enmark.|it, bernardo@enmark.|i

If thisisleft blank, all users can subscribe.

Configuration via XMPP

We can also configure the eventbus monitor component using XM PP stanzas. This allows us to set and
change configurations during server runtime. Thisis done using a series of iq stanzas send to the monitor
component.

We can query each component for its current settings using the following stanza.

<ig type="set" to="nonitor @DOVAI N di sk-task" id="aad0a">
<command xm ns="http://jabber. org/protocol /comands" node="x-config"/>
</ig>

The server will return the component current settings which will make things easier if you wish to edit
them. In this case, the server has returned the following to us

<iq fron="nonit or @DOVAI N di sk-task" type="result" id="aadOa" to="alice@offeebean
<command xm ns="http://jabber. org/protocol /comands” status="executing" node="x-co
<x xm ns="j abber: x: data" type="">

<title>Task Configuration</title>

<instructions/>

<field type="bool ean" | abel ="Enabl ed" var="x-t ask#enabl ed" >

<val ue>0</val ue>

</field>

<field type="text-single" |abel="Period [ns]" var="x-task#period">

<val ue>60000</ val ue>

</field>

<field type="text-single" |abel="D sk usage ratio threshol d* var="threshol d">

<val ue>0. 8</ val ue>

</field>

</ x>

</ command>

</ig>
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This tells us that the disk-task setting is not active, has a period of 60000ms, and will trigger when disk
usage is over 80%.

To send new settings to the monitor component, we can send a similar stanza back to the monitor com-
ponent.

<ig type="set" to="nonitor @DOVAl N di sk-task" id="aadla">
<command xm ns="http://jabber. org/protocol/comands" node="x-config" sessioni d="0d
<x xm ns="j abber: x: data" type="submt">

<field type="bool ean" var="x-task#enabl ed" >

<val ue>0</ val ue>

</field>

<field type="text-single" var="x-task#period">

<val ue>60000</ val ue>

</field>

<field type="text-single" var="threshol d">

<val ue>0. 8</ val ue>

</field>

</ x>

</ comrand>

</ig>

To which a successful update will give you an XMPP success stanza to let you know everything is set
correctly.

(Include what the response will be from this setting!)

Alternatively, you can update specific settings by editing a single field without adding anything else. For
example, if we just wanted to turn the disk-task on we could send the following stanza:

<ig type="set" to="nonitor @HOSTNAME/ di sk-task" id="ab53a">

<command xm ns="http://jabber. org/ protocol /comands" node="x-config">
<x xm ns="j abber: x: data" type="submt">

<field type="hbool ean" var="x-task#enabl ed" >

<val ue>1</ val ue>

</field>

</ x>

</ comrand>

</ig>

To set any other values, do not forget that certain parts may need to be changed, specifically the <field
type="boolean" var=x-task#enabled" > fields. - Your field type will be defined by the type of variable
specified inthe Available Tasks section. - var=x task# will befollowed by the property value taken directly
from the Available Tasks section, minus the data type parameter.

Getting the Message

Without a place to send messages to, eventbus will just trigger and shut down. There are two different
methods that eventbus can deliver alarm messages and relevant data; X M PP messages and using the mailer
extension.

XMPP notification

In order to retrieve notifications, a subscription to the eventbus@tigase.org user must be made. Keep in
mind that subscriptions are not persistent across server restarts, or triggers. The eventbus schemaiis very
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similar to most XM PP subscription requests but with afew tweaks to differentiate it if you wanted to sub-
scribeto acertain task or all of them. Each task is considered anode, and each node has the following pat-
tern: eventNameleventXMLNS. Since each monitoring task has the tigase:monitor:event event XMLNS,
we just need to pick the event name from the list of tasks. So like the above example, our event node for
the disk task will be disk-task|tigase:monitor:event. Applied to an XMPP stanza, it will look something
likethis:

<iq type='set'
to=" event bus@i gase. org'

i d='subl' >
<pubsub xm ns='http://]jabber. org/ protocol / pubsub' >

<subscri be node='di sk-taskEvent|tigase:nonitor:event' jid="$USER JID />
</ pubsub>

</ig>

Don't forget to replace $USER_JID with the bare JID of the user you want to receive those messages.
Y ou can even have them sent to aMUC or any component with aJID. Available events are as follows: -
disk-taskEvent for disk-task - LoggerM onitorEvent for logger-task - HeapMemoryM onitorEvent for mem-
ory-checker-task - LoadAverageMonitorEvent for load-checker-task - CPUTempMonitorEvent for cpu-
temp-task - UsersDisconnected for connections-task

Alternatively, you can also subscribe to all events within the eventbus by using a wildcard * in place of
the event XMLNS like this example:

<iq type='set'
to=' event bus@i gase. org'

i d=' subl' >
<pubsub xm ns='"http://jabber. org/ protocol / pubsub' >
<subscri be node='*|ti gase: nonitor:event' jid="$USER JID />
</ pubsub>

</ig>
Sample notification from Eventbus

<nessage fron¥ event bus. shakespeare.lit' to='franci sco@enmark.lit' id="foo' >
<event xm ns='http://jabber.org/protocol/pubsub#event' >
<i tens node=' Event Nane|ti gase: deno' >
<itemp
<Event Name xm ns="ti gase: demp" event Sour ce="sanpl econponent . shakespeare. | i
<sanpl e_val ue>1</ sanpl e_val ue>
</ Event Nanme>
</itenp
</itenms>
</ event >
</ message>

Mailer Extension

Tigase Server Monitor Mailer Extension (TSMME) can send messages from the monitor component to a
specified E-mail address so system administrators who are not logged into the XM PP server.

For v7.1.0 versions and later, TSMME is already included in your distribution package and no extra in-
stallation is needed.

For versions older than 7.1.0 TSMME requires two files to operate:
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» A compiled build of tigase mailer from its repository [https.//projects.tigase.org/projects/tigase-serv-
er-ext-mailer/repository]. Place the compiled .jar fileinto /jars directory.

 javax.mail.jar file which may be downloaded from this link [http://java.net/projects/javamail/down-
|oads/download/javax.mail jar]. Also place thisfilein the /jars directory.

nmoni t or/ mai |l er-snt p-host=mail .tigase.org

noni t or/ mai | er - snt p- port =587

noni t or/ mai | er - snt p- user nane=sender

nmoni t or/ mai | er - st p- passwor d=*******xx

nmoni t or/ mai | er-from address=sender @i gase. org

nmoni t or/ mai | er -t o- addr esses=recei ver @i gase. org, adm n@i gase. org

» monitor/mailer-smtp-host - SMTP Server hostname.

« monitor/mailer-smtp-port - SMTP Server port.

» monitor/mailer-smtp-usernam - name of sender account.

« monitor/mailer-smtp-password - password of sender account.

» monitor/mailer-from-address - sender email address. It will be setin field from in email.
» monitor/mailer-to-addresses - comma separated notification receivers email addresses.

It is recommended to create a specific e-mail address in your mail server for this purpose only, as the
account settings are stored in plaintext without encryption.

Server to Server Protocol Settings

Tigase server 5.1.0 or later offers new, rewritten from scratch, implementation for s2s communication
which allows you to tweak it’s configuration to get a better performance in your installation.

S2S (or server to server) protocol is enabled by default with optimal settings chosen. There are however,
a set of configuration parameters you can adjust the server behavior to achieve optimal performance on
your installation.

This documents describes following elements of the Tigase server configuration:

1. Number of concurrent connections to external servers

2. The connection throughput parameters

3. Maximum waiting time for packets addressed to external servers and the connection inactivity time

4. Custom plugins selecting connection to the remote server

Number of Concurrent Connections

Normally only one connection to the remote server is required to send XMPP stanza to that server. In
some cases however, under a high load, you can get much better throughput and performance if you open
multiple connections to the remote server.

Thisisespecialy true when the remote server worksin acluster mode. Ideally you want to open a connec-
tion to each of the cluster nodes on the remote server. This way you can spread the traffic evenly among
cluster nodes and improve the performance for s2s connections.
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Tigase server offers 2 different parameters to tweak the number of concurrent, s2s connections:

'max-out-total-conns' - the property specifies the maximum outgoing connections the Tigase server
opensto any remote XMPP server. Thisis'per domain' limit, which meansthat thislimit appliesto each
of the remote domains Tigase connectsto. If it is set to '4' then Tigase opens a maximum of 4 connec-
tions to ‘jabber.org' plus maximum 4 connections to 'muc.jabber.org’ even if this is the same physical
server behind the same | P address.

To adjust the limit you have to add following line to the init.propertiesfile:

s2s/ max-out-total -conns[1]=2

'max-out-per-ip-conns - the property specifies the maximum outgoing connections Tigase server opens
to any remote XMPP server to its single IP address. This too, is ‘per domain' limit, which means that
thislimit appliesto each of the remote domains Tigase connectsto. If it isset to '1', and the above limit
is set to '4', and the remote server is visible behind 1 |P address, then Tigase opens a maximum of 1
connection to 'jabber.org' plus a maximum of 1 connection to 'muc.jabber.org' and other subdomains.

To adjust the limit you have to add following line to the init.properties file:

s2s/ max- out - per-ip-conns[1]=2

Connection Throughput

Of course everybody wants his server to run with maximum throughput. This comes with a cost on re-
sources, usually increased memory usage. This is especially important if you have large number of s2s
connections on your installations. High throughput means lots of memory for network buffers for every
single s2s connection. Y ou may soon run out of all available memory.

Thereis one configuration property which allows you to adjust the network buffers for s2s connectionsto
lower your memory usage or increase data throughput for s2s communication.

More details about are available in the init.properties guide under the link to --net-buff-high-throughput
property description.

Maximum Packet Waiting Time and Connection Inactivity

Time

There are 2 timeouts you can set for the component controlling s2s communication.

'max-packet-waiting-time' - this sets the maximum time for the packets waiting for sending to some
remote server. Sometimes, due to networking problems or DNS problemsit might be impossibleto send
message to remote server right away. Establishing a new connection may take time or there might be
communication problems between serversor perhapstheremote server isrestarted. Tigasewill try afew
times to connect to the remote server before giving up. This parameter specifies how long the packet is
waiting for sending before it isreturned to the sender with an error. The timeout is specified in seconds:

s2s/ max- packet-wai ting-ti ne[ L] =420

'max-inactivity-time' - this parameters specifies the maximum s2s connection inactivity timebeforeitis
closed. If aconnectionisnot in usefor along time, it doesn’t make senseto keep it open and tie resources
up. Tigase closes s2s connection after specified period of time and reconnects when it is necessary. The
timeout is specified in seconds:
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s2s/ max-inactivity-time[L]=900

Custom Plugin: Selecting s2s Connection

Sometimes for very large installations you may want to set larger number of s2s connections to remote
servers, especially if they work in cluster of several nodes. In such a case you can also have a control over
XMPP packets distribution among s2s connections to a single remote server.

Thispiece of codeis pluggable and you can write your own connection selector. It is enough to implement
'S2SConnectionSelector' interface and set your class name in the configuration using following parameter
ininit.propertiesfile:

s2s/ s2s-conn-sel ect or =Your Sel ect or | npl enent ati on

The default selector picks connections randomly.

Tigase MUC Component

Tigase MUC component isincluded in all Tigase distributions, to enable MUCs have the following lines
in your init.propertiesfile:

--conp-nanme-4 = nuc
--conp-cl ass-4 = tigase. muc. MJCConponent

Configuration Options

» room-log-directory Directory to store chat logs

muc/ room | og-di rectory=/var/| og/ muc/

» message-filter-enabled To disable filter and allow MUC transfer all subelementsin <message/> set:
nmuc/ message-filter-enabl ed[ B] =f al se

For example, this allows usersto send XHTML stanzas through MUC chatrooms on your server.

» presence-filter-enabled To disablefilter and alow MUC transfer all subelementsin <presence/> set:
muc/ presence-filter-enabl ed[ B] =f al se

* search-ghosts-every-minute To enable pinging occupants every minute

muc/ sear ch- ghost s-every-m nut e[ B] =t rue

» ghostbuster-enabled To disable active searching of ghostsin MUC Rooms:

nmuc/ ghost bust er - enabl ed[ B] =f al se

* muc-allow-chat-states To allow transfer of chat-statesin MUC messages:

muc/ muc- al | ow chat - st at es[ B] =t r ue

» muc-lock-new-room To turn off default locking newly created rooms:
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muc/ muc- | ock- new-r oon{ B] =f al se
By default new room will be locked until owner submit room configuration.
* muc-multi-item-allowed To disable joining from few resources to sinlge nickname:

muc/ muc-nul ti-itemall owed[ B] =f al se

History Providers Parameters

* history-db Database type. By default the same what is used as User Repository in Server. Provided
types: derby, mysqgl, memory, pgsql, sglserver, none.

nmuc/ hi st ory- db=none
* history-db-uri URI for database, if should be used different than default from Tigase Server:

nmuc/ hi st ory-db-uri =j dbc: der by: / dat abase/ ti gasedbruc

Public log
» muc-logger-class To set custom class for MUC logger:
muc/ muc- | ogger - cl ass=com exanpl e. Cust onLogger

Class must implment interface tigase.muc.logger.Mucl ogger.

Modules

Each module can be configured to use custom implementation by including it in the init.properties, the
defaults are as follows:

nmuc/ modul es/j abber:i q: version[ S] =ti gase. conponent. nodul es. i npl . Jabber Ver si onModul e
nmuc/ modul es/ owner [ S] =t i gase. nuc. nodul es. RoomConfi gur ati onModul e

nmuc/ modul es/ presences|[ S] =ti gase. muc. nodul es. PresenceMdul el nmpl

nmuc/ modul es/ groupchat [ S] =ti gase. nuc. nodul es. Gr oupchat MessageModul e

muc/ modul es/invitations[S]=tigase. nuc. nodul es. Medi at edl nvi t ati onModul e
nmuc/ modul es/ ur n: xnmpp: pi ng[ S] =t i gase. conponent . nodul es. i npl . XnppPi nghbdul e
nmuc/ modul es/ uni que[ S] =ti gase. muc. nodul es. Uni queRoomNaneModul e

nmuc/ modul es/ di sco[ S] =t i gase. nuc. nodul es. Di scover yModul e

nmuc/ modul es/ i gf orwar der[ S] =ti gase. nuc. nodul es. | qSt anzaFor war der Modul e
nmuc/ modul es/ admi n[ §] =t i gase. nuc. nodul es. Moder at or Modul e

muc/ modul es/ pri vat enessages[ S] =t i gase. muc. nodul es. Pri vat eMessageModul e
nmuc/ modul es/ commands|[ S] =t i gase. conponent . nodul es. i npl . AdHoc ConmandModul e

Room Configuration options

In addition to the default Room configuration options defined in the MUC specification Tigase offers
following aswell:

Tigase MUC Options * tigasettpresence delivery logic - allows configuring logic deter-
mining which presence should be used by occupant in the room
while using multiple-resource connections under one nickname,
following options are available:
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* PREFERE_PRIORITY
* PREFERE_LAST

* tigasetfpresence_filtering - (boolean) when enabled broadcasts
presence only to selected affiliation groups

* tigasetfpresence_filtered affiliations -  when  enabled
tigasetpresence filtering is enabled one can select affiliation
which should receive presences, following are possible to select
from:

e owner
e admin
e member
* none

 outcast

« muc#roomceonfig_maxusers - Allows configuring of maximum
users of room.

Configuring default room configu-
ration in init.properties

muc/ def aul t _room confi g/ <opti on>=<val ue>
for example:
nmuc/ default _room confi g/ti gase#presence_delivery | ogi c=PREFERE_LAST

Configuration per-room Per room configuration is done using 1Q stanzas defined in the speci-
fication, for example:

<ig type="set" to="roomane@ruc. domai n" id="configl">
<query xm ns="http://jabber.org/protocol /nuc#owner" >
<x xm ns="j abber: x: data" type="submt">
<field type="bool ean" var="tigase#presence_filtering">
<val ue>1</val ue>

</field>
<field type="list-multi" var="tigase#presence filtered_ affiliations">
<val ue>owner </ val ue>
</field>
</ x>
</ query>

</ig>

Tigase Load Balancing

Starting with version 5.2.0 Tigase introduces aload balancing functionality allowing usersto beredirected
to the most suitable cluster node. Functionality relies on a see-other-host XM PP stream error message. The
basi c principle behind the mechanismisthat user will get redirect if the host returned by theimplementation
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differ from the host to which user currently tries to connect. It is required that the user JD to be known
for the redirection to work correctly.

Available Implementations

Tigase implementation is, as usual, extensible and allows for different, pluggable redirection strategies
that implement the SeeQt her Host | f ¢ interface.

Currently there are three strategies available:

* SeeQt her Host - most basic implementation returning either single host configured in init.properties
file or name of the current host;

* SeeO her Host Hashed (default) - default implementation for cluster environment of SeeOtherHos-
tifc returning redirect host based on the hash value of the user’s JID; list of the available nodes from
which a selection would be made is by default composed and reflects all connected nodes, alternatively
hosts list can be configured in the init.properties;

* SeeQt her Host DB - extended implementation of SeeOtherHost using redirect information from
database in the form of pairs user_id and node _id to which given user should be redirected.

Configuration Options

The most basic configuration is related to the choice of actual redirection implementation:

--cm see- ot her - host =

Possible values are:

* tigase.server.
* tigase.server.
* tigase.server.

* tigase.server.

xnppcl i ent.
xnppcl i ent.
xnppclient.

xnppcl i ent .

* none - disablesredirection

SeeQx her Host

SeeO her Host Hashed

SeeOx her Host DB

SeeOxt her Host Dual | P

All the remaining options are configured on a per-connection-manager basis, thus all options need to
be prefixed with the corresponding connection manager ID, i.e. ¢2s, bosh or ws; we will use c2sin the

examples:

» c2s/cm see-ot her-host/ def aul t-host=host 1; host 2; host 3 - a semicolon separated
list of hoststo be used for redirection;

* c2s/ cm see-ot her-host/acti ve=0OPEN; LOG N - a semicolon separated list of phases in
which redirection should be active, currently possible values are:

¢ OPEN which enables redirection during opening of the XM PP stream;

* LOG Nwhich enables redirection upon authenticating user session;

By default redirection is currently enabled only in the OPEN phase.
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SeeOtherHostDB

For SeeQ her Host DB implementation there are additional options:

* c2s/cm see-ot her-host/db-url - aJDBC connection URI which should be used to query
redirect information; if not configured --user-db-uri will be used;

e c2s/cm see-ot her-host/ get-host-query - aSQL query which should return redirection
hostname;

* c2s/ cm see-ot her-host/ get-all-data-query -aSQL helper query which should return
all redirection data from database;

* c2s/ cmsee-ot her-host/get-all-query-timeout - alows to set timeout for executed
queries.

SeeOtherHostDuallP

This mechanisms matches internal Tigase cluster nodes with against the lookup table to provide matching
and relevant redirection hostname/IP. By default internal Tigase cl ust er _nodes table will be used
(and appropriate repository implementation will be used).
To enable this redirection mechanism following configuration / class should be used:
--cm see- ot her- host =ti gase. server. xnppcli ent. SeeQ her Host Dual | P
It's possible to configure it on per-connection-manager basis
<connect or >/ cm see- ot her - host [ §] =t i gase. server. xnppcli ent. SeeQ her Host Dual | P
It offers following configuration options:
» dat a- sour ce - configuration of the source of redirection information - by default internal Tigase
cl ust er _nodes table will be used (and appropriate repository implementation will be used); alter-

natively it's possible to use event bus source;

e db- ur| -aJDBC connection URI which should be used to query redirect information; if not configured
--user-db-uri will beused;

» get-all-data-query -aSQL helper query which should return al redirection datafrom database;
e get-all-query-tineout -alowsto set timeout for executed queries,

» fall back-redirection-host -if thereisnoredirectioninformation present (i.e. secondary host-
name is not configured for the particular node) redirection won't be generated; with thisit’s possible
to configure fallback redirection address.

All options can be configured either globally (without providing type parameter)

--cm see-ot her-host/db-url =j dbc: <dat abase>: // <uri >

--cm see- ot her - host/ dat a- sour ce=<cl ass i npl ementi ng tigase. server. xnppclient. SeeQ
--cmsee-ot her-host/get-all-data-query=select * from cluster_nodes

--cmsee-ot her-host/get-all-query-timeout=10

--cmsee-ot her-host/fall back-redirection-host=<host nane>
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or on per-component basis

<connect or >/ cm see- ot her - host / db- ur | [ S] 5] dbc: <dat abase>: // <uri >

<connect or >/ cm see- ot her - host / dat a- sour ce[ S] =<cl ass i npl ementi ng ti gase. server.xnp
<connect or >/ cm see- ot her - host/ get - al | - dat a- query[ S] =sel ect * from cl uster_nodes
<connect or>/ cm see- ot her-host/get-all -query-tineout[1]=10

<connect or >/ cm see- ot her - host/ f al | back-redi recti on- host [ S] =<host nane>

EventBus as a source of information

It's possible to utilize EventBus and internal Tigase events as a source of redirection data. In order to do
that event bus should be used asavalue of dat a- sour ce configuration option. In addition, EventBus
events needs to be enabled in ClusterConnectionManager. Example configuration:

cl - conp/ event bus-repository-notifications[B]=true
- -cm see- ot her - host/ dat a- sour ce=event bus

or on per-component basis:

cl - conp/ event bus-repository-notifications[B]=true
<connect or >/ cm see- ot her - host / dat a- sour ce[ S] =event bus

Auxiliary setup options

Enforcing redirection

It's possible to enforce redirection of connections on the particular port of connection manager with
force-redirect-t o settoInteger with the following general setting option:

<connect i on_nanager >/ connecti ons/<li stening_port>/force-redirect-to[l]=<destinatio

for example, enable additional port 5322 for c2s connection manager and enforce all connections to be
redirected to port 5222 (it will utilize hostname retrieved from SeeQt her Host implementation and
will be only used when such value is returned):

c2s/ connections/ ports[i]=5222, 5322

c2s/ connecti ons/ 5322/ type[ S] =accept

c2s/ connecti ons/ 5322/ socket[ S] =pl ai n

c2s/ connections/5322/force-redirect-to[1]=5222

Configuring hostnames

To fully utilize SeeQt her Host Dual | P setup in automated fashion it's now possible to pro-
vide both primary (internal) and secondary (external) hostname/IP (they need to be correct,
| net Addr ess. get ByNane( property ); will be used to verify correctnes). It can be
done via JVM properties ti gase-pri mary-address and ti gase- secondary- addr ess.
You can aso utilize different implementation of DNS resolver by providing class implementing
tigase.util.DNSResol verl fc interface asvaluetor esol ver - cl ass property. Those prop-
erties can be set viaet ¢/ t i gase. conf (uncommenting following lines, or manually exposing in en-
vironment):

DNS RESOLVER=" --Dresol ver-cl ass=tigase. util.DNSResol verDefault -"
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| NTERNAL | P=" --Dtigase-primary-address=host nanme. | ocal -
EXTERNAL | P=" --Dtigase-secondary-address=hostnanme -"

orintheetc/init. properti es (they will be converted to VM properties):

--tigase-resol ver-cl ass=tigase. util.DNSResol ver Def aul t

--tigase-prinary-address=host nane. | ocal
--ti gase-secondary- addr ess=host nane

External Component Configuration

In Tigase server version 4.4.x and later a new implementation for connecting external components has
been introduced.

Itis much simpler to setup and follows the same configuration standards as all other components. It isalso
much more powerful asasingleinstance can control many TCP/IP ports and many external componentson
each port and even allowsfor multiple connectionsfor the same component. It supportsboth XEP-0114 and
XEP-0225 with protocol auto-detection mechanisms. Protocols are pluggable so in future more protocols
can be supported or custom extensions to existing protocols can be added.

The implementation also supports a scripting APl and new domains with passwords can be added at run-
time using ad-hoc commands. New scripts can be loaded to even further control all connected external
components.

Even though it is much simpler to setup and to use it also offers alot of new functionality and features.
Pages in this guide describe in details all the administration aspects of setting up and managing external
components.

» Basic Configuration Options (External Component)
 Tigase as an External Component

» Load Balancing External Componentsin Cluster Mode

Basic Configuration Options (External Component)

Asfor all Tigase components you can load it and configure it via init.properties file described in details
in another guide. This document describes how to load the component and set the initial configuration to
accept or initiate connections for an external component.

First thing to do is to specify the component class and the component name which must be
unique within the Tigase installation. The most commonly name used is ext and the class is
tigase.server.ext.ComponentProtocol.

Following 2 linesin the init.properties will load the component during the server startup time:

--conp-nanme-1 = ext
--conp-class-1 = tigase.server. ext. Conponent Prot ocol

While this would load the component, there are no additional configurations provided to the component
would be practically useless. It is possible to add necessary parameters (external domains, passwords)
during run-time via ad-hoc commands. It is generally a good practice to provide some initial parameters
in the configuration file too.
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There are two additional properties used for setting initial configuration for external components connec-
tions: --external and --bind-ext-hostnames.

These two properties are very well described on the online documentation, therefore | will focus on prac-
tical and working examples here.

Simple Case

The most common scenario isto connect an external component which works for a specific given domain
to the main server. The component authenticates with a defined password and the external component
connects to a TCP/IP port the server listens on.

For example let’ s say our server works for avirtual domain: devel .tigase.org. We want it to listen on port
5270 for incoming connections from an external component working for a domain: muc.devel.tigase.org.
The authentication password for the domain is muc-secret.

For such a scenario we need 3 lines in the init.propertiesfile:

--conp-nane-1 = ext
--conp-class-1 = tigase.server. ext. Conmponent Prot ocol
--external = nuc.devel .tigase.org: nmuc-secret:listen:5270

More External Components/Domains

Suppose you want to connect more than one external component. Let’s say you want to connect PubSub
and MSN componentsto Tigase server as well.

In that case you don’t have to open another port on the server, al the components can connect to the same
port. Of course each of the components connect for adifferent domain and probably should use adifferent
password.

Let's say then that we want Tigase server accept two more domains with corresponding passwords:
(pubsub.devel .tigase.org:pubsub_pass) and (msn.devel .tigase.org:msn_pass). Y our configuration proper-
ties should look like this:

--conp-nane-1 = ext
--conp-class-1 = tigase.server. ext. Conponent Prot ocol
--external = nuc.devel.tigase.org: mic-secret:listen:5270, \
pubsub. devel . ti gase. or g: pubsub_pass, \
nsn. devel . ti gase. org: nen_pass

Please note, the --external property with value should be written in a single line. The above example has
split the line for readability.

More TCP/IP Ports

Y ou can make Tigase listen on more than one TCP/IP port for incoming external component connections.
Please be aware that thereisno way, currently to bind an external component to aparticular port. If Tigase
listens on two or more ports it accepts any external component on any of the ports. Therefore there is no
practical reason for opening more than one port.

However, if for some reason you need Tigaseto listen on more ports then thisis an example configuration:

--conp-nanme-1 = ext
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--conp-class-1 = tigase.server. ext. Conponent Prot ocol
--external = mnuc.devel.tigase.org: muc-secret:listen:5270, \
pubsub. devel . ti gase. or g: pubsub_pass: |isten: 5271, \
msn. devel . ti gase. org: men_pass: | i sten: 5272

Please note, the --external property with value should be written in a single line. The above example has
split the line for readability.

These settings set three TCP/IP ports to listen on: 5270, 5271 and 5272. They also specify 3 different
external domains with passwords which are accepted by Tigase. Even though each port is specified with
conjunction with adomain they are not bound together in any way. Any of specified domains can connect
through any of specified ports.

Outgoing Connections

Tigase server can hot only accept connections from external components, it can also open connections to
external components.

To make Tigase connect to an external component you have to change 'listen' parameter to ‘connect' and
of course you have to tell where to connect - the address of the external component:

--conp-nane-1 = ext
--conp-class-1 = tigase.server. ext. Conponent Prot ocol
--external = devel.tigase.org: nmuc-secret:connect:5270: nuc. devel . ti gase. org

Assuming the MUC component listenson the port '5270' at the DNS address. 'muc.devel .tigase.org' Tigase
will connect to the component.

Y ou can of course set as many as you need external components to which you want Tigase to connect to:

--conp-nanme-1 = ext

--conp-class-1 = tigase.server. ext. Conmponent Prot ocol

--external = devel.tigase.org: nucsecret:connect:5270: muc. devel .ti gase.org, \
devel . ti gase. org: pubsub_pass: connect : 5271: pubsub. devel . ti gase. org, \
devel . ti gase. org: nen_pass: connect : 5272: msn. devel . ti gase. org

If external components run on a separate machines you can use the same port number for each of them.
Specifying Protocol

One of the last parameters you can set for the external component/domain is a protocol which should be
used for the connection. At the moment the Tigase server supports two protocols defined in XEP-0114
[http://xmpp.org/extensions/xep-0114.html] and XEP-0225 [http://xmpp.org/extensions/xep-0225.html]
and possibly further protocols.

Y ou don't have to specify a protocol if you setup a connection in 'listen' mode as the server automatically
detects a protocol which isused in incoming connections.

Y ou can specify the protocol which is used for outgoing connections but you have to add one more pa
rameters to the connection string.

There are two possibilities:

1. 'accept’ which is an identifier for protocol defined in XEP-0114 [http://xmpp.org/exten-
sions/xep-0114.html] (and is default if you do not specify anything)
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2. 'client’ which is identifier for protocol defined in XEP-0225 [http://xmpp.org/exten-
sions/xep-0225.html] and is based on the client-to-server protocol.

An example configuration with protocol specified:

--conp-nane-1 = ext

--conp-class-1 = tigase.server. ext. Conmponent Prot oco

--external = devel.tigase.org: nucsecret:connect:5270: muc. devel . ti gase. or g: accept,
devel . ti gase. org: pubsub_pass: connect: 5270: pubsub. devel . ti gase. org: cli ent

It defines two outgoing connections to external protocols, the first uses the XEP-0114 [http://
xmpp.org/extensions/xep-0114.html] protocol and the second uses the XEP-0225 [http://xmpp.org/exten-
sions/xep-0225.html] protocol.

Load Balancer Plugin

With the penultimate option you can set for external component connections is load balancer class.

Theload balancer pluginisusedif you have multiple connectionsfor the same component (external domain
name) and you want to spread the load over al connections. Perhaps you have an installation with huge
number of MUC rooms and you want to spread the load over all MUC instances.

An example configuration with load balancer plugin specified:

--conp-nanme-1 = ext

--conp-class-1 = tigase.server. ext. Conmponent Prot ocol

--external = nuc.devel.tigase.org: micsecret:listen:5270: devel .tigase. org: accept:Re
pubsub. devel . ti gase. or g: pubsub_pass: | i sten: 5270: devel . ti gase. or g: accept : Sender Ba

It definestwo listenersfor external component with different load balancer plugins. Thefirst load-balance
traffic by a packet destination BareJID, which makes sense for MUC component. This way each MUC
instance handles a different set of rooms which allows for a good load distribution.

For the PubSub component we use a different load balancer plugin which distributes load by the sender
BarelID instead. Thisis because for the PubSub destination BareJID is always the same so we cannot use
it to distribute the load.

Either the Receiver BareJidL B or Sender BareJidL B are class names from package: tigase.server .ext.lb
however, you can use any class name as a plugin, you just have to provide afull class name and the class
name must implement L oadBalancer | fc interface.

Encrypting connection

With the last option you can set type of the socket connection.

Following options are available: . pl ai n - will create a plain socket (accepting unencrypted or TLS
connections) . t | s - will create a plain type socket, which enforces performing StartTLS . ssl - will
create an SSL socket (only accepting SSL connections)

An example configuration with socket type specified:

--conp-nanme-1 = ext

--conp-class-1 = tigase.server. ext. Conmponent Prot ocol

--external = mnuc.devel.tigase.org: mucsecret:listen:5270: devel .tigase. org: accept:Re
pubsub. devel . ti gase. or g: pubsub_pass: | i sten: 5270: devel . ti gase. or g: accept : Sender Ba
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for the MUC component it will be possibleto establish plain socket connection (with possibility to perform
StartTLS) and for the PubSub component an encrypted, SSL connection will be required.

Tigase as an External Component

There are cases when you want to deploy one or more Tigase components separately from the main server,
or perhaps you want to run some Tigase components connecting to a different XM PP server, or perhaps
you work on a component and you do not want to restart the main server every time you make a change.

There is a way to run the Tigase server in "externa component mode'. In fact you can run any
of Tigase's components as an external component and connect them to the main XMPP server ei-
ther via XEP-0114 [http://xmpp.org/extensions/xep-0114.html] or XEP-0225 [http://xmpp.org/exten-
sions/xep-0225.html] connection.

Let’slook at the examples...

A Simple Case - MUC as an External Component
A few assumptions:
1. We want to run aMUC component for adomain: 'muc.devel .tigase.org' and password 'muc-pass
2. The main server works at an address: devel.tigase.org and for the same virtual domain

3. Wewant to connect to the server using XEP-0114 [ http://xmpp.org/extensions/xep-0114.html] protocol
and port '5270'.

There is a specia configuration type for this case which simplifies setting needed to run Tigase as an
external component:

confi g-type=--gen-config-conp.

This generates a configuration for Tigase with only one component loaded by default - the component
used for external component connection. If you use this configuration type, your init.properties file may
look like this:

config-type = ---gen-config-conp

--debug = server

--user-db = derby

--adm ns = adm n@level .tigase. org

--user-db-uri = jdbc:derby:/tigasedb

--virt-hosts = devel .tigase.org

--conp-nanme-1 = nuc

--conp-class-1 = tigase. muc. MJCConponent

--external = muc. devel.tigase. org: muc-pass: connect: 5270: devel . ti gase. or g: accept

Please note, you do not need lines:

--conp-nanme-1 = ext
--conp-class-1 = tigase.server. ext. Conponent Prot ocol

asthe
--gen-config-conp

automatically includes them.
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More Components

Suppose you want to run more than one component as an external components within one Tigase instance.
Let’s add another - PubSub component to the configuration above and see how to set it up.

The most straightforward way is just to add another component and another connection to the main server
for the component domain:

config-type = ---gen-config-conp

--debug = server

--user-db = derby

--adm ns = admi n@level .ti gase.org

--user-db-uri = jdbc:derby:/tigasedb

--virt-hosts = devel .tigase.org

--conp-nanme-1 = muc

--conp-class-1 = tigase. muc. MJCConponent

--conp- nane-2 = pubsub

--conp-class-2 = tigase. pubsub. PubSubConponent

--external = muc. devel.tigase. org: muc-pass: connect: 5270: devel .ti gase. org: accept, \
pubsub. devel . ti gase. or g: pubsub- pass: connect: 5270: devel . ti gase. or g: accept

Please note however that we are opening two connections to the same server. This can waste resources
and overcomplicate the system. For example, what if we want to run even more components? Opening a
separate connection for each component is atad overkill.

In fact there is a way to reuse the same connection for all component domains running as an external
component. The property '--bind-ext-hostnames' containsacommaseparated list of all hostnames (external
domains) which should reuse the existing connection.

Thereisone catch however. Since you are reusing connections (hostname binding is defined in X EP-0225
[http://xmpp.org/extensions/xep-0225.htmi] only), you must use this protocol for the functionality.

Here is an example configuration with a single connection over the XEP-0225 [http://xmpp.org/exten-
siong/xep-0225.html] protocol used by both external domains:

config-type = ---gen-config-conp

--debug = server

--user-db = derby

--adm ns = admi n@level .ti gase. org
--user-db-uri = jdbc:derby:/tigasedb
--virt-hosts = devel .tigase.org

--conp-nanme-1 = muc

--conp-class-1 = tigase. muc. MJCConponent
--conp- nane-2 = pubsub

--conp-class-2 = tigase. pubsub. PubSubConponent
--external = muc. devel.tigase.org: muc-pass: connect: 5270: devel .ti gase. org:client
- - bi nd- ext - host nanmes=pubsub. devel . ti gase. org

Load Balancing External Components in Cluster Mode

This document describes how to load balance any external components using Tigase XMPP Server and
how to make Tigase' s components work as external componentsin a cluster mode.

Please note, all configuration options described here apply to Tigase XMPP Server version 5.1.0 or later.

These are actually 2 separate topics:
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1. Oneisto distribute load over many instances of a single component to handle larger traffic, or perhaps
for high availability.

2. The second is to make Tigase's components work as an external component and make it work in a
cluster mode, even if the component itself does not support cluster mode.

Here are step by step instructions and configuration examples teaching how to achieve both goals.

Load Balancing External Component

The first, and most simple scenario is to connect multiple instances of an external component to asingle
Tigase XM PP Server to distribute load.

There are at least 2 reasons why thiswould be an optimal solution: one would be to spread load over more
instances/machines and the second is to improve reliability in case one component fails the other one can
take over the work.

So here is asimple picture showing the use case.

MUC Component MUC Compc

mue.xmpp-tfest.org mue.xmpp-fe

fﬁupp-test.urﬁw

Tigase XMPP Server
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We have a single machine running Tigase XMPP Server and 2 instances of the MUC component connect-
ing to Tigase.

The server configuration

config-type = ---gen-confi g-def

--user-db = nysql

--adm ns = adm n@level .tigase. org

--user-db-uri = jdbc:mysql://1ocal host/db?user=ti gase&passwor d=ti gase
--virt-hosts = devel .tigase.org

--conp-nanme-1 = ext

--conp-class-1 = tigase.server. ext. Conmponent Prot ocol

--external = muc.devel.tigase.org: muc-secret:listen:\
5270: devel . ti gase. org: accept : Recei ver Bar eJi dLB

And configuration for both instances of the MUC component (identical for both of them):

config-type = ---gen-config-conp

--user-db = nysql

--adm ns = adm n@level .tigase. org

--user-db-uri = jdbc:mysql://1ocal host/db?user=ti gase&passwor d=ti gase
--virt-hosts = devel .tigase.org

--conp-name-1 = nuc

--conp-class-1 = tigase. muc. MJCConponent

--external = muc.devel.tigase.org: muc-secret:connect:\
5270: devel . ti gase. or g: accept

For those familiar with Tigase's configuration, this should be pretty basic. The difference is one small
element inthe server configuration. At the end of the component connection we have Receiver Bar eJidL B.

Thisistheload balancing plugin class. Load balancing plugin decides how the traffic is distributed among
different component connections that is different component instances. For the MUC component it makes
sense to distribute the traffic based on the receiver bare JID because this is the MUC room address. This
way we just distribute MUC rooms and traffic over different MUC component instances.

This distribution strategy does not always work for all possible components however. For transports for
examplethiswould not work at all. A better way to spread load for transports woul d be based on the source
bare JID. And it is possible if you use plugin with class name: Sender BareJidL B.

This are two basic load distribution strategies available now. For some use cases none of them is good
enough. If you have PubSub, then you probably want to distribute |oad based on the PubSub node. There
isno plugin for that yet but it is easy enough to write one and put the class name in configuration.

External Component and Cluster

If you want to use Tigase’' s component in a cluster mode which does not have clustering implemented yet
thereisaway to makeit kind of cluster-able. In the previous section we connected many MUC components
to asingle Tigase server. Now we want to connect a single MUC component to many Tigase servers (or
many Tigase cluster nodes).

Let’s say we have Tigase XM PP Server working for domain: xmpp-test.or g and the server isinstalled on
three cluster nodes: red.xmpp-test.or g, green.xmpp-test.org and bluexmpp-test.org.
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MUC Component

MUC Cor

wmuc.xmpp-test.org MUC. XWp]

¢ T

xmpp-test.org xmpp-tfest.org
R S | R

= | g |
Tigase XMPP Cluster Tigase XMPP Cluster
red.xmpp-test.org green.xmpp-test.org

We want to make it possible to connect the MUC component to all nodes, so here is configuration for the
server (for each node isthe same):

confi g-type=--gen-confi g-def
--adm ns=adm n@npp-test.org
--virt-hosts = xmpp-test.org

--cluster-node = true
--cluster-nodes=red. xnmpp-test.org, green. xnpp-test.org, bl ue. xnmpp-test.org

--aut h-db=tigase-auth
- -user - db=nysql
--user-db-uri=jdbc: nysql ://1 ocal host/ db?user =ti gase&password=ti gase

--conmp-nanme-1 = ext

--conp-class-1 = tigase.server. ext. Conmponent Prot ocol

--external = muc. xnmpp-test.org: mic-secret:listen:5270:\
Xnpp-test.org: accept: Recei ver BareJdi dLB

Asyou can see there is nothing specia here. The most interesting part comes on the MUC side.
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config-type = ---gen-config-conp

--user-db = nysql

--adm ns = adm n@npp-test.orgg

--user-db-uri = jdbc:mnmysql://1ocal host/db?user=ti gase&passwor d=ti gase

--virt-hosts = xnpp-test.org

--conp-name-1 = nuc
--conp-class-1 = tigase. muc. MJCConponent
--external = muc. xnmpp-test.org: mic-secret:connect:5270: xnpp-test.org; bl ue. xnpp-tes

Asyou can see remote host nameis not asimple domain but acharacter string with afew comma separated
parts. Thefirst part is our remote domain and the rest are addresses of the host to connect to. This can be
alist of domain names or |P addresses.

Of course it is possible to connect multiple external component to all cluster nodes, this way the whole
installation would be really working in the cluster and also load balanced.

Client to Server Communication

Client to server communication is an integral part of XM PP communication. C2S handles all client com-
munication to the server, and is responsible for filtering and handling remote communications. C2S CAN
be disabled, however doing so will only allow communication of internal components, and S2S commu-
nications.

Configuration

Resumption timeout

It is now possible to set a default stream resumption timeout that the server uses. This allows control of
how long a server will wait for a reconnection from a client. This can be particularly helpful to manage
mobile clients connecting to your server asthey may not have complete coverage, and you do not want to
close the stream right away. By default, Tigase sets this value to 60 seconds.

c2s/ processors/urn\:xmpp\:sm:3/resunption-timeout[1]=90

This sets the default timeout to 90 seconds. You may, if you choose, specify a maximum timout time,
which will allow the server to wait between the default and maximum before a connection is closed.

c2s/ processors/urn\: xmpp\:sm: 3/ max-resunpti on-ti neout[1] =900

Note

If the max-resumption-timeout is not set, it will always equal the resumption-timeout number,
or default isnoneis set.

Available sincev7.1.0

Packet Redelivery

Normally packets are handled by C2S and are typically processed in the first run, however if that fails
to send, aretry of sending that packet will occur after 60 seconds. If that second try fails, the delay will
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increase by afactor of 1.5. This means that the next retry will occur at 90, 135, and so on until the retry
count is reached. By default this count is 15, however it can be changed by using the following setting:

c2s/ packet-delivery-retry-count[I1]=5

This setting prevents packet redelivery attempts from continuing into infinity (or when the host machine
runs out of memory).

Socks 5 Component

Tigase SOCK S5 component allows for file transfers to be made over a SOCK S5 proxy in accordance
with XEP-0065 SOCK S5 Bytestreams [ http://xmpp.org/extensions/xep-0065.html]. This allowsfor some
useful features such as: - transfer limits per user, domain, or global - recording transfers between users -
guotas and credits system implementation

Installation

Tigase SOCK S5 component comes built into the dist-max archives for Tigase XM PP server, and requires
the component to be listed ininit.propertiesfile:

- - conp- nanme- 3=pr oxy
--conp-cl ass-3=ti gase. socks5. Socks5Pr oxyConmponent

Y ou will also need to decide if you wish to use database-based features or not. If you wish to smply run
the socksb proxy without features such as quotas, limits add the following line:

proxy/verifier-class=tigase.socks5.verifiers.DunmyVerifier

Thiswill enable the SOCK S5 Proxy without any advanced features. If you wish to use those features, see
the configuration section below.

Database Preparation

In order to use the more advanced features of the SOCK S5 Proxy Component, your database needs to be
prepared with the proper schema prior to running the server.

Y ou may either edit an existing database, or create a new database for specific use with the Proxy.

Edit Existing Database

Y ou can add the proper schemato your existing database using the DB Schemaloader utility included with
Tigase. The database folder contains the schema file for your type of database.

First, backup your database before performing any actions and shut down Tigase XM PP Server.

Then from the Tigase installation directory run the following command:

java --cp -"jars/*" tigase.util.DBSchemaLoader --dbType {derby, nmysql, postgresql, sq
Y ou should see the following dialogue

LogLevel : CONFI G
tigase.util.DBSchenmalLoader <init> CONFI G Properties: [{dbHost
tigase. util.DBSchenalLoader val i dat eDBConnecti on I NFO Val i dati ng DBCo
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tigase.util.DBSchemalLoader val i dat eDBConnecti on CONFI G Dri ver Manager (
tigase.util.DBSchemalLoader val i dat eDBConnecti on I NFO Connection K
tigase.util.DBSchemalLoader val i dat eDBExi st s I NFO Val i dati ng whet her
tigase.util.DBSchemalLoader val i dat eDBExi st s I NFO Exi sts K
tigase.util.DBSchemalLoader | oadSchemaFi | e I NFO Loadi ng schema from
tigase.util.DBSchemalLoader | oadSchemaFi | e I NFO conpl eted K
tigase.util.DBSchemalLoader shut downDer by I NFO Val i dati ng DBConnect
tigase.util.DBSchemalLoader shut downDer by WARNI NG Dat abase -'tigasedb’
tigase.util.DBSchemalLoader printlnfo I NFO

Dat abase init.properties configuration:

- - user - db=der by
--user-db-uri=jdbc: derby: tigasedb; create=true

One this process is complete, you may begin using SOCK S5 proxy component.

Create New Database

If you want to create a new database for the proxy component and use it as a separate socksb database,
create the database using the appropriate schemafile in the database folder. Once thisis created, add the
following line to your init.properties folder.

proxy/ repo-url =dri ver: address

For example, a mysgl database will have this type of URL: jdbc:mysgl://localhost/SOCKS?
user=root& password=root to replace { database URL}. For more options, check the database section of
this documentation.

Configuration

verifier-class

proxy/verifier-class=

Specifies the class used to verify transfer limits. The following options are available:

LimitsVerifier

» Class Name: tigase.socksb.verifiers.LimitsVerifier

Uses the database to store limits and record the amount of data transferred VIA the proxy. It accepts one
parameter, transfer-update-quantization which is used to create avalue to check if the value of transferred
bytes should be updated in the database or not. By default, thisvalueis IMB.

Note

Low values can slow down file transfers, while high values can allow for users to exceed quotas.

DummyVerifier

» Class Name: tigase.socksb.verifiers.DummyVerifier

This accepts file transfers VIA SOCK S5 proxy from any user and does not check limitations against the
database.
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socks5-repo-cls
pr oxy/ socks5-repo-cl s=

Specifies implementation of repository used to store usage statistics. Two options are available for
this setting: - tigase.socksb.verirepository.JDBCSocksbRepository - Uses the database implementation. -
tigase.socksb.repository. DummySocksSRepository - ignores data storage, and is the default implementa-
tion.

repo-url
proxy/repo-url =

The database connection URL for the socksb repository.

verifier-params
proxy/repo- parans=

Comma separated parameters for LimitsVerifier which will override the defaults. All of these limits are
on a per calendar month basis. For example, a user is limited to 10MB for al transfers. If he transfers
8MB between the 1st and the 22nd, he only has 2MB left in his limit. On the 1st of the following month,
hislimit isreset to 10MB.

Available parameters:
* global-limit - Transfer limit for all domainsin MB per month.

* instance-limit - Transfer limit for server instance in MB per month.

default-domain-limit - The Default transfer limit per domain in MB per month.

default-user-limit - The default transfer limit per user in MB per month.

o default-file-limit - The default transfer limit per filein MB per month.

remote-addresses

pr oxy/ r enot e- addr esses=

A comma separated list of |P addresses that will be accessible VIA the Socks5 Proxy. This can be useful
if you want to specify a specific router address to allow external traffic to transfer files using the proxy
to users on an internal network.

Port settings

If socksb is being used as a proxy, you may configure a specific ports for the proxy using the following
lineininit.properties:

pr oxy/ connecti ons/ ports[i]=1080

Database usage for specific settings

The above configuration allows for global settings, however you may also define specifics for users and
the scopes of those limitations by editing the database information directly.
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The user_id field denotes the scope of the limitation.

1. Using adomain_name defines limits for all users whose JIDs are within that domain.

2. Using aJID of auser defines limit for this exact user.

If the value set is larger than O, that is the specific limit. If value is equal to 0 the limit is not overridden
and the global limit is used. If value equals -1 proxy will forbid any transfer for this user. It thereis no
value for user in thistable, a new row will be created during first transfer and limits for domain or global

limits will be used.

Socksb database is setup in this manner:

uid user_id shal_user_i‘cdiomajn shal domaifilesize limifttransfer limit gpefetugémit_per_domain

1 user @domalit35iA956080denaif 2dens 82 elkie BSFEIRG K 02733080  e8005f05a257a
[mailto:user@domain.com]

2 domain.com €1000db219f 8a6&nafOATRERAI 8R0S BRAARBTA02 73534 2fe8005f05a257a

This example table shows that user@domain.com [mailto:user@domain.com] is limited to 3000MB per
transfer whereas all users of domain.com are limited to amax file size of 500MB. Thistable will populate
as users transfer files using the SOCK S5 proxy, once it begins population, you may edit it as necessary.
A second database is setup tig_socks5_connections that records the connections and transmissions being
made, however it does not need to be edited.

Example init.properties block

Combined, your init.properties should look like the below excerpt to run socksb transfers using a separate
database.

proxy/ repo-url =j dbc: nysql : / /1 ocal host/ SOCKS?user =r oot &asswor d=r oot
proxy/verifier-class=tigase.socks5.verifiers.LimtsVerifier
pr oxy/ socks5-repo-cl s=ti gase. socks5. verirepository. JDBCSocks5Repository

Virtual Hosts in Tigase Server

Tigase server supports multiple virtual hosts in a single server installation. This is supported via
VHostManager [https://proj ects.tigase.org/proj ects/'tigase-server/repository/changes/src/main/javaltigase/
vhosts'VHostManagerlfc.java) - the new Tigase server component added recently to the implementation.
Virtual hosts can be added or removed, enabled or disabled during runtime without restarting the service
or disrupting normal operation.

This document describes how virtual hosts work in Tigase server and how to get the most out of this
featurein your installation.

Thesimplest and default way to set virtual hostsisin the server configuration. Y ou can either edit manually
the init.properties file or use the graphical installer/configuration program to set the property. If you want
to edit it manually search for '--virt-hosts property for more detailed description.

Alternatively you can use the GUI installer as shown below to set alist of virtual hosts.
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SRR E IzPack - Installation of Tigase XMPP (Jab

Basic Tigase server co

On this panel you can specify basic configuratic

Based on your selection here more configuratior
on. After the configuration is complete init.prop

You can optionally restart the server at the end ¢

onfigurati i llatic

Your XMPP (Jabber) domain devel.tigase.org

Server administrators testl@devel.tigase.

Select database f Derby (built-in da

! Advanced configuration options

{MadE w”_‘h |Ipack - hrrplflhzmcklurglf} ..............................................................................................
~Step 13 of 21
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This method however has many disadvantages. It requires a server restart after each change, and the con-
figuration file is not the best place to store long list of virtual domains. Furthermore you can not set any
additional parameters for the domain other than whether it exists or not.

There is another way to store and control virtual domains in Tigase. That information can be put in the
database and managed using ad-hoc commands. List of domains can be modified outside Tigase serv-
er through any third-party system or web application and the server reloads the list of when received
VHOSTS REL OAD ad-hoc command.

There are 2 more ad-hoc commands which allow you to add/update and remove virtua hosts via XMPP
protocol:

* VHOSTS UPDATE - for adding new virtual host or changing parameters of the existing domain
* VHOSTS REMOVE - for removing existing virtual domain from the list of the server domains.

By default, both commands cause the vhosts list to update in the permanent repository. This is
however VHostRepository [https://projects.tigase.org/projects/tigase-server/repository/changes/src/main/
javaltigase/vhosts/V HostRepository.javal implementation dependent feature and can be changed in your
repository implementation.

Commands for virtual domain management can be executed using any XM PP client with proper support
for service discovery and ad-hoc commands, for example Psi [http://psi-im.org/]. Commands are accepted
only when they are sent by the service administrator.

Please refer to documents listed below for more detailed information on the following topics:
 Specification for ad-hoc Commands Used to Manage Virtual Domains.
* Virtual Components for the Tigase Cluster

You may also want to reference these for additonal information - APl Description for Virtual Do-
mains Management in Tigase Server. - virtHosts Property guide [ http://docs.tigase.org/tigase-server/snap-
shot/Properties Guide/html_chunk/virtHosts.html]

Specification for ad-hoc Commands Used to Manage Vir-
tual Domains

There are 3 ad-hoc commands for virtual domains management in the Tigase server:

1. VHOSTS REL OAD used to reload virtual domains list from the repository (database).

2. VHOSTS UPDATE used to add a new virtual domain or update information for existing one.
3. VHOSTS REMOVE used to remove an existing virtual host from the running server.

Syntax of the commands follows the specification described in XEP-0050 [http://xmpp.org/exten-
sions/xep-0050.html]. Extra information required to complete the command is carried as data forms de-
scribed in XEP-0004 [http://xmpp.org/extensions/xep-0004.html].

All commands are accepted by the server only when send by theinstallation administrator. If the command
is sent from any other account & It;not-authorized /& gt; error is returned. To grant administrator rights to
an account you have to set --admins property in the init.Properties configuration file.

Commands are sent to the 'vhost-man' server component and the 'to' attribute of the stanza must contain
a full JD of the VHostManager on the server. The full JID consists of the component name: 'vhost-
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man' and the local domain, that is domain which is aready on the list of virtual domains and is active.
Assuming 'existing.domain.com' one of domains already activated for the server installation the JID is:
'vhost-man@existing.domain.com [ mailto:vhost-man@existing.domain.com]'.

Reloading the Domains List from the Database

In order to reload virtual domains from the permanent repository other than configuration file, you have
to send VHOSTS REL OAD ad-hoc command to the VHostManager on the server.

The reload command request is of the form:

<iq type="set"
t o="vhost - man@xi sti ng. domai n. cont
i d="aac8a" >
<command xm ns="http://jabber. org/ protocol /comuands”
node="VHOSTS RELCAD' -/>
</ig>

The server sends a response upon successful completion of the command with current number of virtual
domains server by the installation:

<i g from="vhost - man@xi sti ng. domai n. cont
type="result"
t o="cnd- sender - adni n@xi st i ng. domai n. cont
i d="aac8a" >
<command xm ns="http://jabber. org/ protocol /comuands”
st at us="conpl et ed"
node="VHOSTS_RELQAD" >
<x xm ns="j abber: x: data" type="result">
<field type="fixed" var="Note">
<val ue>Current nunber of VHosts: 123</val ue>
</field>
</ x>
</ command>
</ig>

If the command is sent from an account other than admin, the server returns an error:

<i q from="vhost - man@xi sti ng. domai n. cont
type="error"
t o="cnd- sender - adni n@xi st i ng. domai n. cont
i d="aac8a" >
<command xm ns="http://jabber. org/ protocol /comuands”
node="VHOSTS_RELOAD' -/>
<error type="auth" code="401">
<not - aut hori zed xm ns="urn:ietf:parans: xm : ns: xnmpp- st anzas" -/>
<text xm ns="urn:ietf:paranms: xm :ns:xmpp-stanzas”
xm : [ ang="en" >
You are not authorized for this action.
</text>
</error>
</ig>

The response doesn't have any special meaning other then end-user information. The client may ignore
the response asit is sent after the command has been executed.
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Adding a New Domain or Updating Existing One

In order to add a new domain or update existing one you have to send an ad-hoc command
VHOSTS_UPDATE with at least one domain name in the command data form. You can also specify
whether the domain is enabled or disabled but thisis optional. Future releases may allow for setting addi-
tional parameters for the domain: maximum number of user accounts for this domain, anonymous login
enabled/disabled for the domain, registration via XM PP enabled/disabled for this domain and some more
parameters not specified yet.

The domain add/update command request is of the form:

<iq type="set"
t o="vhost - man@xi sti ng. donai n. cont
i d="aacba" >
<command xm ns="http://jabber. org/protocol /comands"
node="VHOSTS_UPDATE" >
<x xm ns="j abber: x: data" type="subnit">
<field type="text-single"
var =" VHost " >
<val ue>new vi rt. donai n. conx/ val ue>
</field>
<field type="1list-single"
var =" Enabl ed" >
<val ue>t rue</ val ue>
</field>
</ x>
</ comrand>
</ig>

Please note: Character case in the command field variable names does matter.

Upon successful compl etion of the command the server sendsaresponse back to the client with information
of the existing number of virtual hosts on the server:

<iq fron¥"vhost-man@xi sti ng. domai n. cont
type="result"
t o="cnd- sender - adm n@xi sti ng. domai n. cont’
i d="aacba" >
<command xm ns="http://jabber. org/protocol /comands"
st at us="conpl et ed"
node="VHOSTS_ UPDATE" >
<x xm ns="j abber: x: data" type="result">
<field type="fixed" var="Note">
<val ue>Current nunber of VHosts: 124</val ue>
</field>
</ x>
</ comrand>
</ig>

Removing a Virtual Domain From the Server

In order to remove avirtual domain you have to send VHOSTS REMOVE command to the server with
the domain name.

The domain remove command is sent by the client:
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<iq type="set"
t o="vhost - man@xi sti ng. domai n. cont
i d="aacbha">
<command xm ns="http://jabber. org/ protocol /commands
node=" VHOSTS REMOVE" >
<x xm ns="j abber: x: data" type="submt">
<field type="text-single"
var =" VHost " >
<val ue>vi rt - nn. domai n. conx/ val ue>
</field>
</ x>
</ conmand>
<lig>

Upon successful compl etion of the command the server sendsaresponse back to the client with information
of the existing number of virtual hosts on the server:

<iq fron="vhost - man@xi sti ng. domai n. cont
type="result"
t o="cnd- sender - adn n@xi st i ng. domai n. cont'
i d="aacba" >
<command xm ns="http://jabber. org/ protocol /comands"
st at us="conpl et ed"
node="VHOSTS_REMOVE" >
<x xm ns="j abber: x: data" type="result">
<field type="fixed" var="Note">
<val ue>Current nunber of VHosts: 124</val ue>
</field>
</ x>
</ comrand>
</ig>

Virtual Components for the Cluster Mode

Let’s assume you have a cluster installation and you want to include a component in your installation
which doesn’t support the cluster mode yet. If you put it on all nodes as a separate instances they will work
out of sync and overall functionality might be useless. If you put on one node only it will work correctly
but it will be visible to users connected to this one node only.

Ideally you would like to have a mechanism to install it on one node and put some redirections on other
nodes to forward all packets for this component to a node where this component is working. Redirection
on it’'s own is not enough because the component must be visible in service discovery list and must be
visible somehow to users connected to all nodes.

This is where the virtual components are handy. They are visible to users as alocal normal component,
they seem to be areal local component but in fact they just forward all requests/packets to a cluster node
where the real component is working.

Virtual component isavery lightweight ServerComponent implementation in Tigase server. It can pretend
to be any kind of component and can redirect all packetsto agiven address. They can mimic native Tigase
components as well as third-party components connected over external component protocol (XEP-0114).

Configuration is very simple and straightforward, in fact it is very similar to configuration of any Tigase
component. You set areal component name as a name of the component and a virtual component class
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name to load. Let's say we want to deploy MUC component this way. The MUC component isvisible as
muc.domain.our in the installation. Thus the name of the component is: muc

- - conp- name- 1=nuc
--conp-cl ass-1=tigase. cluster. Virtual Conponent

Thisis pretty much all you need to load a virtual component. A few other options are needed to point to
correct destination addresses for packets forwarding and to set correct service discovery parameters.

nmuc/ redi rect -t o=muc @l ust er - node-wi t h-real - muc. donai n. our
muc/ di sco- nane=Mul ti User Chat

nmuc/ di sco- node=

nmuc/ di sco-t ype=t ext

nmuc/ di sco- cat egor y=conf er ence

nmuc/ di sco-f eat ures=http://jabber. org/ protocol / muc

That'sit.

Persisting component’s items configuration

Component configuration can be handled via file-based configuration file (et ¢/ i ni t . properti es)
or via admin ad-hoc commands (either via XMPP client or web AdminUI) and persisting it to database.
However, file-based configuration wasn’t persisted to repository if that was the only method to configure
the server. Version 7.1.4 introduces a way to force persisting items configuration to repository by intro-
ducing Per si st i tem confi gurati on administrative command.

It affects following components:
» VHost Manager (responsible for handling domains available in your installation)

» External Connection Component (responsible for handling outgoing and incomming connections from
external components)

e HTTPAPI - API keys (defines access keysto HTTP API endpoints)

It's possible to execute this command in two ways:

I mportant

Next major version of Tigase XMPP Server - 8.0.0 - changes how configuration is handled fo-
cusing on ad-hoc configuration of Itemsthereforeit’ s essential to persist configuration of repos-
itory items (external component connections, vhosts, http-api keys, etc...) before upgrading to
version 8.0.0!

Persisting items using web AdminUI

To persist items to repository using web AdminUl you should navigate to http://
<machi ne_host nane>: 8080/ adm n/ url. Afterwards open group Conf i gur ati on from the
menu on the left. In the list of commands you should click on:

* Persist APl keys itens configuration tostore HTTP-API component’s api-keys

e Persist itemconfigurati on onall remaining componentswhich configuration items should
be saved.
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After correctly storing items a confirmation screen with Oper ati on successf ul message should
appear.

Persisting items using XMPP Client

XMPP Client supporting service discovery and admin ad-hoc commands should be used. Each client im-
plements user interface related to those functions slightly differently however general idea stays the same
- to persist configuration to the database you should:

connect to the server using admin account (one which credentials match any of the JIDs listed in - -
adm ns= configuration line)

open Service Discovery window, which should list all available components
to store HTTP-API component’ s api-keys you should:

e find HTTP  server i ntegration nmodul e component (it should has address
htt p. <VHost >)

« list available ad-hoc commands (either by double-clicking on it or selecting appropriate option from
context menu)

« select and execute Per si st APl keys itens configurati on command

to persist data of all remaining components:

« find appropriate component:
e VHost Manager (it should has address: vhost - man@VHost >
* Configuration managenent (it should hasaddress: basi c- conf @VHost >
« External conponent (it should has address. ext @VHost >

« list available ad-hoc commands for particular component (either by double-clicking onit or selecting
appropriate option from context menu)

» select and execute Per si st i tem confi guration

After correctly storing items a confirmation screen with Oper at i on successf ul message should
appear.
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Chapter 9. Using Tigase - Applies to All
Tigase Server Versions

This section keeps set of documentswhich apply to all the Tigase server version and contain more generic
or introductory information on general use and features.

» TigaseLog Guide
» Debugging Tigase
» Basic System Checks
* Add and Manage Domains
* Presence Forwarding
» Register Your Own XMPP Domain
» Tigase and PyMSN Transport
e Multiple Session Managers
» Watchdog
e TipsAnd Tricks
1. Runtime Environment Tip
2. Checking Cluster Connections
3. Best Practices for Connecting to Tigase XM PP server From Web Browser
» Command Line Tools
1. Configuration Management Tool
* Scripting Support in Tigase
1. Scripting Introduction - Hello World!
2. Tigase Scripting Version 4.4.x Update for Administrators
3. Tigase and Python Scripting

» Configuration Wizards

Tigase Log Guide

Tigase has multiple levels of logging available to help provide targeted and detailed information on pro-
cesses, components, or traffic. In these documents we will look at where tigase generates logs, what they
contain, and how we can customize them to our needs.

The list of available documents here is presented from the Tigase root directory.
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*/*
der by. | og
install.log

*[etc*
confi g-dunp. properties

*/1 ogs*
tigase.l og. #
tigase.pid

ti gase-consol e. | og

install.log

Thislog fileisabasic list of filesthat are made on install of Tigase server. Although you may not need to
useit, it can provide ahandy list to seeif any files were not written to your hard drive upon installation.

derby.log

If you are using the derby database installed with Tigase installer, this is the startup log for the database
itself. Issues that might be related to the database, can be found in thisfile. Typically, if everything works
okay, it'savery small filewith only 10 lines. It is overwritten on startup of the datbase.

config-dump.properties

The config-dump.properties is dump file of all your properties listed for every option within Tigase and
components. The structure of the log linesis as follows.

nodul enane/ set ti ngf or rodul enane[ Dat a type] =val ue(s)
Lets take the value for admins, listing who is administrator for the server.
basi c- conf/ adni ns[ s] =adm n@ abber. f reehost. org, admi ni strator @ abber.freehost. org,

The admin parameter which isan array of strings noted by the s, has 3 userslisted. NOTE you can lookup
the available Data typesin the init.properties guide.

Thisfileisre-written every time tigase starts.

tigase.log.#

Thetigase.log files are where the mgjority of logging will take place. The rules for writing to these longs
can be manipulated by editing filesin theint.propertiesfile. To see how, see the Debugging Tigase section
of this manual for more details about how to turn on debug logging, and how to manipulate log settings.
Entries to these logs are made in the following format:

2015-08-10 13:09:41.504 [ mai n] Sctipr.init() INFO Initilized script

The format of these logsis below: <timestamp> <thread name> <class>.<method> <log_level>: <mes-
sage> <thread _name>. This can vary - for components it would be <direction>_<int>_<component
name>, for pluginsit will just be the plugin name.

Let’slook at another example from thelog file.
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2015-08-10 12:31:40.893 [in_14 muc] | nMenoryMicRepository. creat eNewRoom() FI NE:

The process ID may sometimes come in a different format such as[ i n_14- nuc] which specifies the
component (muc) along with the process thread identifier (14). As you can see, the format otherwise is
nearly identical.

tigase.log can get very large in size rather quickly reaching it's maximum size. To prevent the loss of
information, we have implemented arotating file system. The server beginswriting to tigase.log.0 when it
isfirst run, and continues to dump information until the log size limit is hit. At this point, Tigase renames
tigase.log.0 astigase.log.1. A new tigase.log.0 will be created, and Tigase will begin logging to thisfile.
Whenthisfileisfull, tigase.log.1 will berenamed tigase.log.2 and tigase.log.0 will berenamed tigase.log.1.
Using this scheme, tigase.log.0 will always be your most recent log.

By default, Tigase has a limit of 10000000 bytes or 10mb with a file rotation of 10 files. Y ou can edit
these values by editing the init.properties guide and adding the following lines.

basi c-conf/1 oggi ng/java. util .l ogging. Fil eHandl er. i m t=20000000
basi c-conf/1 oggi ng/java. util .l oggi ng. Fi | eHandl er. count =15

This code, if entered into the init.properties file increases the size of the files to 15, and enlarges the
maximum size to 20mb. Note the larger the collective log space is, the larger number of sectors on hard
disk are active. Large log blocks may impact system performance.

You may see a tigase.log.0.ick file in the directory while the server is running. This is a temporary file
only and is deleted once Tigase is cleanly shut down.

statistics.log.#

Statistics log will duplicate any information that is related to sending of statistics to Tigase if you are
using an unlicenced copy of Tigase XMPP server. Mainly it will consist output of LicenceChecker. The
numbering logic will be the same astigase.log.# files.

tigase.pid

tigase.pid isafilethat just containsthe Process ID or PID for the current run of Tigase. It isonly valid for
the current or most recent run cycle and is overwritten every time Tigase starts.

tigase-console.log

This file contains information related to Tigase's running environment, and is a dump from the server
itself onwhat is being loaded, when, and if any issues are encountered. It will start by loading Java classes
(consequently making sure the Java environment is present and functioning). Then it will begin loading
the configuration file, and adding default values to settings that have not been customized. Y ou can then
see all the components being loaded, and settings added where default values are needed. Lastly you will
see alog of any plugins that are loaded, and any parameters therein. Y ou may see tags such as INFO or
WARNING in the logs. Although they may contain important information, the program will continue to
operate as normal are not of too great concern.

ERROR flags are issues you will want to pay attention as they may list problems that prevent Tigase or
components from properly functioning.

NOT E Windows does not createthisfile, rather the output is shown in the commandline and is not dumped
to afile.
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If Tigaseis gracefully shut down, tigase-console.log will add statistics from the server’s operation lifein
the following format.

conponent/statistic = val ue
Any component that may have a statistic, whether used or not, will place a value here
Thisfile can be handy if you are tracking issuesin the server.

tigase-console.log is appended during each run session of the server.

Log File Location

Y ou can aso change the location of log filesif you have a specific directory you wish to use. The config-
uration may be made by the following line in your init.propertiesfile:

basi c-conf/1 oggi ng/java. util.logging. Fil eHandl er. pattern=/var/log/tigase/tigase.lo

This setting changes the log file location to /var/log/tigase/ where al log files will be made. Filesin the
original location will be l€ft.

Debuging Tigase

If something goes wrong and you can't find out why it is not working as expected, you might want more
detailed debugging options switched on.

TigaseisaJavaapplication and it uses Javalogging library, this gives you the flexibility to switch logging
on for selected Java packages or even for asingle Javaclass.

Logs files are stored in logs/ directory. tigase-console.log stores basic log data, but is the main log file.
tigase.log.N files keep al the detailed logging entries. So thisis the place where you should look in case
of problems.

The easy way - init.properties file
The easiest way to change logging for Tigase is modifying in init.properies following line:
- - debug=server
Theline above says: "Switch on ALL debug messages for packet: tigase.server”. The tigase.server packet
keeps al it's component’s classes, so it allows you to monitor what is going on in each component, what
packets it receives and what it is sending out.
Usually people want to see what is going on the network level. That is what has been sent and what has
been received by the server - the actual character data. The class which would print all received and sent
character data is: tigase.xmpp.XMPPIOService. To enable al debugging info for this class you have to
modify the debug line:
- - debug=xnpp. XMPPI CSer vi ce

Note, you can skip the tigase. part.

Y ou can a'so have debugging switched on for many packages/classes at the same time;
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- - debug=server, xnmpp. XMPPI CSer vi ce
Other packages you might be interested in are:

* tiagse.io and tigase.net which can print out what is going on avery low level network level including
TLS/SSL stuff.

* tigase.xml would print the XML parser debugging data.

* tigase.cluster would print al the clustering related stuff. So if you have clustered installation you might
be interested in debug settings:

- -debug=server, cl uster
* tigase.xmpp.impl would print logs from all plugins loaded to Tigase server.
This method, however has 2 main disadvantages:

1. You haveto remove your XML config file and regenerate it which might be inconvenient. (only appli-
cable to versions before 5.0.0)

2. You can't set logging this way for classes and packages other than Tigase. This might be a problem if
you include your own code in and load it into the server.

To enable logging for your own packages from packages different than Tigase, you have to use another
option which has been made available for this:

- - debug- packages = your.com package

You can also specify more parameters for the Tigase logging mechanisms like the file size, number of
filesrotated, and location where all Tigase logs are stored. The following lines are some examples of those
filtersusing linesin the init.propertiesfile:

basi c-conf/1 oggi ng/java. util.l ogging. FileHandl er.|imt=100000000

basi c-conf/ 1 oggi ng/java. util.l oggi ng. Fi | eHandl er. count =20
basi c-conf/1 oggi ng/java. util.l ogging. Fil eHandl er. pattern=/var/log/tigase/tigase.lo

The more difficult but more powerful - tigase.xml file (on-
ly applicable to versions before 5.0.0)

If you want to modify debugging settings without regenerating the whole XML config file, you can modify
it yourself by manually adding debug entries. This must be done very carefully or you could break the
XML file and configuration won't work.

Open the XML config file with a good text editor (or XML editor) and find the line;

<node name="| oggi ng" >

Below isalist of al logging settings.

<entry value="INFO' type="String" key=".level"/>

Which says. INFO debug level for al the code which gives you very little debugging information. For
example your init.properties line --debug=server adds one extraline in there:
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<entry val ue="ALL" type="String" key="tigase.server.|level"/>

You can add a similar line changing only "key" attribute. If you need to switch logging on for a specific
class - tigase.xmpp.XMPPIOService for example, add:

<entry value="ALL" type="String" key="tigase.xmpp. XMPPI CSer vi ce. | evel "/>

Y ou can also put there your own package or class hame. After you changed the config file you will have
to restart the server.

Note, don’'t overdose the debugging or your logs will be loaded with usel ess information.

Basic System Checks

Previoudly, a configuration article is available about Linux settings for high load systems. This has a de-
scription of basic settings which are essential to successfully run XMPP service for hundreds or thousands
of online users.

Of course, high load and high traffic systems regquire much more tuning and adjustments. If you use selinux
you have to be careful asit can interfere with the service whileit is under ahigh load. Also some firewall
settings may cause problems as the system may decide it is under a DDOS attack and can start blocking
incoming connections or throttle the traffic.

In any case, there are some basic checks to do every time you deploy XM PP service to make sure it will
function properly. | am trying to keep the article mentioned above up to date and add all the settings and
parameters| discover whileworking with different installations. If you have some suggestions for different
values or different parametersto add, please let me know.

If you want to run a service on afew cluster nodes (5 or even 10), then manually checking every machine
and adjusting these settings is time consuming and it is very easy to forget about.

To overcome this problem | started to work on a shell script which would run all the basic checks and
report problems found. Ideally it should be also able to adjust some parameters for you.

Inside the Tigase server /scripty [https:/projects.tigase.org/projects/tigase-server/repository/revi-
sions/master/show/scripts] repository find a script called machine-check.sh. It performs al the ba
sic checks from the article and also tries to adjust them when necessary. Have a look at
the code [https://projects.tigase.org/projects/tigase-server/repository/revisions/master/entry/scripts/ma-
chine-check.sh] or check it out [https.//projects.tigase.org/projects/tigase-server/repository/changes
scripts/machine-check.sh?rev=master] and run for yourself.

Any comments or suggestions, as usual, are very much appreciated.

Add and Manage Domains

For everybody interested in using our service to host their own XMPP domain we have good news! Y ou
do not have to ask an administrator to add your domain or add users for your domain anymore. Y ou can
do it on your own.

Please note, thisis very new stuff. Something may go wrong or may not be polished. Please report any
problems, notices or suggestions.

Thisisthe guide to walk you through the new functions and describes how to add a new domain and new
users within your domain.
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You can do everything from your XMPP client or you can use our web application that allows you to
connect to the service and execute admin commands. | recommend Psi [http://psi-im.org/] because of its
excellent support for parts of the XM PP protocol which are used for domains and user management. Y ou
may use other clients as well, but we can only offer support and help if you use Psi client.

Secondly, you need an account on the server. Thisisbecause all the commands and features described here
are available to local users only. Therefore, if you do not have a registered domain with us yet, please go
ahead and register an account on the website either the Jabber.Me [http://jabber.me/] or Tigase.IM [http://
www.tigase.im/].

Adding a New Domain

Once you register an account on one of the websites, connect to the XMPP server using the account on
the Psi client. We will be using the following account: green@tigase.im [mailto:green@tigase.im] which
isthis guide.

When you are ready right click on the account namein Psi roster window to bring up context menu. Select
Service Discovery element.

I
Status

" 7green@tigase.im [ (1/1)
“rgreen@tigase.im

5 test [1/1) Mood
Srwhite? Avatar >
r 1 Bookmarks 3

Add a Contact
Service Discovery .,
New Blank Message

XML Console
Modify Account...
Admin

A new windows pops up asin the example on theright. The service discovery window iswhere all the stuff
installed on XM PP service should show up. Most of elements on thelist are well known transports, MUC
and PubSub components. The new stuff on the list, which we are interested in, are 2 elements; VHost
Manager and Session Manager.

298


http://psi-im.org/
http://psi-im.org/
http://jabber.me/
http://jabber.me/
http://www.tigase.im/
http://www.tigase.im/
http://www.tigase.im/
mailto:green@tigase.im
mailto:green@tigase.im

Using Tigase - Appliesto
All Tigase Server Versions

Address: tigase.im ﬂ Node: ﬂ (M

Mame ne Hode
$41 Tigase ver. 5.1.0-b2383 tigase.im
» j4] Jabber.me MySpace Transport myspace.jabber.me
» $¢ Jabber.me QQ Transport qq.jabber.me
» J& Jabber.me AIM Transport aim.jabber.me
» & Jabber.me MSN Transport msn.jabber.me
» $4 Jabber.me XMPP Transport xmpp.jabber.me
» &8 Jabber.me ICQ Transport icg. jabber.me
» Y Jabber.me Yahoo Transport vahoo.jabber.me
» j4 Jabber.me SIMPLE Transport  simple.jabber.me
W VHost Manager vhost-man@tigase.im
B LF Session manager sess=man@tigase.im
» $4 Publish=Subscribe pubsub.tigase.im
» $4 Stanza Receiver srecv.tigase.im
» E2 Multi User Chat muc.tigase.im

[ Auto-browse into objects
W Automatically get item information

|

AL

VHost Manager component in Tigase is responsible for managing and controlling virtual hosts on the
installation. It providesvirtual hostsinformation to all other parts of the system and also allows you to add
new hosts and remove/update existing virtual hosts.

Session Manager component in Tigase is responsible for managing users. In most cases online users but
it can also perform some actions on user repository where al user datais stored.

Select VHost Manager and double click on it. A new windows shows up (might be hidden behind the
service discovery window). The window contains another menu with afew items: Add..., Remove... and
Update... . These arefor adding, removing and updating VVHost information. For now, just select the first
element Add....

ia tre is no ci
oy FL L Add component repo item
cf Remove component repo item g, E

e Update component repo item or r

299



Using Tigase - Appliesto
All Tigase Server Versions

Click Execute and you get anew window where you can enter all of your VHost configuration details. All
fields should be self explanatory. Leave ablank field for Other parametersfor now. Owner isyou, that
is Jabber ID which controls the domain and can change the domain configuration settings or can remove
the domain from the service. Administratorsfield can be left blank or can contain comma separated list
of Jabber IDsfor people who can manage users within the domain. Y ou do not need to add your user name
to thelist as Owners can always manage users for the domain.

YhOst=man@tigase.im

Domain name:
Enabled:

Anonymous enabled

In=band registration

(< (<] (€]

fa]

Max users:
Dther parameters:
Ohwiner: greenftigase.im

Administrators:

sl Previous Mext _ Cancel . Finish |

When you are ready click the Finish button. All done, hopefully. Y ou can get either awindow confirming
everything went well or awindow printing an error messageif something went wrong. What can bewrong?
There are some restrictions | decided to put on the service to prevent abuse. One of the restrictions is the
maximum number of domains a user can register for himself which is 25 right now. Another restriction
isthat the domain which you add must have avalid DNS entry pointing to our service. The XM PP guide
describes al the details about DNS settings. Please refer to these instructions if you need more details.

Adding a New User

Adding a new user process is quite similar, aimost identical to adding a new domain. This time, however
we have to select Session Manager in the service discovery window.
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W
Address: tigase.im =] Node: = (_Browse )

Name o Mode

$41 Tigase ver. 5.1.0-b2383 tigase.im

» $«] Jabber.me MySpace Transport myspace.jabber.me

» t41 Jabber.me QQ Transport gg.jabber.me

E ﬁ Jabber.me AIM Transport aim.jabber.me

» M Jabber.me MSN Transport msn.jabber.me

» $41 Jabber.me XMPP Transport xmpp.jabber.me

> ﬁ Jabber.me ICC Transport icq.jabber.me

» Y Jabber.me Yahoo Transport  yahoo.jabber.me

» $4 Jabber.me SIMPLE Transport  simple.jabber.me

» % VHost Manager vhost-man@tigase.im
W Session manager Se55-mani@tigase.im

» $41 Publish-Sobscribe pubsub.tigase.im
$41 Stanza Receiver srecv.tigase.im

» E5 Multi User Chat muc.tigase.im

__ Auto-browse into objects
EAutnmiticaJIy get item information

i

Doubleclick on the Session Manager and awindow with SM’s commands ist shows up. Right now, there
isonly one command available to domain administrators - Add user. | am going to make available more
commands in the future and | am waiting for your suggestions.

o TR o W e

Execute Command (Sess-mani@tig...

Command: | Add user. «)
| =1 | Ii Cancel j I: Execute :l
A

If you click Execute awindow presented on the left shows up. Fill all fields accordingly and press Finish.
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Adding a User (sess-manj@tigase.im)

Fill ouwt this form to add a user.

The Jabber ID for the account to be added:
The password for this account:
Retype passwaord:

Emall address:

PSi previous ) (_ Next (cancel ) (Finish )

If everything went well you have just added anew user and you should get awindow confirming successful
operation. If something went wrong, awindow with an error message should show up. Possible errors may
be you tried to add a user which is already present, or you may have tried to add a user for a domain to
which you do not have permission or to non-existen domain.

SSL Certificate Management

SSL Certificate Management has been implemented, and certificates can be manipulated when in a.pem
form. For more details, see Creating and Loading the Server Certificate in pem Files section of documen-
tation for more information.

Presence Forwarding

Have you ever thought of displaying your users presence status on the website? Or, maybe, you wanted to
integrate XM PP service with your own system and share not only users' accounts but also presence status?

Not only isit possible but also very simple. Y ou have a new option in the domain control form.
Actualy there are 2 new options:

1. Presence forward address

2. Message forward address - not fully implemented yet

Presence forward address can be any XM PP address. Usually you want it to be a bot address which can
collect your users presence information. Once this option is set to avalid XM PP address Tigase forwards
user’s presence, every time the user changes his status. The presenceis processed normally, of course, and
distributed to all people from the contact list (roster), plusto this special address. It can be a component or
abot. If thisis a bot connecting to a regular XM PP account, M ake sure the presence forward address
containsresource part and the bot is connecting with this resour ce. Otherwise the presence won’t be
delivered to the bot.
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Domain name: test.tigase.org
Enabled: ."n-_"".r
Anonymous enabled: 4

In-band registration:

Max users: 0

Presence forward address: testd{@test.tigase.org/
Message forward address:

Other parameters:

Owner: imin@devel.tigase.org

Administrators:

(= | Previous Next Cancel Finish

Asthe screenshot shows, there are new input lines with option for presence forwarding address and mes-
sage forwarding address. As you can see this option can be specified separately for each domain, so you
can have a different forward address for each domain.

If you have your own Tigase installation, the forwarding address can be also set globally and can be the
same for al domains. However, for this website, we offer this feature to al our users who have own
domains and this can be set on per-domain basis.

Now, the big question. How this can be used? | am attaching bel ow an example code. With just afew lines
of code you can connect a command line bot to the server as a client which would collect all presences
from users. Code below is a simple Groovy script which receives presence packet and displays them on
the console. However, it should be easy enough to store users' presence information in a database and then
load it from aweb application.

303



Using Tigase - Appliesto
All Tigase Server Versions

The bot/client uses our JaX M PP2 [ https://projects.tigase.org/projects/jaxmpp2] library which is available
form our project management system.

Y ou should be able to find afew more code examples on the wiki page.

package j axmppexanpl e

i mport tigase.jaxmpp.core.client.BaredlD

i mport tigase.jaxmpp.core.client.Sessi on(hj ect

i mport tigase.jaxmpp.core.client.exceptions.JaxnppException

i mport tigase.jaxmpp.core.client.observer.Listener

i mport tigase.jaxmpp.core.client.xnpp. modul es. presence. PresenceMdul e

i mport tigase.jaxmpp.core.client.xnpp. modul es. presence. PresenceMdul e. PresenceEven
i mport tigase.jaxnpp.j2se.Jaxnmpp

final Jaxnpp jaxnpp = new Jaxnpp()
j axmpp. get Properties().setUserProperty( SessionObject.USER BARE JI D,

Bar eJI D. bareJl DI nstance( -"test4@est.tigase.org" -) -)
j axmpp. get Properties().setUserProperty(Sessi onCbj ect. RESOURCE, -"presence-collecto
j axmpp. get Properties().setUserProperty( SessionObject.PASSWORD, -"pass" -)
j axmpp. get Modul esManager () . get Modul e( PresenceMdul e. cl ass -). addLi st ener (
Pr esenceModul e. Cont act ChangedPr esence, new Listener() {
public void handl eEvent( PresenceEvent be -) {

def nsg = (be.getStatus() -!= null) -? be.getStatus() -: -"none"
println( -"Presence received:\t" + be.getJid() + -" is now -" + be. get Show()
"M+ meg + -T)" )
-}
-}
)
println( -"Loging in..." -)
j axmpp. | ogi n()

println( -"Waiting for the presence for 10 minutes" -)
Thr ead. sl eep( 10 * 60 * 1000 -)
di sconnect ()

Register Your Own XMPP Domain

Y ou can have XM PP service running in your own domain. The only condition right now is that this must
be a DNS registered domain and DNS must point to the following DNS address: tigase.me. Please note,
do not confuse it with tigase.im domain name.

We recommend to use SRV records as this is required by the XMPP specifications but as some DNS
services do not allow for SRV records yet we do not require SRV records either. If you want to register:
your-domain.tld on our XM PP service make sure that either the command:

$ host your-domain.tld
your -domai n.tld has address 94. 23. 164. 209

displays 94.23.164.209 address or commands:

$ host --t SRV _xnpp-server._tcp.your-domain.tld
_Xnpp-server._tcp.your-domain.tld has SRV record 10 0 5269 tigase. ne.
$ host --t SRV _xnpp-client._tcp.your-domain.tld
_xnpp-client. _tcp.your-domain.tld has SRV record 10 0 5222 tigase. ne.
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display tigase.me DNS name. We strongly recommend not to use the IP address directly however, as if
the service grows too much, it will be much easier for us to migrate and expand it using the DNS name
rather then |P address.

If you want to have MUC and PubSub available under your domain, you have to setup DNS for your
muc.your-domain.tld and pubsub.your-domain.tld domains too.

For MUC:

$ host --t SRV _xnpp-server._tcp.nuc. your-domain.tld
_Xmpp-server. _tcp. muc. your-domain.tld has SRV record 10 0 5269 tigase. ne.
$ host --t SRV _xnpp-client._tcp.nuc.your-domain.tld
_xmpp-client. _tcp.muc.your-domain.tld has SRV record 10 0 5222 tigase. ne.

For PubSub :

$ host --t SRV _xnpp-server._tcp. pubsub. your-domain.tld
_Xnpp-server. _tcp. pubsub. your-domain.tld has SRV record 10 0 5269 tigase. ne.
$ host --t SRV _xmpp-client._tcp. pubsub. your-domain.tld
_xnpp-client. _tcp. pubsub. your-domain.tld has SRV record 10 0 5222 tigase. ne.

Now, how do you register your domain with our service?

There are afew ways. We recommend checking with the Add and Manage Domains section of the docu-
mentation on setting that up. If you cannot or don't want to do it on your own, the way described in the
guide please send us a message, either via XM PP to admin@tigase.im [mailto:admin@tigase.im] or the
contact form requesting new domain. User registration is available viain-band registration protocol. Y ou
can also specify whether you want to alow anonymous authentication to be avail able for your domain and
you can specify maximum number of users for your domain.

Any comments or suggestions are very welcomed.

Tigase and PyMSN-t Transport

Any XMPP server and any transport can connect with each other through an external component protocol
(XEP-0114 [http://mww.xmpp.org/extensions/xep-0114.html]). So all you need to do is to correctly pre-
pare configuration for this protocol on both sides.

Continue reading to learn how to setup Tigase and PyMSN for working together ...
There are afew basic parameters to set for this protocol:

e PORT number - thisis a standard thing for any TCP/IP connection. Usually the port number should
be above 1024 and for PyM SN-t transport it is usually 5347.

» |Paddress- again, astandard thing for any TCP/IP connection. If both applications- XM PP server and
transport run on the same machine the | P address should be 127.0.0.1.

» SECRET - thisiskind of connection password. Transport connects to the XM PP server and authenti-
cates itself using this password. So no other unauthorized transport can connect to the XMPP server.
For now lets use the password secr et.

e Transport ID-isan|D in XMPP network. Let’s say we want to setup transport for M SN for the server
tigase.org. Transport ID can be: msn.tigase.org. It could be also: anything.tigase.org but this name
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while still valid would be confusing for users and my suggestion is to avoid confusing names. Note!
Transport ID should resolve to correct | P address. For your tests you can add the ID to /etc/hostsfile.

Hereisside by side configuration for both applications. PyM SN-t and Tigase to make them work together.
Both services are setup with the hostname test-d. To make sure both test-d and msn.test-d resolve to
correct | P address an entry to the /etc/hosts file is added:

## In your case the | P address should be probably different.
192.168. 0. 13 test-d nsn.test-d

Tigase server connects to MySQL database (or built-in XMLBD for simpler configuration variant).

| am not going to setup PyM SN-t to run in background as a system service. Thisis specific to the system
you use and is covered in transport documentation and your operating system. Most systems have their
own scripts to start services so | would recommend to use them. Here howeevr, it isrun in the foreground
with full logging switched on to the console to make it easier track what happens.

PyMSN-t - /etc/jabber/pymsn-t.xml file

<pymsnt >
<l-- The JabberID of the transport --->
<jid>men.test-d</jid>
<l-- The public I P or DNS nane of the nachine
the transport is running on --->
<host >t est - d</ host >
<l-- The location of the PIDfile, relative

to the PyMSNt directory --->
<pi d>/ var/run/jabber/ pynmsn-t. pi d</ pi d>

<l-- If set, the transport will background
itself when run, we don't want to do this right
now. --->

<l-- <background/> --->

<l-- The I P address of the main XMPP server
to connect to --->

<mai nServer >127. 0. 0. 1</ mai nSer ver >

<l-- The TCP port to connect to the XMPP
server on (this is the default for Jabberd2) --->

<port >5347</ port >

<l-- The authentication token to use when
connecting to the XMPP server --->

<secret >secret </ secret>

<l ang>en</ | ang>

<website>http://test-d/ </ website>

<al | owRegi ster/ >

<get Al | Avat ars/ >

<l-- Please give the port to listen for XWPP
socks5 transfers on. Note the standard port numnber
set here is <strong>8010</strong>. This port
however is in use on nmy machine so this is why
I had to set it to different value.-->

<ft Jabber Port >8014</ f t Jabber Port >

<adm ns>
<jid>tus@est-d</jid>

</ adm ns>
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<l-- The | oggi ng | evel
0 --> No | ogging
1 --> Log tracebacks
2 --> Log tracebacks, warnings and errors
3 --> Log everything --->
<debuglLevel >3</ debugLevel >

<l-- The file to log to. Leave this disabled
for stdout --->
<l-- <debugFi |l e>debug. | og</ debugFil e> --->
</ pynsnt >

PyMSN-t - run command

python -/usr/lib/python2. 4/site-packages/ pynmsn-t/pymsn-t.py \
--c -/etc/jabber/pymsn-t.xn

Note! the full path to PyMSN-t config fileisimportant.

PyMSN-t - expected output

A few last lines should | ook I|ike:
[ 2007-05-07 13:00:39] Starting factory
<tw st ed. xi sh. xnm stream Xnl St reanfact ory
i nstance at Oxb7ce80ac>
[ 2007-05-07 13:00:39] <twi sted.internet.tcp.Connector
i nstance at Oxb7ceb24c> will retry in 2 seconds
[ 2007-05-07 13:00:39] Stopping factory
<tw st ed. xi sh. xnm stream Xnl St reanfact ory
i nstance at Oxb7ce80ac>
[ 2007-05-07 13:00:41] Starting factory
<tw st ed. xi sh. xm stream Xnl St reanfact ory
i nstance at Oxb7ce80ac>
[ 2007-05-07 13:00:41] <twi sted.internet.tcp.Connector
i nstance at Oxb7ceb24c> will retry in 5 seconds
[ 2007-05-07 13:00:41] Stopping factory
<tw st ed. xi sh. xm stream Xnl St reanfact ory
i nstance at Oxb7ce80ac>
[ 2007-05-07 13:00:46] Starting factory
<tw st ed. xi sh. xnm stream Xnl St reanfact ory
i nstance at Oxb7ce80ac>
[ 2007-05-07 13:00:46] <twi sted.internet.tcp.Connector
i nstance at Oxb7ceb24c> will retry in 15 seconds
[ 2007-05-07 13:00:46] Stopping factory
<tw st ed. xi sh. xnm stream Xnl St reanfact ory
i nstance at Oxb7ce80ac>

And PyMSN should continue to print lines until it successfully connects to the Tigase server. When that
happens, the following lines should be printed:

[ 2007-05-07 13:29:04] Starting factory
<tw st ed. xi sh. xml stream Xm St reanfactory i nstance at Oxb7cf00ac>
[ 2007-05-07 13:29:04] INFO -:: ~-:: -:: conponent Connected
-:: PyTransport -:: {'xmstream: <tw sted.xish.xm stream Xnl Stream
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i nstance at Oxb7dOfeac>, -'self': -'instance'}

Tigase - etc/tigase.conf file

You may consider removing the last 2 lines from TIGASE_OPTIONS variable to avoid using MySQL
for now. Tigase will then use internal XMLDB which doesn’t need any special setup. (Just remember to
leave closing double quotes...)

ENC="-Df i | e. encodi ng=UTF-8 - - Dsun. j nu. encodi ng=UTF- 8"
DRvV="- D dbc. dri vers=com nysql . j dbc. Dri ver"

CLASSPATH="${ CLASSPATH} : | i bs/j dbc-nysql .jar"

JAVA OPTI ONS="${ ENC} ${DRV} --server --XmslOOM --Xmx100M -"
Tl GASE_CONFI G="et c/ti gase-nysql . xm "

## Al TI GASE _OPTIONS settings nust be in single line

## They are split to nake them nore readabl e

Tl GASE_OPTI ONS="--gen-config-all ---admins \"tus@est-d\"
---virt-hosts test-d, | ocal host ---debug server
---ext-conp \"test-d, men.test-d, 5347, secret, pl ain, accept\"
---user-db nysql ---user-db-uri

\"jdbc:nysql://1ocal host/tigase?user=ti gase&asswor d=nypass\" -"

Tigase - run command

.Ibin/tigase.sh start etc/tigase.conf

Tigase - expected output

Two

To see the log output from Tigase server execute following command:
tail --f logs/tigase-console.log
After transport connects to Tigase server you should see lines like:

2007- 05-07 12:29:05
Conponent Connect i onManager . pr ocessHandshake() FI NE:
Connected to: nsn.test-d

2007- 05-07 12:29:05
Conponent Connect i onManager . updat eSer vi ceDi scovery()
FI NEST: Modi fing service-di scovery info:
<i tem name=" XEP- 0114 connect ed"
jid="msn.test-d"/>

Note! Therewasabug inthejabber:iqg:register plugin which caused problems when registering account
in transport. Please use build 432 or later.

or More SessionManagers

In the most cases just one SessionManager object is used for Tigase server installation. A single SM can
handle multiple virtual domains with separate SSL certificates for each domain.

Sometimes, however you need a different configuration for each domain. For example, if you wish to use
a separate database for a selected domain or you need a different set of plugins for each domain. For one
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domain you might want to allow user registration via XMPP and for another you might want to disable
this feature. In this case you need to |oad more than one session manager.

For Tigase, thisis not aproblem. Y ou just need to add another component in the configuration and adjust
default settings.

The question is now how does Tigase server know which session manager it has to forward packets re-
ceived from the network? Keep in mind, there is only one component responsible for handling client con-
nections. So it needs to know which session manager isthe receiver for certain packets. Of course you can
set domain namesin session manager too, but that may not be enough. Tigase server supports cluster mode
configuration where session manager can be run on a separate machine. So packet routings rules cannot be
controlled by just the domain name. Therefore client connection manager (c2s) must know which session
manager is responsible for handling the packet received from the network.

To solve the problem ar outing concept has been introduced. Y ou can define packet routings based on the
domain name set during XM PP stream initialization. Each time the c2s component receives packet from
the network it tries to resolve destination component for the packet based on the current routings table.
If you look in you server XML configuration file and search for ¢2s configuration section you can find
routing node. Default configuration for the routing table is quite smple, just asingle regular expression:

<node nane="routings">
<map>
<entry key=".+" type="String" val ue="sess-nman%0ti gase.org"/>
<entry key="nulti-node" type="Bool ean" val ue="true"/>
</ map>
</ node>

Asyou can seethisrouting table forwards all packets to a single destination - the session manager located
on the tigase.or g server.

Now let's say we have two session managers, each of them is responsible for a separate
domain.sm1@tigase.org handling requests for tigase.org and sm2@tigase.net handling requests for do-
main tigase.net. The modifications to the configuration to properly spread the traffic between the two
session managers would look like this:

<node nane="routi ngs">
<map>
<entry key="tigase.org" type="String" val ue="snl%0ti gase.org"/>
<entry key="tigase.net" type="String" val ue="snR2%0ti gase. net"/>
<entry key="nulti-node" type="Bool ean" val ue="true"/>
</ map>
</ node>

Please remember that a key is a regular expression in Java style: Pattern.ntml [http://java.sun.com/
j2se/1.4.2/docs/api/javalutil/regex/Pattern.html]. Y ou can match more than a single domain with the key,
for example: tigase.+ to match all domains starting with tigase. The expression, however won't match
domain: xmpp.tigase.org. To match this domain the expression would need to be: .+tigase.+.

Watchdog

Tigase' s Watchdog was implemented to help Tigase close connections that have become stale or inactive.
Sometimes the connection is delayed, maybe dropped packets, or a service interruption. After a time,
if that connection is re-established, both server and client (or server and server) will continue on as if
nothing happened. However, these gaps in connection can last longer, and some installations will rely on
the operating system to detect and close stale connections. Some operating systems or environments can
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take up to 2 hours or more to determine whether a connection is bad and wait for aresponse from aforeign
entity and may not be configured. This can not only slow down performance, but can lead to security
issues as well. To solve this problem, we have introduced Watchdog to monitor connections independent
of operating system and environments to keep those broken connections from becoming a problem.

Setup

No extra setup is necessary, Watchdog is already included with your build of Tigase (aslong asit’'s 7.1.0
or newer). Follow the steps in the configuration section.

Watchdog Configuration

To configure watchdog, the following lines need to be present or edited in init.propertiesfile:

- -wat chdog_ti meout =70000
- -wat chdog_del ay=60000
- -wat chdog_pi ng_t ype=xnpp

The three settings are as follows: - --watchdog_timeout=70000 This setting sets the amount of
time that watchdog will consider before it determines a connection may be stale. This setting sets
the timeout at 70000ms or 70 seconds. - --watchdog delay=60000 This setting sets how often the
watchdog should conduct the check, current setting sets the delay at 60000ms or 60 seconds. - --
watchdog_ping_type=whitespace This setting determinesthetype of ping sent to componentswhen watch-
dog istesting for activity.

Y oumay, if you choose, to specify individual watchdog settingsfor specific components by adding themto
the component settings, for exampleif wewanted to change the Client2Server settingsto includewatchdog,
use the following lines in init.properties;

c2s/ wat chdog_ti neout =3000
c2s/ wat chdog_del ay=1500

If any settings are not set, the global or settings will be used. watchdog_delay default is set to 10 min
watchdog_ping_type default is set to xmpp

Logic

Watchdog comparesit’s own pings, and records the time it takes for around trip to different components,
clustered connections, and if one variable is larger than the other, watchdog will commence closing that
stale connection. Here is a breakdown:

1. A check is performed of a connection(s) on every watchdog_delay interval.
2. During this check two things occur

« If the last transfer time exceeds max-inactivity-time a stop service command is given to terminate
and broadcast unavailable presence.

« If the last transfer time is lower than max-inactivity-time but exceeds watchdog_timeout watch-
dog will try to send a ping (of watchdog_ping_type). This ping may be one of two varieties (set in
init.properties)

» whitespace ping which will yield the time of the last data transfer in any direction.

« xmpp ping which will yield the time of the last received xmpp stanza.
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3. If the 2nd option is true, the connection will remain open, and another check will begin after the
watchdog_delay time has expired.

For example, lets draw this out and get a visual representation

This line represents how often the check is performed. Each - is 10 seconds, so the check is done every
60 seconds (watchdog_delay=60000)

The following line represents the logic, with settings set at: watchdog_timeout=120000 | +c2/max-inac-
tivity-time[L]=180000 (timeout at 120 seconds and max inactivity timeout at 180 seconds)

1 - 20 seconds - at this point "last transfer" or "last received" time is updated. 2 - 60 seconds - watchdog
runs - it check the connection and says "ok, last client transfer was 20s ago - but it's lower than both
inactivity (so don't disconnect) and timeout (so don't send ping). 3 - 120 seconds - 2nd check - last transfer
was 100s ago - till lower than both values - do nothing. 4 - 180 seconds - 3rd check - last transfer was 160s
ago - lower than inactivity but greater than delay - ping it sent. 5 - 240 seconds - 4th check - last transfer
was 220s ago - client still has not responded, watchdog compares idle time to max-inactivity-timeout and
findsthat it is greater, connection is terminated.

It is possible that the connection is broken, and could be detected during the sending of a ping and the
connection would be severed at step 4 instead of waiting for step 5. NOTE This MAY cause VM to
throw an exception.

NOTE: Global settings may not beideal for every setup. Since each component hasits own settings
for max-inactivity-time you may find it necessary to design custom watchdog settings, or edit the
inactivity times to better suit your needs. Below is a short list of components with thier default
settings:

bosh/ max-inactivity-tinme[L]=600
c2s/ max-inactivity-tinme[L] =86400

cl -conmp/ max-inactivity-tine[L]=180
s2s/ max-inactivity-tinme[L] =900
ws2s/ max-i nactivity-tinme[L] =86400

Again remember, for Watchdog to properly work, the max-inactivity-time MUST be longer than the
watchdog_timeout setting

Testing

Thetigase.log.0 file can reveal some information about watchdog and how it isworking (or how it might
be fighting your settings). To do so, enter the following line into your init.propertiesfile:

- -debug=server, xnpp.init

This will set debug mode for your log, and enable some more information about what Tigase is doing.
These logs are truncated for simplicity. Lets look at the above scenario in terms of the logs:
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Tips

Stage Two 2015-10-16 08:00:00.000 [Watchdog - c2g] Connec-
tionM anager$Watchdog$1.check() FINEST: Testing service: c2s@xmpp.domain.com
[mailto:c2s@xmpp.domain.com]/192.168.0.150 5222 192.168.0.201 50368, type: accept, Socket: TLS:
c2s@xmpp.domain.com  [mailto:c2s@xmpp.domain.com]/192.168.0.150 5222 192.168.0.201 50368
Socket[addr=/192.168.0.201,port=50368,| ocal port=5222], jid: user @xmpp.domain.org
[mailto;user@xmpp.domain.org]/mobile, sincel astTransfer: 20,000, maxInactivity Time: 180,000, watch-
dogTimeout: 120,000, watchdogDelay: 60,000, watchdogPingType: XM PP

Stage Three 2015-10-16 08:01:00.000 [Watchdog - c2g Connec-
tionM anager$Watchdog$1.check() FINEST: Testing service: c2s@xmpp.domain.com
[mailto:c2s@xmpp.domain.com]/192.168.0.150 5222 192.168.0.201 50368, type: accept, Socket: TLS:
c2s@xmpp.domain.com  [mailto:c2s@xmpp.domain.com]/192.168.0.150 5222 192.168.0.201 50368
Socket[addr=/192.168.0.201, port=50368,| ocal port=5222], jid: user@xmpp.domain.org
[mailto:user@xmpp.domain.org]/mobile, sincelLastTransfer: 100,000, maxInactivityTime: 180,000,
watchdogTimeout: 120,000, watchdogDelay: 60,000, watchdogPingType: XMPP

Stage Four 2015-10-16 08:02:00.000 [Watchdog - c2g] Connec-
tionManager$Watchdog$1.check() FINEST: Testing service: c2s@xmpp.domain.com
[mailto:c2s@xmpp.domain.com]/192.168.0.150 5222 192.168.0.201 50368, type: accept, Socket: TLS:
c2s@xmpp.domain.com  [mailto:c2s@xmpp.domain.com]/192.168.0.150 5222 192.168.0.201 50368
Socket[addr=/192.168.0.201,port=50368,| ocal port=5222], jid: user@xmpp.domain.org
[mailto:user@xmpp.domain.org]/mobile, sinceLastTransfer: 160,000, maxInactivityTime: 180,000,
watchdogTimeout: 120,000, watchdogDelay: 60,000, watchdogPingType: XMPP 2015-10-16
08:02:00.697 [Watchdog - c2s] ConnectionM anager$Watchdog$l.check() FINEST:
c2s@xmpp.domain.com [mailto:c2s@xmpp.domain.com]/192.168.0.150_5222_192.168.0.201_50368,
type: accept, Socket: TLS: c2s@xmpp.domain.com
[mailto:c2s@xmpp.domain.com]/192.168.0.150_5222_192.168.0.201_50368
Socket[addr=/192.168.0.201,port=50368,| ocal port=5222], jid: user@xmpp.domain.org
[mailto:user@xmpp.domain.org]/mobile, sending XMPP ping from=null, to=null,
DATA=<iq from="xmpp.domain.com" id="tigase-ping" to="user@xmpp.domain.com
[mailto:user @xmpp.domain.com]/mobile" type="get"><ping xmlns="urn:xmpp:ping"/></ig>,
SIZE=134, XMLNS=null, PRIORITY=NORMAL, PERMISSION=NONE, TY PE=get

Stage Five 2015-10-16 08:03:00.000 [Watchdog - c2s] Connec-
tionManager$Watchdog$1.check() FINEST: Testing service: c2s@xmpp.domain.com
[mailto:c2s@xmpp.domain.com]/192.168.0.150_5222_192.168.0.201_50368, type: accept, Socket: TLS:
c2s@xmpp.domain.com  [mailto:c2s@xmpp.domain.com]/192.168.0.150 5222 192.168.0.201_50368
Socket[addr=/192.168.0.201,port=50368, ocal port=5222], jid: user@xmpp.domain.org
[mailto:user@xmpp.domain.org]/mobile, sinceLastTransfer: 100,000, maxInactivityTime: 180,000,
watchdogTimeout: 120,000, watchdogDelay: 60,000, watchdogPingType: XMPP 2015-10-16
08:03:00.248 [pool-20-thread-6]  ConnectionManager.serviceStopped() FINER: Connection
stopped:  c2s@xmpp./domain.com/192.168.0.150 5222 192.168.0.201 50368, type: accept, Sock-
et: TLS: c2s@lenovo-z585/192.168.0.150_5222 192.168.0.201_50368 Socket[unconnected], jid:
user@xmpp.domain.com [mailto: user@xmpp.domain.com] 2015-10-16 08:03:00.248 [ pool-20-thread-6]
ClientConnectionManager. xmppStreamClosed() FINER: Stream closed: c2s@xmpp.domain.com
[mailto:c2s@xmpp.domain.com]/192.168.0.150_5222_192.168.0.201_50368

and Tricks

The section contains some short tricks and tips helping in different kinds of issues related to the server
administration and maintenance.

* Runtime Environment Tip

» Best Practices for Connecting to Tigase XM PP server From Web Browser
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Tigase Tip: Checking the Runtime Environment

It has happened recently that we have tried very hard to fix afew annoying problems on one of the Tigase
installations. Whatever we did, the problem still existed after uploading a new version and restarting the
server. It worked finein our development environment and it just didn’t on the target system.

It turned out that due to specific environment settings on the target system, an old version of Tigase serv-
er was always started regardless of what updates uploaded. We finally located the problem by noticing
that the logs were not being generated in the proper locations. This led us to finding the issue: improper
environment settings.

The best way to check all the environment settings used to start the Tigase server is to use..... check
command line parameter:

./scripts/tigase.sh check etc/tigase. conf
Checki ng argunments to Ti gase

TI GASE_HOMVE = -.

TI GASE_JAR = jars/tigase-server.jar

Tl GASE_PARAMS = etc/tigase. conf

TI GASE_CONFI G = etc/tigase. xm

TI GASE_RUN = tigase.server. XMPPServer --c etc/tigase.xm ---property-file etc/init
TIGASE_PID = -./logs/tigase.pid

TI GASE_OPTIONS = ---property-file etc/init.properties

JAVA OPTIONS = --Dfil e. encodi ng=UTF-8 --Dsun. j nu. encodi ng=UTF-8 \

--Djdbc. drivers=com nysql . jdbc. Driver:org. postgresql.Driver \
--server --Xns100M - - Xmx200M - - XX: Per n5i ze=32m - - XX: MaxPer n5i ze=256m

JAVA = -/ SysteniLibrary/ Framewor ks/ JavaVM f r amewor k/ Ver si ons/ 1. 6/ Honme/ bi n/ j ava

JAVA C\VD =

CLASSPATH = -./jars/tigase-server.jar:./libs/jdbc-nmysql.jar:./libs/jdbc-postgresql
-./libs/tigase-extras.jar:./libs/tigase-muc.jar:./libs/tigase-pubsub.jar:\
-./libs/tigase-utils.jar:./libs/tigase-xmtools.jar

TI GASE_CMVD = -/ Systent Li brary/ Franewor ks/ JavaVM f r amewor k/ Ver si ons/ 1. 6/ Hone/ bin/j a
--Dfil e.encodi ng=UTF-8 --Dsun. j nu. encodi ng=UTF-8 \
--Djdbc. drivers=com nysql . jdbc. Driver:org. postgresql.Driver \
--server --Xns1l00M - - Xmx200M - - XX: Per n5i ze=32m - - XX: MaxPer n5i ze=256m \
--cp -./jars/tigase-server.jar:./libs/jdbc-nysql.jar:./1ibs/jdbc-postgresqgl.ja
-./libs/tigase-extras.jar:./libs/tigase-muc.jar:./libs/tigase-pubsub.jar:\
-./libs/tigase-utils.jar:./libs/tigase-xmtools.jar tigase.server.XMPPServer \
--c etc/tigase.xm ---property-file etc/init.properties

TI GASE_CONSOLE _LOG = -./l ogs/ti gase-consol e. | og

Inour case TIGASE_HOME was set to afixed location pointing to an old version of the server files. The
quick check command may be areal time saver.

Best Practices for Connecting to Tigase XMPP server From Web
Browser

Currently we have 2 ways to connect to Tigase XM PP Server from web browsers:

1. BOSH (Bidirectional-streams Over Synchronous HTTP)

2. WebSocket (XMPP over WebSocket)

Y ouwill find moreinformations about these waysfor connecting to Tigase XM PP Server with some useful
tips below.
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BOSH

BOSH protocol specified in XEP-0124 [http://xmpp.org/extensions/xep-0124.html] is one of first proto-
cols defined to allow to establish XM PP connection to XM PP servers from web browsers due to this pro-
tocol being widely supported and used. It isalso easy to usein single server mode. It’ s enabled by default
in Tigase XMPP Server and available at port 5280.

In clustered mode we can deploy it with load balancer deployed with guarantees that each BOSH connec-
tion from web browser will be forwarded to same Tigase XMPP Server instance. So in clustered mode
if we have two XMPP server t1 and t2 which are hosting domain example.com we would need to have
load balancer which will respond for HT TP request to domain example.com and forward all requests from
same | P address to same node of a cluster (i.e. al request from 192.168.122.32 should be forwarded al-
ways to node t1.

Tip #1 - BOSH in Cluster Mode Without Load Balancer

There is dso away to use BOSH without load balancer enabled. In this case the XMPP client needs to
have morelogic and knowledge about all available cluster nodes (with names of nodeswhich will identify
particular cluster nodes from internet). Using this knowledge XM PP client should select one random node
from list of available nodes and always establish BOSH connections to this particular node. In case if
BOSH connection fails due to network connection issues, the XMPP client should randomly pick other
node from list of rest of available nodes.

Solution:

Tigase XMPP Server by default provides server side solution for this issue by sending additional host
attribute in body element of BOSH response. Asvalue of this attribute Tigase XM PP Server sends domain
name of server cluster node to which client connected and to which next connections of this session should
be opened. It is possible to disable this custom feature by addition of of following lineto etc/init.properties
config file:

bosh/send-node-hostname[ B]=false
Example:

We have servers tl.example.com and t2.example.com which are nodes of a cluster hosting domain
example.com. Web client retrieves|list of cluster nodes from web server and then when it needs to connect
to the XM PP server it picks random host from list of retrieved cluster nodes (i.e. t2.example.com) and tries
to connect using BOSH protocol to host t2.example.com but it should send example.com as name of the
server it tries to connect to (example.com should be value of to attribute of XM PP stream).

WebSocket

WebSocket protocol is newly standardized protocol which is supported by many of current versions of
browsers. Currently thereisadraft of protocol draft-ietf-xmpp-websocket-00 [https.//datatracker.ietf.org/
doc/draft-ietf-xmpp-websocket/] which describes usage of WebSocket to connect to XM PP servers. Tigase
XMPP Server implementation of WebSocket protocol to connect to XMPP server is very close to this
draft of this specification. By default Tigase XM PP Server has XM PP-over-WebhSocket protocol enabled
without encryption on port 5290. To use this protocol you need to use library which supports X M PP-ober-
WebSocket protocol.

Tip #1 - Encrypted WebSocket Connection

It is possible to enable encrypted WebSocket connection in Tigase XMPP Server. To do this you need to
add following lines to etc/init.properties config file:
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ws2s/ connections/ ports[i]=5290, 5291
ws2s/ connect i ons/ 5291/ socket =pl ai n
ws2s/ connect i ons/ 5291/t ype=accept
ws2s/ connecti ons/ 5290/ socket =ssl
ws2s/ connect i ons/ 5290/ t ype=accept

In this example we enabled WebSocket endpoint on port 5290 allowing unencrypted connections, and
encrypted WebSocket endpoint on port 5291. As thisis TLS/SSL connection (no STARTTLYS) it uses
default certificateinstalled in Tigase XM PP Server instance. Thiscertificateislocated in certs/default.pem.

NOTE Thereisno default configuration for non-default ports. All ports outside 443 MUST be configured.

Tip #2 - Encrypted WebSocket Connection - Dealing With Multiple VHosts

Asmentioned in Tip #1 WebSocket endpoint isplain TLS/SSL port, so it always serves default certificate
for Tigase XMPP Server instance. That is ok if we are hosting single domain and if default certificate
matches matches our domain. But If we host multiple domain we cannot use wss.//examplel.com:5291/
connection URL, if our default certificateisfor domain example2.com. In thissituation it isrecommended
to use the default certificate for the domain under which the server is accessible from the internet. This
domain should identify this server, so this domain would not point to two nodes of a cluster. After we
deploy separate certificate for each of cluster nodes, we should follow sametip as Tip #1 for BOSH. Our
web-based XM PP client should have knowledge about each node of acluster and when it needs to connect
it should randomly select one node from list of available cluster nodes and try to connect using connection
URL that would contain name of server under which it can be identified from internet.

Example:

We have servers tl.examplel.com and t2.examplel.com which are nodes of a cluster in hosting domain
example2.com. Each of our nodes containsdefault SSL certificate with domain names matching the cluster
node. Web client retrieves list of cluster nodes from web server and then when it needs to connect to
XMPP server it picks random host from list of retrieved cluster nodes (i.e. t2.examplel.com) and tries to
connect using WebSocket encrypted protocol to host t2.examplel.com using the following URL: wss://
t2.examplel.com:5291/. Upon connection the client should still send example2.com as name of server to
which it tries to connect (example2.com should be value of to attribute of XM PP stream). Thiswill allow
browser to validate certificate as it will be for the same domain to which browser connects, and it will
allow XMPP client to connect to domain example2.com, which is one of hosted vhosts.

Command Line Admin Tools

Two command line tools have been created to make it easier to manage server configurations and user
repositories.

Configuration tool allowsto look at configuration settings and modify parameters. It takes care of proper
parameters types and encoding.

Repository management tool allows to print repository content for al or for selected users. Modify repos-
itory data, add, delete users and copy data from one repository to another.

This guide describe how to efficiently use command line tools which are available for user repository and
configuration management.

These 2 command line tools for managing configuration and repository are:

1. config.sh [https://projects.tigase.org/projects/tigase-server/repository/changes/scripts/config.sh]  for
configuration management.
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2. repo.sh [https://projects.tigase.org/proj ects/tigase-server/repository/changes/scripts/repo.sh] for repos-
itory management.

Both scripts call class from Tigase package. If you run any of those script with -h parameter you will get
help screen describing al available parameters.

| will not concentrate on that help information which is easily accessible anyway. This guide will focus
on particular use cases. So it will answer the question: "How to do use the tool ?".

Configuration Management Tool

The configuration tool allows a user to look at configuration settings and modify parameters.

First, an answer to the question: "Why use this configuration tool instead of directly, manually editing
the config file?"

There are a couple of reasons why you should NOT manually edit configuration file and use the tool
instead to modify settings:

1. Configuration is kept in XML file which can be easily broken if not edited carefully. The tool takes
care of creating valid XML configuration file for you. So you can focus on your task - setting proper
parameters for your server.

2. Configuration values are kept UUENcoded in the config file. If you edit file manually you have to take
care of proper encoding of special characters. The tool presents parameters to you in decoded form
which is easy to read and can accept all settings also in decoded form which is easier for you to write.
Then when writing your parameters to configuration file settings are automatically encoded to correct
form.

3. Data in configuration file have TYPES. That is some parameters are expected to be Strings other
are expected to be Integers, Booleans or arrays keeping data in any of that type. If data type is set
incorrectly then Tigase may have problems with reading configuration data. The configuration tool
takes care of proper datatypesin configuration file.

Configuration management tool is a Java class - tigase.conf.Configurator [http://server.tigase.org/brows-
er/trunk/src/tigase/conf/Configurator.javal. To make it easier to use this class there is also shell script
available - config.sh [http://server.tigase.org/browser/trunk/scripts/config.sh].

First thing you can do is running the script with -h parameter:
./scripts/config.sh --h
In response you get description of al available parameters:

Par anet ers:

--h this hel p nessage

--c file configuration file

--key key node/ key for the value to set

--val ue val ue value to set in configuration file

--set set given value for given key

--add add given value to the values list for given key

--print print content of all configuration settings or of given node/key
--f force creation of the new property -- dangerous option..
Sanpl es:

Setting adm n account -- overwiting any previous val ue(s)

$ -./scripts/config.sh --c tigase-config.xm --print --set --key session_1/adm ns
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Addi ng next adm n account | eaving old val ue(s)
$ -./scripts/config.sh --c tigase-config.xm --print --add --key session_1/adm ns

Note: adding --print option is useful always, even with --set or --add
option as it prints set value afterwards.

Let’ sassume configuration for your server islocated in tigase-config.xml file. So the first thing you need
to set when calling the tool islocation of the configuration file.

Scripting support in Tigase

Tigase server supports scripting languages in versions 4.3.1 and higher. These pages describe this feature
in details how to create new scripts, upload them to the server, and execute them. The guide a so contains
API description with code examples.

PLEASE NOTE Tigase server is known for it very low memory consumption and successfully runs
with less then 10MB of RAM memory. However adding scripting support for any non-standard (default)
language to Tigase server significantly increases memory requirements for the installation. Y ou cannot
expect Tigase server to run on 10MB RAM system if you enabled Python, Scalaor any other non-standard
language.

Scripting Introduction - Hello World!

This document is the first in a series describing scripting support in the Tigase server showing how to
load, install, update and call a script. It contains also an introduction to the scripting APl with the first
"Hello world!" example.

Since Tigase version 4.3.1 the server supports scripting for administrator commands as well as standard
commands.

In theory many different languages can be used to write scripts and the only requirement is that support
JSR-223 [http://www.jcp.org/en/jsr/detail 7id=223] for the languageisinstalled. More detail s can be found
on the Java scripting project site [https://scripting.dev.java.net/].

In practice some languages are better supported than others, at the moment we recommend Groovy [http://
groovy.codehaus.org/]. However the following languages are a so confirmed to be working: Scala[http://
www.scala-lang.org/], Python [http://www.python.org/] and Ruby [http://www.ruby-lang.org/en/]. The
Tigase SVN [https://projects.tigase.org/projects/tigase-server/repository/revisions/master/show/src/main]
contains a few examples for these languages.

Please note, the default Tigase installation contains only libraries for Groovy. Adding support for adiffer-
ent language is as simple as copying afew JAR files to the Tigase libs/ directory.
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All the examples presented in this guide are also available as ready to use scriptsin the Tigase SVN repos-
itory in directory: src/main/groovy/tigase/admin [https://projects.tigase.org/proj ects/tigase-server/reposi-

tory/revisions/master/show/src/main/groovy/tigase/admin].

The scripting utilizes only standard XM PP extensions and is by no means specific to any particular solu-
tion. We use and prefer Psi client. The whole guide and all the screen-shots are created using Psi client.
You can, however, use any other client which supports these extensions as well. As the whole thing is
based on the service discovery and ad-hoc commands you need a XM PP client with a good support for

both features.

To follow the guide and run all the examples you need will need to have installed Tigase server version

4.3.1 or newer and you have to connect to the server as administrator.

Loading Script at Run Time

All the scripting stuff isusually based on the service discovery and ad-hoc commandsin the Tigase server.

Psi: Service Discovery

i ngasemg ST T T l] i
Marme

j4iTigase ver. 4.3.1-b1858

» @R Multi User Chat

b t4iNew command script
}+1Publish-Subscribe
t4]Remove command script
"7 Configuration commands
77 Server statistics
}«15tanza Receiver
t4{Update user roster entry, extended version.
7VHost Manager

|| Auto-browse into objects
gﬂutﬂmal’ica"‘f get item information

"si

- kobit-
E [ Brow
{I» Miod
tigase.org
muc.tigase.org
tigase.org httg
pubsub.tigase.org
tigase.org httg
basic-conf@tigase... con
stats{@tigase.org stat
srecv.tigase.org
tigase.org httg
vhost-man@tigase...
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Thefirst thing to do, therefore, isto browse service discovery on the running server. Theresult you receive
will depend on your installation and installed components.

The most interesting things right now are all itemswith "http://jabber.or g/protocol/admin” in their node
part. You may have afew scripts loaded already but there are two commands used for scripting manage-
ment. Their names are descriptive enough: "New command script” and "Remove command script”.

The first is for adding a new script or updating existing and the second is for removing script from the
server.

To add anew script you havejust to execute "New command script”. In Psi thisisdone by doubleclicking
on the element in service discovery list.

tigase.org

Description: Hello world script

Command Id: hello

4 F
e

Language: - groovy

import tigase.server.”
def p = (Packet)packet
def res =
p.commandResult({Command.DataType
-result);
Script text: Command.addTitle(res,
"Hello World Script™)
Command.addInstructionsires,
"Hello admin, how are you?")
return res

rs i Previous Mext ’;: Finish :: :i Cancel )
e

The screenshot above shows a couple of options to set for the loaded script:

» Description - iswhat shows as the script name in the service discovery window. There are no specid
restrictions on what to put there.

* Command id - is a unique ID of the script (admin command). This is what shows after the "http://
jabber.org/protocol/admin” in node part. This needs to be unique or existing script is overwritten.

» Language - adrop down list of all supported scripting languages for your installation. Tigase automat-
ically detects all libraries for scripting languages and lists them here. So all you need is to select the
correct language for your script.
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e Script text - isjust your script content.

When your script is ready and al fields are correctly set, simply press "Finish" button and you should
receive a message confirming that the script has been loaded successfully.

T

tigase, org

Leript loaded successfuly.

In this guide we are creating a simple "Hello world" script written in Groovy. What it doesis displays a
window (ad-hoc command result) with a message: "Hello admin, how are you?".

It uses abasic scripting APl which is described line by line below:
1. Itimports basic Tigase classes.
2. Set'salocal variable \'p' which pointsto a\'packet' variable with data received from the client.

3. Creates a\'res variable which is response sent back to the client (administrator). The response to the
client is of type \'result'. Other possible types will be introduced later.

4. We operate on ad-hoc commands here so the script uses Tigase utility class to set/retrieve command
parameters. It sets the window title and a simple message displayed to the user (administrator).

5. Thelast line returns new packet as a script execution result.
Thefirst, very simple version looks like this:

i mport tigase.server.*

def p = (Packet) packet

def res = p.conmandResul t (Comrand. Dat aType. result)
Command. addTitl e(res, -"Hello Wrld Script")

Command. addl nstructions(res, -"Hello adnin, how are you?")
return res

Executing Script

Once the script is successfully loaded you will have to rel oad/refresh the service discovery window which
now should display one more element on the list.
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2 O
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As you can see script name is set to what you have entered as "Description” in script loading window -
"Hello world script”". The command node is set to: "http://jabber.org/protocol/admin#hello” if "hello" is

what is set asthe script ID.

To execute the script you just have to double click on the script name (or click execute command if you

use any other client).

Asaresult you should see a simple window similar to the screenshot below displaying our message.
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O ) O) Hello World Script..

Hello admin, how are you?

Interaction in Scripts

Displaying just amessageis very nice but is not very useful in most cases. Normally you need to ask the
user for some more data or parameters before you can perform any real processing.

Therefore in most cases the administrator script has to display a new window with input fields asking the
user for some more data. In this document we present very simple examples, just an introduction so let’s
ask about the administrator name before displaying a greeting.

F - o
Pravious Mext || Fimish | [ Camcel |

To ask the user for some more information we have to extend exampl e above with some more code:
i mport tigase.server.*

def p = (Packet) packet

def nanme = Command. get Fi el dVal ue( packet, -"name")

if (name == null) {
def res = p.comandResul t (Comrand. Dat aType. forn;
Command. addTitl e(res, -"Hello Wrld Script")
Command. addl nstructions(res, -"Please provide sonme details")
Command. addFi el dval ue(res, -"nanme", nane -?: -"", -"text-single",
-"Your name")
return res

}

def res = p.comandResul t (Comrand. Dat aType.result)
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Conmand. addTitl e(res, -"Hello Wirld Script")
Command. addl nstructions(res, -"Hello ${nane}, how are you?")

return res
If you compare both scripts you see that they are quite similar. Before displaying greeting, however, the

script tries to retrieve data from the \'name' input field. If the name had been provided the greeting is
displayed, otherwise the script asks for the user name.

) Hello World Script...

Hello Artur, how are you?

Please note, in this case the packet sent back to the user is of type form instead of result. The practical
difference is that the type result displays only OK button which when pressed doesn’t send any data to
the server. The form packet displays more buttons - Finish and Cancel. Whichever you press some data
is sent back to the server.

This script demonstrates use of two new methods from the utility class "Command": getFieldValue and
addFieldvalue.

» Thefirst argument to all Command methods is the packet with ad-hoc command.
» The second argument is usually the input field name

These two method parameters are actually enough to read the ad-hoc command data. Methods creating
input fieldsin the ad-hoc command need a few arguments more:

» Next arguments sets a default value displayed to the user. The way to it is set in the example above is
specific to Groovy language and is quite useful what will be apparent in later examples.

 After that we haveto specify thefield type. All field types are defined in the X EP-0004 [ http://xmpp.org/
extensions/xep-0004.html#protocol -fiel dtypes] article.

» Thelast argument specifies the field label which is displayed to the user.
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tigase.org

Description: Hello world script

Command Id: hello

Language: | groovy A4
}

def res =
p.commandResult{Command.DataTy
pe.result)

Script text: Command.addTitle(res, "Hello World
Script")
Command.addInstructionsires,
"Hello ${name}, how are you?")

i
return res 1
: . e 4 R
"s i Previous Mext | ( Finish }( Cancel )

4

There are afew other different utility methods in the Command class to set different types of input fields
and they will be described in details later on.

To reload the script simply call "New command script” again, enter the script text and make sure you
entered exactly the same command ID to replace the old script with the new one.

Or of course, you can enter a new command id to create a new command and make it available on your
server.

When the script isloaded on the server, try to executeit. Y ou should get a new dialog window asking for
your name as in the screenshot at the beginning of this section. When you have entered your name and
clicked the "Finish" button you will see another window with a greeting message along with your name.

Automatic Scripts Loading at Startup Time

The last thing described in this guide is how to automatically load your scripts when the Tigase server
starts. The ability to load scripts at run time, update and remove remove them is very useful, especialy in
emergency cases if something wrong is going on and you want to act without affecting the service.

If you, however have a few dozens scripts you don’t want to manually load them every time the server
restarts.
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Tigase server automatically loads all scripts at the startup time which are located in the admin scripts
directory. Unless you set it differently in the configuration it is: Your Tigasel nstallationDir/scripts/ad-
min/. All you have to do is to copy all your scripts to this directory and they will be loaded next time
the server starts.

But hold on. What about the script parameters: language, description, command id? How are you supposed
to set them?

Languageis simple. It is detected automatically by the script file extension. So just make sure file exten-
sions are correct and the language is sorted.

The script description and command id needs a little bit more work. Y ou have to include in your script
following lines:

AS: Descri ption: The conmmand descri ption
AS: Conmandl d: command-i d
AS: Conponent : conp_nane

Please note, there must be at |east a single space after the "AS:Description:” or "AS:Commandld:" string.
Everything rest after that, until the end of the line, is treated as either the script description or command
id. Put these in your script file and the loader will detect them and set correctly for your script.

Tigase Scripting Version 4.4.x Update for Administrators

Scripting functionality isquite useful in Tigase server for all sorts of administrator tasks. The possibility to
load new scriptsor replace old ones at the server runtime opens quite new areafor the service maintenance.

In earlier versions of the Tigase server scripting capabilities was available only in the session manager
component while it might be very useful in many other places - connection managers, MUC, PubSub,
VHostManager and what even more important in completely new, custom components created for specific
needs. It would be quite wasteful to reinvent the wheel every time and implementing scripting capabilities
for each component separately.

Therefore the scripting capabilities has been implemented in the core of the Tigase server. It is now part
of the APl and is automatically available to al components without any additional coding. A detailed
developer guide will be published separately.

This document describes changes from the user/administrator perspective because there are some usability
changes related to the new implementation.

Please note. The description and screenshots are taken from the Psi client and most likely interface for ad-
hoc commands and service discovery on other client looksdifferent. | recommend to do someinitial testing
and experiments using Psi client and then switch to your preferred application for your day-to-day use.
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Asit awayswasin the Tigase you can access all the functions via XM PP service discovery on the server.
However, as soon as you connect to the server you can see some changes there.

[ NN 1.1 Service Discovery -
» G A S 9 - admin@devel
Address: devel.tigase.org =| Node: | Browse )
N:lmc . . . N : Node
|~.i Tigase ver. 4.4.0-b1958 devel.tigase.org
r Configuration commands basic-conf@
7 Bosh connection manager boshi@devel tigase.org
F  LF Client connection manager cdsipdevel.tigase.org
»  Ur External component extiddevel tigase.org
F  pa1 Publish-Subscribe pubsub.devel.tigase.org
» ir Session manager sess-man@devel tigase.ong
#  UF Server statistics stats@devel tigase.org stats
P LF VHost Manager vhost-man@devel tigase.org

__ Auto-browse into objects
A Automatically get item information

[PS1 | (" Close )

There are no command on the list. They are hidden from the main service discovery list. Y ou can see on
thelist only the server main components.

This had to be done for many reasons. One of them is, obviously, the cleaner access to the main server
stuff. Another, probably more important, is to avoid a long list of commands for different components
mixed together. Commands for different components can have the same name/description and they can
even do similar things but they are executed on a different server component. To avoid any confusion and
minimise opportunities for mistake the commands are now closely tight to their components. To accessa
list of commands for a particular component you have to double click on the component name on the list
or click 'Execute command" icon on top of the window when your component is selected.

A new window should show up with drop-down list of available commands. All the commands are related
to the selected component and are executed kind of "inside the component environment". Y ou can of course
add new command or delete existing one and of course execute any of the commands showing on the list.
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M ™ ™ Execute Command (bosh@devel.ti...

Command: FRIGETTLE [
New command script
Remowe command script

-
L =T | (" Cancel ) E'E:m:m'}
o

| =

o

Asareminder, in the window title you can see the component ID and you should check it before running
any command to make sure you accidentally don’t break your system.

boshiEdevel tigase,org

Description:  Hello world

return "Hello warld!™

Script text:

Save to disk: ¥

| =T | Previous Mt { Cancel | [ Finish :

o

There has been also a small change made to the script adding window. As you can see on the screenshot
there is one additional option added - " Save to disk". This means that once you submitted the script to the
server it iswritten to the hard drive and will be automatically loaded at next startup time.

This option is enabled by default as this seems to be alogical choice that the administrator wants to save
his new script for later reuse. This, however requires proper configuration of the server and give writing
permission to the directory where all scripts are stored. Otherwise the server won't be able to write script
files on the hard drive.
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As in previous version only users with administrator permissions can execute commands and access all
the critical elements on the server. There has been, however, another change made, long time requested
by users. In the new version all the administrator specific elements are hidden for the rest of users.

Server components don’t show up on the service discovery, the user can’'t see administrator commands nor
he can execute them. This hasn’t been implemented to improve the server security but to reduce confusion
for general users who would otherwise see alot of stuff which can’t be used by them anyway.

Tigase and Python

As | mentioned in one of previous articles [http://www.tigase.org/content/scripting-introduction-hel-
lo-world], Tigase supportsvirtually any scripting language aslong asthereis JSR-223 [http://www.jcp.org/
en/jsr/detail 71d=223] support for that language.

This article describes how to get Python working as a scripting language for ad-hoc commandsin Tigase
server. The first part is installation, and the second shows a few code examples with explanation of the
differences between Python usage and some other languages.

Please note, we are not a Python developer, and by no means this is Python devel opment guide. All the
code examples are used only to present the API available and there are certainly better waysto doiitin
the proper Python style. If you have any suggestions or have a better code examples | am happy to include
themin the guide.

Installation

Inshort, installationisextremely simple: just copy thefileattached to thisarticleto your Tigaseinstallation,
to thelibg/ directory. Restart the server and you are ready to start scripting and executing Python.

Intheory the Tigase offers scripting support defined in JSR-223 [ http://www.jcp.org/en/jsr/detail 21d=223].
Y ou can use any language for which thereis such support for VM. Thisincludes a so stand-alone python
implementations and the JSR-223 pluginsactsjust asabridge. This, however, does not make much senseas
you are not ableto interact with VM code (Tigase API). Therefore you need alanguage which is executed
within VM and can easily exchange data between the main application (Tigase server) and the script.

Descripticn: | Python example

Command 1d:  python-test

tangusge: T A )

ECMASCript
AppleScript

The best way to go isto use Jython implementation. It works very well within JVM and more importantly,
perfectly integrateswith Tigase server. Tigase server istested with Jython-2.2.1 and is confirmed to work
fine. Version Jython-2.5.1 is recommended however, and all the examples are executed with this version
installed. Please note, Jython-2.5.0 does not work at all. Both supported versions can be downloaded from
the Jython website [http://wiki.python.org/jython/Downloadl nstructions].

Version 2.5.1 isabit smpler to install. When you download and run the Jython installer, find jython.jar
fileinthedirectory where you installed Jython. Copy thefileto the Tigase' slibs directory and all isready
to go. Please note, thisis the same file as the one attached to this article for your convenience.
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Version 2.2.1 needs alittle bit more work. The first part is the same. It is not, however enough to copy
the jython.jar file. One more file is necessary for the Jython to work with the Tigase server. You have
to install JSR-223 engine separately which can be downloaded from the Java scripting project website
[https://scripting.dev.java.net/]. The binary file has to be unpacked and jython-engine.jar file needs to be
copied to the Tigase libs/ directory.

The best way to check if the Jythonisinstalled correctly and support for Python is enabled, is by trying to
submit a new script to the Tigase server. Browser the server service discovery, select " Session manager"
component and run "Execute command" function. A new window should show with alist of all available
ad-hoc commands. Select "New command script” item and click "Execute”. Ad-hoc command dialog win-
dows should show up. One of thefield is"Language" with pull down list of available scripting languages.
If "python" is on thelist it means everything is ok and support for Python is enabled.

Description:  Python example
Command Id:  python-test
Language: ¥ Qroovy E

Appleheript
ECMASCript

e i

Writing Python Scripts

Python scriptswork in asimilar way to Groovy or other |anguages scripts, except one significant difference.
You cannot call "return” from the script itself. Hence you cannot simply pass script results by calling
"return” statement directly from the script.

To overcome the problem, Tigase offers another way to pass script execution results. It checks the value
of a special variables on the script completion: "result" and "packet”. By assigning value to one of these
variables the Python (or any other language) can pass execution results back to the Tigase server.

» "result" alowsto return simple text (or characters String) from the script.
» "packet" alows to return Packet instance which is send back to the user.
The simplest possible Python script may look like this one:

result = "Hello world!"

For instructions how to load and execute the script, please refer to the introductory article for scripting in
Tigase server. There were some minor changes in Tigase 4.4.0 and later versions, so please have alook
at the article describing new elements as well.

An example of amore advanced script asks the user for providing required parametersfor the actual script
execution:

fromjava.lang inport *
fromtigase. server inmport *

numl
num

Conmand. get Fi el dVal ue( packet, -"numl")
Conmand. get Fi el dVal ue( packet, -"nunm")

if numl is None or nun? is None:
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res = |1 q.commandResul t For m( packet)
Conmand. addText Fiel d(res, -"Note", -"This is a Python script!")
Conmand. addFi el dval ue(res, -"num", -"")
Conmand. addFi el dval ue(res, -"num", -"")
packet = res
el se:

result = numl + nun®

Except thisminor difference, therest part of scripting in Python for the Tigase administrator commandsis
the same as all other languages. As all languages can return execution results via these special variables,
it could be argued there is no difference at all.

In another article [http:/docs.tigase.org/tigase-server/snapshot/Devel opment_Guide/html_chunk/
cil6.html], | am going to present the Tigase server API available for scripting framework. My main lan-
guage is Groovy as it offers the best integration with JVM and Tigase API, however | will try to include
Python example code as well.

I hope this article encourages you to try the scripting support in the Tigase server. If you have any sugges-
tions or questions please do not hesitate to send me your comments. | have also created anew tigase scripts
[http://www .tigase.org/forums/tigase-scripts] forum on the website. If you have an interesting script to
share or want to discuss some aspects of this functionality do not hesitate to add your post.

 jython-2.5.1jar [files/jython-2.5.1.jar] 6.44 MB

Configuration Wizards

From build #247 you can use configuration generators to easily and quickly create configuration files for
every complex case.

Configuring Tigaseis not too easy to understand and maintain. Even with current command line tools you
gtill have to know what the all options are for.

To make it easier for average administrators or people who run the server for the first time or even for
those who want to quickly test Tigase server in different scenarios configuration generators have been
created. For each generator you can have also afew extraoptionswhich allowsyou to create configuration
which you don’t need to change for sometime.

A few definitions first to make it easier to read the rest:
1. sm - session manager component.

2. ¢2s- client connection manager component

3. s2s- server connection manager component

4. ext2s- external component connection manager

5. ssender - StanzaSender component

The are 4 generators currently available:

1. --gen-config-all - creating configuration file with all available components. That is: sm, ¢2s, S2s, ext2s,
ssender.

2. --gen-config-default - creating default configuration file. That is configuration which is most likely
needed for basic installation. Components included in configuration are: sm, ¢2s, s2s.

330


http://docs.tigase.org/tigase-server/snapshot/Development_Guide/html_chunk/cil6.html
http://docs.tigase.org/tigase-server/snapshot/Development_Guide/html_chunk/cil6.html
http://docs.tigase.org/tigase-server/snapshot/Development_Guide/html_chunk/cil6.html
http://www.tigase.org/forums/tigase-scripts
http://www.tigase.org/forums/tigase-scripts
files/jython-2.5.1.jar
files/jython-2.5.1.jar

Using Tigase - Appliesto
All Tigase Server Versions

3.

--gen-config-sm - creating configuration for instance with session manager and external component
only. This is useful for distributed installation where you want to have session manager installed on
separate machine and components managing network connections on different machines (one or more).
Componentsincluded in configuration are: sm and ext2s.

. --gen-config-cs - creating configuration for instance with components managing network connections.

Thisisuseful for distributed installation where you want to have session manager installed on separate
machine and components managing network connections on different machines (one or more). Com-
ponents included in configuration are: c2s, s2s, ext2s.

For each of above generators you can use additional parameters specifying other configuration detailslike
database type you want to connect to, virtual hosts you want to support, administrator accounts and details
for external component connection:

--user-db db-type - where 'db-type' can be one of possible values: mysql, pgsql, xml

--user-db-uri connection-uri - where 'connection-uri' isafull resource uri for user repository data source.
If you skip this parameter default value is used depending on database type you selected:

-- jdbc:nysqgl://1ocal host/ti gase?user=root &asswor d=nypass
-- jdbc: postgresql://1ocal host/tigase?user=tigase
-- user-repository. xn

--auth-db db-type - where 'db-type' can be one of possible values: mysgl, pgsqgl, xml, drupal, libre-
sour ce (If omitted 'user-db' settings are used.)

--auth-db-uri connection-uri - where‘connection-uri*isafull resource uri for user repository data source.
(If omitted 'user-db-uri* settings are used.)

--ext-comp connection-string - possible values: connection string
'localdomain,remotedomain,port,passwd,plain/ssl ,accept/connect,routing'

Note: It isalso possible to generate configuration for many external components. To do so place --ext-
comp_1 'parameters’ --ext-comp_2 'parameters and so on...

--virt-hosts virtual-hosts-list - possible values: list of virtual domains to support ‘domainl,domain2'.
This option causesto use virtual hosts given here instead of default/automatically detected host names.

--admins  admin-accounts-list - possible  vaues: list of admin accounts:
‘userl@domain,user2@domain2'

--test - this parameter informs that config is generated for test instance, which means that all loggings
are turned off

--debug tigase-package - you can turn on debugs log for thwe selected tigase package. For example
if you want to turn debug logs on for package: tigase.server then you have to put parameter: --debug
server. If you have any problems with your server the best way to get help from me is to generate
configuration with --debug server and run the server. Then from the logs/tigase-console.log log file |
can get all information | need to give you a help.

Note! If configuration file already exists none of existing settings are overwritten. Configuration generator
is activated only if config file does not exist at program startup or for config entries which are missing at
startup time. So you can as well |eave these settings in the file.

Note! tigase.conf property file is NOT read by the tigase server. These properties are read by the bash
shell to create a proper Tigase server startup command. It will not work on MS Windows unless you run
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it in bash (using CygWin for example). On windows however you can use configuration wizards too by
preparing proper server startup command manually. For example command for the first below presented
conf file would look like (all in singleline):

java --Djdbc.drivers=org. postgresql.Driver
--Dfil e.encodi ng=UTF-8 --Dsun. j nu. encodi ng=UTF- 8
--server --Xms100M - - Xnx100M
--cp -"libs/pg73jdbc3.jar;jars/tigase-server.jar;libs/tigase-xnmtools.jar;libs/ti
ti gase. server. XMPPSer ver
--c -"etc/tigase.xm"
---gen-config-def ---user-db pgsql
---user-db-uri -"jdbc:postgresql://local host/tigase?user=tigase"

So for exampl e to take advantage of these options you can create tigase.conf and start Tigase server with
usual command to generate "tigase-config.xml" configuration file;

./ bin/tigase.sh run tigase. conf
A few samplefiles are included below for your convenience:
* tigase-def-pgsql.conf - default installation with PostgreSQL database support:

ENC="-Df i | e. encodi ng=UTF-8 --Dsun. j nu. encodi ng=UTF- 8"
DRv="-D dbc. dri vers=org. postgresqgl . Driver"
JAVA OPTI ONS="${ ENC} ${DRV} --server --Xms1l00OM --Xnx100M -"

TI GASE_CONFI G="ti gase- pgsql . xm "
TI GASE_OPTI ONS="- - gen-confi g-def ---user-db pgsql ---user-db-uri jdbc:postgresql:

ENC="-Df i | e. encodi ng=UTF-8 --Dsun. j nu. encodi ng=UTF- 8"
DRv="-Dj dbc. dri vers=org. postgresql . Dri ver"
JAVA OPTI ONS="${ ENC} ${DRV} --server --Xns1l00M - - Xnx100M -"

TI GASE_CONFI G="t i gase- pgsql . xm "
TI GASE_OPTI ONS="- - gen-confi g-def ---user-db pgsqgl -"

* tigase-cs.conf - installation of network connections management components (no DB is used by this
instance):

ENC="-Df i | e. encodi ng=UTF- 8 --Dsun. j nu. encodi ng=UTF- 8"
JAVA_OPTI ONS="${ ENC} --server --Xms100M -- Xnx100M -"

TI GASE_CONFI G="etc/ti gase-cs. xm "
TI GASE_OPTI ONS="--gen-config-cs ---virt-hosts cs.tigase.org,tigase.org,smtigase.
---ext-conp cs.tigase.org,smtigase.org, 5678, very-secret, pl ai n, connect"

* tigase-sm-mysqgl.conf - installation of session manager instance and resource connection string is the
same as default so we can skip '--user-db-uri' parameter:

ENC="-Df i | e. encodi ng=UTF-8 - - Dsun. j nu. encodi ng=UTF- 8"
DRv="-Dj dbc. dri vers=com nysql . j dbc. Dri ver"

JAVA OPTI ONS="${ ENC} ${DRV} --server --Xns1l00M - - Xnmx100M -"

TI GASE_CONFI G="et c/ti gase-sm nysql . xm "

TI GASE_OPTI ONS="- - gen-confi g-sm ---user-db nysql ---auth-db nysql ---virt-hosts t
---ext-conp smtigase.org,cs.tigase.org, 5678, very-secret, pl ai n, accept"
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Offline Messages

Tigase like any XMPP server supports storing of messages for users who are offline so that they may
receive messages sent to them while they were not logged in.

By default, Tigase MessageAmp processor is responsible for storing offline messages, and will automat-
ically store offline messages. This guide has multiple sections for setting limits globally, per user, and
others.

Many of the featureslisted here require the use of the Advanced M essage Processor Plugin whichisturned
on by default. To ensure AMP is turned on your system, view your init.properties file and be sure the
following istherein your pluginsline:

--sm pl ugi ns=+anp

Messages will be delivered to intended recipients when they first login after roster exchange.

Offline Message Limits

Support for limiting number of stored offline messages on a per-user basis has now been added to Tigase
as of v7.1.0. By default, Tigase comes with alimit of stored offline messages which is set for every user.
This limit by default is 100 offline messages for barejid-barejid pair. This value can be changed by the
store-limit property. To change to 200 messages on barejid-barejid paid, add the following entries to the
init.propertiesfile:

sess- man/ pl ugi ns-conf/anp/store-1imt[L] =200
anp/ store-limt[L] =200

This setting applies to every user.

User Limit

Each user is able to configure the number of offline messages which should be stored for him. To enable
this feature, the following lines need to be entered into the init.propertiesfile:

sess-man/ pl ugi ns- conf/anp/ user-store-limt-enabl e[ B] =true
anp/ user-store-limt-enabl e[ B] =true

Values of user-specific limits will be stored in UserRepository under subnode of offline-msgs and key
store-limit. Data storage will be stored in tig_pairs key with the value and a proper record from tig_nodes
points to this record.

Handling of Offline Messages Exceeding Limits

There aretwo possible waysto handle offline messagesthat exceed the limitations: . error sending message
with error type back to sender. . drop drop of message without notifications to sender.

By default, Tigase sends a message back to the original sender with an error type of service-un-
available with a proper description of error according to XEP-0160 [http://www.xmpp.org/exten-
siong/xep-0160.html]. However, it is possible to change this behavior to better suit your needs. Thisis
done by adding the following line to your init.propertiesfile.

sess- man/ pl ugi ns- conf/ anp/ quot a- exceeded=dr op

Thiswill force Tigase to drop packets that exceed the offline message limit.
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Setting of Limits by User

Users wishing to set a custom limit of stored offline messages for barejid-barejid pairs needs to send the
following XM PP stanza to the server:

<iq type="set" id="${randomid}">
<nsgoffline xm ns="nsgoffline" limt="${limt}"/>
</ig>

Where: . ${random-id} isarandom ID of the stanza (can be any string). . ${limit} isthe integer value of
the offline message limit. This can be set to false to disable offline message limits.

In response, the server will send back an iq stanza with aresult type:
<ig type="result" id="${randomid}">
<nsgof fline xm ns="nsgoffline" limt="%{linmt}"/>
</ig>
Example of Setting Limit of Stored Offline Messages to 10

XMPP client sends the following to the server:

<iq type="set" id="aabba">

<nsgoffline xm ns="nmsgoffline" limt="10"/>
<lig>
Server response:
<iqg type="result" id="aabba">

<nmsgof fline xm ns="nsgoffline" Iimt="10"/>
</ig>

Example of Disabling Offline Message Limit
XMPP client sends the following to the server:

<iq type="set" id="aabbb">

<nsgoffline xm ns="nmsgoffline" Iimt="fal se"/>
</ig>
Server response:
<iqg type="result" id="aabbb">

<nmsgoffline xm ns="msgoffline" limt="fal se"/>
</ig>

Storing offline messages without body content

Tigase can now store offline messages without <body/> content.
See XEP-0334 [ http://xmpp.org/extensions/xep-0334.html] for protocol details.
This can include message receipts, and messages with specific do- not - st or e tags.

Support has been added to set alist of paths and xmins to trigger and place storage of offline messages
using the following settings in init.properties:

sess-man/ pl ugi ns- conf/ anp/ meg- st ore-of f1 i ne- pat hs[ s] =/ message/ r ecei ved[ urn: xnpp:re
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This example results in two settings:
/ message/ r ecei ved[ ur n: xnpp: r ecei pt s]

Results in storage of messages with a reci eved subelement and with the xImns set to
ur n: Xmpp: recei pts

/ message/ store-of fline

Results in storing messages with ast or e- of f | i ne subelement without checking xmins.

Filtering of offline storage
It is possible to set storage of other typesto save:
sess-man/ pl ugi ns- conf/ anp/ meg- st or e-of f1 i ne- pat hs[s] =/ nessage/ store-offline, -/ mess

Theabove settingintheinit.propertiesfilewill do threethings: - M essageswith <store-offline> subel ement
will be stored without checking for associated xmins. - Messages with <do-not-store> element will not
be saved.

Any of these can be adjusted for your installation, remember that a'-' will stop storage of messages with
the indicated property. Messages will be checked by these matchers and if any of them result in a positive
they will override default settings.

For example, if you wanted to store messages with <received> element, but not oneswith <plain> element,
your filter will look like this:

sess-man/ pl ugi ns- conf/ anp/ meg- st ore-of fl i ne- pat hs[s] =/ message/ r ecei ved, -/ nessage/ p

However....

Note

THE ABOVE STATEMENT WILL NOT WORK As it will just store all messages with <re-
ceieved> subelement.

The below statement will properly filter your results.
sess- man/ pl ugi ns- conf/ anp/ meg- st ore-of f| i ne- pat hs[ s] =-/ nessage/ pl ai n, / message/ rece

Filtering logic is done in order from left to right. Matches on the first statement will ignore or override
matches listed afterwards.

Disabling Offline Messages

If you wish to disable the storing of offline messages, use the following line in your init.properties file.
Thiswill not disable other features of the AMP plugin.

sess-man/ pl ugi ns- conf/ anp/ meg- of f | i ne=f al se

Licensing

With the release of v7.1.0, users and commercial clients alike may now be able to register and request a
licensefilefrom our serverson their own. This process makesit easier for everyoneto obtain valid licence
file when needed. Users who do not wish to register will not be required to register. However, If you are
using Tigase ACS or other commercial pieces of software, you will be required to register.
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Warning

Tigase XMPP Server will shut down during license check if no installation-id or licence is re-
ceived within a given period of time.

Again, Tigase XM PP Server will still be available free under AGPL V3, and free userswill not need
toregister.

Note

COMMERCIAL COMPONENTS REQUIRE THE USE OF A LICENSE.

Registering for a License

There are currently two ways for registering for a license with Tigase commercia products. The easiest
and recommended method is using the built in automatic registration function. However, you may also
register viaaweb portal if your installation has limitations on network connectivity.

Automatic Registration

Once a commercia component is activated on Tigase XMPP Server, the program will then retrieve an
Installation ID from our servers, and make afile called i nstal | ati on-i d inyour et c/ directory
including the Installation ID for your instance. An installation ID is generated using the complete cluster
map and al machines within the same cluster should have the same Installation ID. This Installation ID
will then be sent along with server details to a license server, and appropriate licence files will be made
in your tigasedir/etc directory. When the licence is due to be expired, this mechanism will update your
licence file automaticaly.

Web Portal

If you do not wish to use the automatic method, you may decide to generate a licence file using our
web portal. Offline installation may obtain Installation IDs from our web portal in a three-step process:
registration, generating hash, and obtaining licence file.

Generating Installation ID

For offline installations, you may obtain an Installation ID from this address: https:/
license.tigase.software/register.

Data Fields:

» Cust oner nane: Company or user name used to identify machines. Multiple clusters or servers can
have the same customer name.

e VHost s: Comma separated list of VHosts you will be using on this node. NOTE: these fields are case
sensitive!

» Legacy |icense hashes: Copy the digest hash generated for all legacy licences - it's available
intheet c/ ti gase- consol e. | og after startup (if such licences are present).

e Capt cha quest i on: Enter the basic math answer for this form to prove you are not a robot.
The next page will provide you with an installation ID like the following:

ITCICGG7K8AS2JSSEVMDAYQOLRANVLJISR
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Edit your init.properties file and add your installation-id
--installation-id=1TCl CGG7K8AS2JSSEVVDAIQOLRANVLISR

Note that thei nst al | ati on-i d file will be made automatically once the license file is installed and
verified by the server.

Obtaining a Server Code

Once you have the Installation 1D, you will need to generate a server code. This can be done by accessing
the admin Ul page and navigating to the Licence section. Once there, click on Retrieve code for licence.
Select the component you wish to generate a code for and click Submit. Y ou will see afields with instal-
lation-id, module, VHosts filled out based on your server’s configuration. Copy the contents of the Code
field and proceed to the next section.

Obtaining license file

Open anew browser and navigate to this address: https://license.tigase.software/retrieve once there, paste
the generated code from the last step in the field and click submit. Afterwards you will be prompted to
download a license file, place this file in your etc/ folder and restart your server, your license is now
activated and installed on your server.

If you are provided a manually produced license, you will need to placeit in the same etc/ directory
with thenamel i cense. acs

What happens if | do not use a license file or it is ex-
pired?

Tigase permits commercial products to be used without alicense, but a validation process must complete
otherwise the server will shutdown. Within the first hour of runtime, Tigase will check for the presence
and validity of the license file. If none is found, or it is invalid or expired the server will then contact
Tigase master server in order to obtain avalid one.

Communications will be made to license.tigase.software over https (port 443) to verify the license or
download anew one.

Demo mode

If novalid license can be found, Tigase will revert to a demonstration mode. Most functions will be avail-
able and usable, but with a caveat. Statistics from that server will be sent to stats.tigase.software over port
8080 about your server and it’s usage. Details are in the next section. If this information cannot be sent,
the server will assume unathorized use and will shut down.

Statistics Sent

Statistics of your server may be sent to Tigase server’sif the all of following happens:
» You are using commercia Tigase components.

» You haveregistered an installation-id.

* You do not have a current license to run Tigase commercial components.

If these conditions exist, statistics will be sent to our servers and a warning will be posted in your logs.
The following is an example of what information will be sent.
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Note

Thetext below has been better formatted for readability, but does not reflect the actual text being
sent to Tigase.

<statistics version="1">
<domai n>xnppser ver </ domai n>
<timest anp>2016- 06- 23T17: 16: 24. 777- 0700</ ti mest anp>
<vhost s>
<i t enpvhost 1. xnppserver. conk/itenp
</ vhost s>
<upti me>308833</ upti ne>
<heap>
<used>30924376</ used>
<max>1426063360</ max>
</ heap>
<cl uster>
<nodes_count >1</ nodes_count >
</cluster>
<user s>
<onl i ne>0</ onl i ne>
<active>0</active>
<max_t oday>1</ max_t oday>
<max_yest er day>0</ max_yest er day>
</ user s>
<addi ti onal _dat a>
<component s>
<cnpl nf o>
<name>anp</ name>
<title>Tigase XMPP Server</title>
<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ ver si on>
<cl ass>ti gase. cl ust er. AmpConponent C ust er ed</ cl ass>
</ cnpl nf 0>

<cnpl nf o>

<nanme>bosh</ nane>

<title>Tigase XMPP Server</title>

<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ ver si on>
<cl ass>ti gase. cl ust er. BoshConnecti onCl ust er ed</ cl ass>

</ cnpl nf 0>

<cnpl nf o>

<nanme>c2s</ nanme>

<title>Tigase XMPP Server</title>

<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ ver si on>
<cl ass>tigase.cluster. dient Connecti onC ust ered</cl ass>

</ cnpl nf 0>

<cnpl nf o>

<nane>cl - conp</ nane>

<title>Tigase XMPP Server</title>

<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ ver si on>
<cl ass>ti gase. cl ust er. d ust er Connect i onManager </ cl ass>

</ cnpl nf 0>
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<cnpl nf o>

<nane>event bus</ nane>

<title>Tigase XMPP Server</title>

<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ ver si on>
<cl ass>ti gase. di st event bus. conponent . Event BusConponent </ cl ass>

</ cnpl nf 0>

<cnpl nf o>

<nane>ht t p</ nane>

<title>Tigase HITP APl conponent: Ti gase HITP APl conmponent</title>

<versi on>1. 2. 0- SNAPSHOT- b135/ 27310f 9b- 7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016-06- 0
<cl ass>tigase. http. Ht pMessageRecei ver </ cl ass>

</ cnpl nf 0>

<cnpl nf o>

<nane>noni t or </ nane>

<title>Tigase XMPP Server</title>

<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ ver si on>
<cl ass>ti gase. noni t or. Moni t or Conponent </ cl ass>

</ cnpl nf 0>

<cnpl nf o>
<name>muc</ name>
<title>Tigase ACS -- MJC Conponent</title>
<versi on>1. 2. 0- SNAPSHOT- b62/ 74af bb91- 2. 4. 0- SNAPSHOT- b425/ d2e26014</ ver si on>
<cl ass>ti gase. muc. cl ust er. MJCConponent C ust er ed</ cl ass>
<cnpDat a>
<MJCCl ust eri ngSt r at egy>cl ass ti gase. muc. cl ust er. Shardi ngSt r at egy</ MJCCl ust eri
</ cnpDat a>
</ cnpl nf 0>

<cnpl nf o>
<nanme>pubsub</ nanme>
<title>Tigase ACS -- PubSub Conponent</title>
<ver si on>1. 2. 0- SNAPSHOT- b65/ 1c802a4c- 3. 2. 0- SNAPSHOT- b524/ 892f 867f </ ver si on>
<cl ass>ti gase. pubsub. cl ust er . PubSubConponent Cl ust er ed</ cl ass>
<cnpDat a>
<PubSubCl ust eri ngSt r at egy>cl ass ti gase. pubsub. cluster. Partiti onedStrategy</Pu
</ cnpDat a>
</ cnpl nf 0>

<cnpl nf o>

<nanme>s2s</ name>

<title>Tigase XMPP Server</title>

<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ ver si on>
<cl ass>ti gase. server. xnppserver. S2SConnect i onManager </ cl ass>

</ cnpl nf 0>

<cnpl nf o>

<nanme>sess- man</ nane>

<title>Tigase XMPP Server</title>

<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ ver si on>
<cl ass>ti gase. cl ust er. Sessi onManager Cl ust er ed</ cl ass>
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<cnpDat a>

<ClusteringStrategy>class tigase.server.cluster.strategy.OnlineUsersCachi ngSt
</ cnpDat a>
</ cnpl nf 0>

<cnpl nf o>
<name>ws2s</ nane>
<title>Tigase XMPP Server</title>
<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ ver si on>
<cl ass>ti gase. cl ust er. WebSocket Cl i ent Connecti onC ust er ed</ cl ass>
</ cnpl nf 0>

<cnpl nf o>

<nanme>vhost - man</ nane>

<title>Tigase XMPP Server</title>

<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ ver si on>
<cl ass>ti gase. vhost s. VHost Manager </ cl ass>

</ cnpl nf 0>

<cnpl nf o>

<nane>st at s</ nane>

<title>Tigase XMPP Server</title>

<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ ver si on>
<cl ass>tigase.stats. StatisticsColl ector</class>

</ cnpl nf 0>

<cnpl nf o>
<nane>cl ust er - cont r </ nane>
<title>Tigase XMPP Server</title>
<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ ver si on>
<cl ass>tigase.cluster.C usterControl |l er</class>
</ cnpl nf 0>
</ conponent s>

<unl i cencedConmponenent s>
<Conponent Addi ti onal | nf o name=&quot ; acs&quot ; />
</ unl i cencedConponenent s>
</ addi ti onal _dat a>
</statistics>

Unauthorized use

If Tigase XMPP server does not have a valid license file, cannot contact the licensing server to obtain
installation id and attached licences, or is unable to sent statistics the server will initiate retries. If these
retries are not successful after arandom amount of time and 10 tries, the server will then shutdown.

If you are experiencing thisin error, please contact Tigase.

Manual mode

If you cannot open communication to stats.tigase.software or license.tigase.software over the required
ports, you may request to use manual mode. Manual mode requires Tigase to create a license file to be
used on your machine locally. This must be placed in the same folder as the above information, and the
license check system will not seek communication unless the licenseisinvalid or expired.
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Tigase Advanced Options

This section is designed to include a number of advanced configuration options available within Tigase,
but may not have arelevant section yet to house them.

Enabling Support for storing offline messages without
body content

Tigase now supports the full implementation or XEP-0334, See XEP-0334 [http://xmpp.org/exten-
sions/xep-0334.html] for protocol details.

This can be customized by setting alist of paths and xminsto trigger and place storage of offline messages
using the following settings in init.properties:

sess- man/ pl ugi ns- conf/ anp/ neg- st ore-of fI i ne- pat hs[ s] =/ nessage/ r ecei ved[ urn: xnmpp: re

Thiswill require the enabling of AMP plugin, so be sure --sm-plugins=+amp is enabled.

Enabling Empty Nicknames

Tigase can now support users with empty nicknames. This can be enabled by adding the following code
isininit.properties.

sess-man/ pl ugi ns-conf/jabber\:iqg\:roster/enpty_name_enabl ed=true

Account Registration Limits

In order to protect Tigase serversfrom DOS attacks, alimit on number of account registrations per second
has been implemented. This may be configured by adding the following line in the init.properties file:

sess-man/ pl ugi ns-conf/jabber\:ig\:register/registrations-per-second=10

This setting allows for 10 registrations from a single IP per second. If the limit is exceeded, a
NOT_ALLOWED error will be returned.

Enable Silent Ignore on Packets Delivered to Unavailable
Resources

You can now have Tigase ignore packets delivered to unavailable resources to avoid having a packet
bounce around and create unnecessary traffic. Y ou may set thisglobally, within standard message handling
only, or within the AMP component using the following settings:

Globally:

sess-man/ pl ugi ns-conf/sil ently-ignore-nessage=true

M essage Processing Only:

sess-man/ pl ugi ns- conf/ nessage/ sil ently-ignore-nessage=true

AMP Component:
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sess-man/ pl ugi ns-conf/anp/ sil ently-ignore-nmessage=true

Mechanism to count errors within Tigase

A new processor within statistics has been added to count the number of errors that Tigase returns. This
processor, named error-counter, will count all errors returned by Tigase, however by default the number
is aways zero if it is not enabled. It can be found as an MBean object in IMX under ErrorStatistics and
contains values for packets with ERROR and grouped by type. To enable counting of these errors, you
must ensure the processor isincluded in your --sm-plugins:

--sm pl ugi ns=error-counter

Including stream errors

Stream ERROR packets are not included in the above counter by default asthey are processed separately.
To enable this to be added to the counter, the following line must be in your init.propertiesfile.

c2s/ processors[ s] =stream error-counter

Stream resumption default & max-timeout

SteamM anagementl OProcessor now has a setting that can be used to change the maximum timeout time
it will wait for reconnection if aclient does not send atime to wait. Two settings are now available:

c2s/ processors/urn\: xmpp\:sm:3/resunption-timeout[1]=90
The above setting in init.properties file will change the default timeout period to 90 seconds.
c2s/ processors/urn\: xmpp\:sm: 3/ max-resunpti on-ti neout[1] =900

This setting will set the maximum time allowed for stream resumption to 900 seconds. This can be handy
if you expect a number of mobile phones to connect to your server and want to avoid duplicate messages
being sent back and forth.

You may setup a server to automatically approve presence subscriptions or roster authorizations for all
users. Say you were hosting bots and wanted to automate the process. This can be done with the following
settings:

sess-man/ pl ugi ns-conf/jabber\:iqg\:roster/auto-authorize=true
sess- man/ pl ugi ns- conf/ presence/ aut o- aut hori ze=true

Both of these settings are false by default, and you may use them together or separately. The following
behavior is followed when they are both activated:

 Upon sending a subscription request - Both contacts will each others' subscription and be added to each
others roster. Presence information will immediately be exchanged between both parties.

» Upon sending presence with type either unsubscribe or unsubscribed follows the rules defined in RFC
regarding processing of these stanzas (i.e. adjusting subscription type of user/contact), but without for-
warding those stanzas to the receiving entity to avoid any notifications to the client. However, aroster
push is generated to reflect changes to presence in user roster in a seamless manner.

« Simply adding an item to the roster (i.e. with <ig/> stanza with correct semantics) will also cause an
automatic subscription between the user and the contact in a matter explained above.
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Tigase Clustering

Tigase Clustering allows the use of a number of serversto be unified in delivering, from what a client or
user sees, asingle unified platform. There are two typical reasons why clustering should be employed:

* High Availability

By using clustering, services can be provided with a high reliability and redund:
» Load Baancing

This type of cluster helps to distribute a workload over a number of servers to |
With Tigase, you don’t have to choose between either/or!

Tigase Clustering offers Full Redundancy and Automatic L oad Balancing allowing addition of new
nodes at runtime with a simple configuration. All without a severe tax on resource consumption.

All basic components support clustering configuration, and some may be turned on or off.

Configuration

To enable Clustering on Tigase servers, use the following linein your init.propertiesfile:
--cluster-node=true
That'sit!

Custom Ports

You can customize ports for the cluster component, just be sure that each clustered server also has the
same settings so they can communicate.

--cl -conp- port s=4250, 3540
Y ou can fine tune each port configuration, however thisis not typically needed.
Custom Port Configuration

Each port hasit’sown detail sthat can be manipulated V1A thefollowing ports. Again THISISOPTI ON-
AL

cl - comp/ connecti ons/ 4250/ t ype[ S] =accept

cl - conp/ connecti ons/ 4250/ socket [ S] =pl ai n

cl - comp/ connecti ons/ 4250/ i f c[ s] =*

cl - conp/ connecti ons/ 4250/ r enot e- host [ S] =I ocal host

cl - conp/ connecti ons/ 4250/ connecti ons/tl s/ required[ B] =f al se

Multi-node configuration

Each node should have --cluster-mode=true enabled that you wish to connect to the cluster. They will
automatically discover other nodes to connect to VIA Server to Server traffic. Nodes that are added or
removed will be periodically updated.

Traffic Control

Y ou can customize the traffic going between clustered servers with afew options.
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cm-ht-traffic-throttling

This setting will control the number of bytes sent over non-user connections. Namely, Server to Server
or S2S connections.

--cmht-traffic-throttling=xnmpp: 25k: 0: di sc, bi n: 200m 0: di sc

Theformat isasfollows: { traffic-type} :{ maximum-traffic} :{ max-lifespan-traffic} :{ action} - traffic-type
Specifies the type of traffic controlled. This can either be XM PP or bin. XMPP limits the number of
packets transferred, whereas bin limits the number of bytestransferred. - maximum-tr affic Specifies how
many bytes or packets may be sent within one minute. - max-lifespan-traffic Specifies how many bytes
or packets may be sent within the lifetime of the connection. 0 means unlimited. - action Specifies the

action to be taken which can be disc which disconnects the connection, or drop which will drop any data
exceeding the thresholds.

cm-see-other-host

Thisallowsthe specific use of aload balancing mechanism by selecting SeeOtherHostIfc implementation.
For more details, see Tigase Load Balancing documentation.

Old configuration method

Whilethese options are still available these settings CAN belessreliable. Use ONLY if you need specific
setupsthat cannot be accommodated by the automatic cluster mode.

Specifying Specific nodes
Y ou can still use the old method of specifying every node on each server. Server 3 needs the following set
--cluster-nodes=servl. xnpp-test.org, serv2. xnpp-test.org
Server 2 needs
--cluster-nodes=servl. xnmpp-test.org, serv3. xnpp-test.org
and soon...
Password and Port configuration

Y ou may specify apassword and port to specific cluster serversif that isrequired. To do so, you will need
to add { password} :{ port} to the domain, like this example:

--cluster-nodes=servl. xnpp-test.org: donai npass: 5600

Checking Cluster Connections

After setting up clustering you may want to verify that the clusters are operational. Right now it can be
done in two manners - first by checking that there are actual network connections established between
cluster nodes. The other is to check internal status of the server.

Established connections

There are number of ways to check for opened connections, simplest one use command line. (Tigase uses
port 5277 for cluster connections)

e Linux
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$ I sof --iTCP:5277 --sTCP: ESTABLI SHED --P --n
¢ Windows

C.\W NNT>netstat --anp tcp -| find -":5277 -"

Cluster nodes connected (using XMPP)

Verifying clustering connectivity over XM PP protocol requires any XMPP client capable of XEP-0030:
Service Discovery [http://xmpp.org/extensions/xep-0030.html]. It's essential to remember that only an
administrator (a user whose JID is configured as administrative) has access.

Psi XMPP Client

For the purpose of this guide a Psi [http://psi-im.org/] client will be used. After successfully configuring
and connecting to account with administrative privileges we need to access Service Discovery, either from
application menu or from context menu of the particular account account:

@ 8 x C 3 @
V., Ble & @

7 local :: admin@atlantiscitv —4 (0/0)
Status >
Mood |
Activity
Geolocation |
Avatar
Groupchat > |

Add a Contact |

ervice Discovery
New Blank Message
Contacts Manager |
Privacy Lists

XML Console

Modify Account...
Plugins S
Admin [S

[

In the Service Discovery window we need to find Cluster Connection Manager component. After expand-
ing the tree node for the component a list of all cluster nodes will be presented with the current status
(either connected or disconnected). Node column will contain actual hostname of the cluster node:
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.7 Service Discovery
@ Q 20 60 B & [ W @ iy 0
Address: atlantiscity o Node:
I
» % Client connection manager clustered c2s @atlantiscity
v 77 Cluster connection manager cl-comp@atlantiscity
> ¥ tigase:cluster connected cl-comp@atlantiscity np-t

» 77 Cluster controller

[ e ol Y

cluster-contr@atlantiscity

Filter by JID:

Auto-browse into objects
Automatically get item information

=

[-

Anonymous Users & Authentication

To support anonymous users, you must first enable anonymous authentication on your server.

Anonymous Authentication

Tigase Sevrer can support anonymous logins VIA SASL-ANONYMOUS in certain scenarios. This can
be enabled by using the following setting in init.properties file: --vhost-anonymous-enabled=true This
setting isfalse by default as SASL-ANONY MOUS may not be totally secure as users can connect without
prior permission (username and password). Thisis a global setting and will affect al vhosts unless they

are set individually. If you wish to allow only certain hosts to allow anonymous login, then use the --virt-
hosts configuration like below:

--virt-host s=domai nl: - anon, domai n2: c2s-ports-all owed=5032:-tls-required

Where domainl now has anonymous access allowed, and domain2 does not.

Anonymous User Features

To connect to your server anonymously, you must use a client that supports anonymous authentication and
users. Connect to the server with the name of the server as the username, and no password. For example,
to connect anonymously to xmpp.example.com use the following credentials,

Username: xmpp.example.com Password:

In this mode all login information is stored in memory, and cannot be retrieved at alater date.
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Other features of Anonymous Authentication - Temporary Jid is assigned and destroyed the moment of
login/logout. - Anonymous users cannot access the database - Anonymous users cannot communicate
outside the server (use s2s connections) - Anonymous users have a default limit on traffic generated per
user.

Reconnection on Anonymous

On products such as our JaXMPP Server, users connected using SASL-ANONY MOUS can reconnect
to existing sessions using cookie management. However, reconnection can be improved and extended us-
ing Bosh Session Cache [http://docs.tigase.org/tigase-server/snapshot/Devel opment_Guide/html/#bosh-
sessioncache] which allows for session storage in memory rather than using client-side data for reconnec-
tion.
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